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Broadly, the lab’s research focuses on designing experimental computer systems with a particu-
lar emphasis on improving sustainability and energy-efficiency. This includes addressing problems
that arise from the rapid growth in energy usage and cost of large-scale computing facilities, in-
cluding high performance computing (HPC) centers and cloud data centers, as well as designing
computer systems that leverage computation, networking, and sensing to improve the sustainability
of physical infrastructure, such as buildings and the electric grid. Modern society now depends on
a massive amount of, largely “dirty,” energy to sustain itself. Thus, meeting society’s future energy
needs, while mitigating its economic and environmental impact, is a critical challenge. Computer
systems represent both a problem and potential solution to developing a sustainable society. The
HPC and data centers that power our information-based economy are one of the fastest growing
segments of industrial energy usage, and now account for an estimated 1-2% of U.S. electricity
usage. Yet, computer systems are also key to developing a “smart” grid that optimizes energy-
efficiency, minimizes energy costs, and accommodates high penetrations of renewable energy.

The lab’s research includes contributions to both core areas of computer systems, including
distributed systems and high performance computing, as well as emerging multi-disciplinary areas
focused on leveraging Internet-connected embedded devices, i.e., the Internet-of-Things (IoT), to
optimize the operation of physical infrastructure, such as buildings, the electric grid, and trans-
portation systems Distributed systems and high-performance computing not only represent core
areas of computer systems: innovations in these areas are increasingly important to advancing all
science and engineering disciplines. The lab’s work on enabling and optimizing “cyber” physical
infrastructure is unique in its combination of domain-specific knowledge from other disciplines,
such as power systems and building science, with computer systems and data science techniques,
and highlights the breadth of its research. The lab’s research methodology is experimental in nature
and focuses on designing, deploying, and analyzing system prototypes, as well as collecting and
analyzing real-world data to both identify and solve problems in the operation of existing systems.

1 Research Challenges
A common challenge underlies much of the lab’s work: designing systems that are able to grace-
fully handle uncontrollable resource dynamics, which require them to continuously adapt to changes
in their available resources, such as energy or computational capacity. These dynamics arise from
uncontrollable aspects of our physical or economic environment, such as changes in weather, user
behavior, or prices. For example, today’s electric grid continuously balances electricity’s sup-
ply and demand in real time by regulating generator power output. Since the energy demand (or
“load”) profile of individual consumers is highly stochastic, such real-time balancing is only possi-
ble because the sum of load profiles across many consumers is smooth and highly predictable. As
a result, generators have sufficient time to adjust their output to satisfy small variations in demand,
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and grid operators can reliably plan when to activate (or “dispatch”) generators in advance to satisfy
large increases in demand. However, large-scale penetration of renewable energy fundamentally
alters this paradigm by increasing the stochasticity of load profiles, even when aggregating them.
These new resource dynamics in turn affect the ability of the grid to balance supply and demand.

Such uncontrollable dynamics also arise in commodity markets for resources where prices are a
dynamic function of supply and demand. For example, the price of wholesale electricity is market-
based and varies in real-time, requiring utilities to also adapt their operation in response to market
dynamics. Such price dynamics are becoming more volatile as the penetration of stochastic renew-
able energy sources increases. Thus, market-based electricity prices are increasingly being exposed
to consumers to incentivize them to shift their energy usage to better align with low price periods,
e.g., when the sun is shining or the wind is blowing. Similar types of dynamics are also starting to
emerge in cloud data centers, and are related, in part, to the energy dynamics above. For example,
since power is their dominant operating cost, data centers can reduce their costs and carbon emis-
sions by optimizing their power infrastructure, e.g., by participating in demand response programs
or by introducing intermittent power sources from renewables. However, introducing such power
dynamics may alter the underlying assumption that servers are highly available, which impacts
application design. Further, to increase utilization and energy-efficiency, some cloud providers
are beginning to sell their variable idle capacity in the form of transient servers, which they may
revoke at any time. For example, Amazon’s Elastic Compute Cloud (EC2) sells such “transient”
servers in a spot market, where users bid for them. The risk of transient server revocation and spot
price changes introduce similar dynamics to cloud applications as the power dynamics above.

Designing systems that gracefully handle such dynamics raises many research questions.
How should a system react to rapid, frequent, and uncontrollable variations in available
resources? There is considerable prior work on fault-tolerance that treats the sudden loss of re-
sources as a failure. However, in general, prior work on fault-tolerance treats failures as being
rare, rather than being an expected and common part of a system’s operation, as with the dynam-
ics above. Prior work on fault-tolerance also only addresses a sudden loss of resources, but not
a sudden gain in resources. Gracefully handling sudden resource increases often alters common
assumptions. For example, in the absence of energy storage, increasing energy consumption when
renewable energy is available is preferable to conserving (and thus wasting) energy.
While we cannot control these resource dynamics, to what extent can we model and predict
them? Many aspects of our physical and economic environment admit modeling and predictions
based on massive amounts of sensor data that are now widely available. For example, our physical
environment is constantly monitored in detail by millions of Internet-connected sensors, as well
as smart meters, satellites, and radars, with much of the data made publicly available. Similarly,
detailed market and price data is also widely available. For example, the Independent System Op-
erators (ISOs) that manage electricity markets make real-time electricity price data public, while
Amazon, the leading cloud provider, releases historical spot price data for each of its nearly 7,500
cloud spot markets. Analyzing this data by combining sophisticated data science techniques, i.e.,
machine learning (ML), with domain-specific system knowledge can enable highly-detailed mod-
els capable of predicting future dynamics, which systems can leverage to improve their operation.
What are the security and privacy implications of massive data collection and analytics?
While access to massive stores of environmental sensor data can improve a system’s performance
and its response to uncontrollable dynamics, it raises many important concerns about security and
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privacy. For example, third-parties may be able to infer detailed information about user behav-
ior and location from seemingly innocuous sensor data, which they may use for malice or profit.
Understanding what types of side-channel information sensor data leaks is important in both in-
forming emerging policies and regulations for managing sensor data, and developing methods for
anonymizing sensor data to prevent such information leaks. However, methods for preventing such
information leaks must balance an inherent tension between maximizing a consumer’s security and
privacy, and maximizing a system’s efficiency, which may require some sensitive information.

2 Research Summary
The lab has made contributions to numerous areas in addressing the general research challenges
above. We summarize these contributions below.

Demand-side Energy Management. The electric grid was originally designed to be “load fol-
lowing” such that generators regulated their output to match an uncontrollable load. However, the
increasing penetration of intermittent renewable energy sources in the grid is complicating this
approach. To address the problem, demand-side management enables the grid to partially control
its demand, either directly—by controlling loads—or indirectly—through electricity price signals.

We have designed a variety of demand-side management techniques. An important aspect of
this work is enabling demand-side management, while minimally impacting users by not requir-
ing them to change their behavior. To this end, we have designed and analyzed algorithms for
performing energy arbitrage using home batteries, such as the Tesla Powerwall, in various con-
texts both with and without co-located renewable energy sources [28, 29, 30, 77]. In addition, we
have designed algorithms for determining the optimal type and location of energy storage in the
electric grid’s distribution topology [32]. Since batteries are expensive and inefficient, we have
also designed algorithms that instead transparently schedule background loads, e.g., heaters, re-
frigerators, and electric vehicles, to reduce peak demand and better align demand with renewable
generation [27, 46, 72]. To enable such scheduling, we have also designed protocols for pervasive
load monitoring and control via low-bandwidth powerline communication [19, 40]. A key insight
in designing the approaches above was that existing variable-rate electricity pricing models do not
properly incentivize either battery-based energy storage or background load scheduling at scale be-
cause they require shifting large amounts of load over long periods. Background loads do not have
the flexibility to shift load over long periods, e.g., from day to night, and shifting large amounts
of load requires large, expensive batteries. To address this, we have designed new electricity pric-
ing models that incentivize users to shift small amounts of load en masse over shorter periods
using background load scheduling and small batteries [16, 31]. Since heating and cooling repre-
sent a large fraction of energy usage, we have also designed algorithms for automatically setting
thermostat schedules based on repeating occupancy patterns derived by analyzing electricity con-
sumption [21, 22] and WiFi signals [71]. We have also looked at related problems in demand-side
energy management in microgrids [13, 14, 76].

Energy Informatics. Improving energy-efficiency via demand-side management requires detailed
real-time data on each building’s energy usage and activity. Unfortunately, deploying Internet-
connected sensors throughout all buildings is both expensive and logistically infeasible. As a
result, we developed a model-based non-intrusive approach that analyzes data from building smart
meters, which record building electricity usage at fine-grained intervals, to derive a variety of use-
ful insights. This approach was motivated by an extensive data collection project, where we deeply
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instrumented numerous homes with hundreds of sensors to monitor occupancy and energy usage
at multiple points over a sustained multi-year period [19, 45]. In analyzing this data, we observed a
common set of power usage patterns that mapped to the fundamental types of AC electrical loads,
including resistive, inductive, and non-linear loads. This insight led to a line of work on a simple,
but accurate, modeling methodology for electrical loads and building smart meter data [41, 43].
We then used these models to develop a variety of higher level applications [42]. For example,
we designed “virtual” power meters that analyzed smart meter data to track the energy usage of
specific appliances in real time based on their model [44]. We have publicly released much of
the data collected in this effort, and it has since been downloaded, used, and cited hundreds of
times by other researchers [45]. In addition, we have also leveraged features from these models
to automatically classify device types based on their energy usage patterns [38, 47]. As the num-
ber of plug load power meters increases, such automated classification is important in managing
the constantly changing meter-to-device meta-data in building management and home automation
systems. While the initial modeling approach above was manual, we subsequently developed an
automated approach to modeling [20] and leveraged the models to design a simulator that generates
device-accurate fine-grained synthetic traces of home energy usage [6]. We have also designed an-
alytics techniques for inferring occupancy patterns from smart meter data [11] and using machine
learning techniques to predict future solar output from weather forecasts [25, 48, 49, 55].

More recently, we have expanded the work above, which derives insights into building oper-
ations from building-scale data, to also derive insights into grid operations from city-scale data.
This work leverages data from 18,000 homes in a local town to design new analytics that derive in-
sights into city-scale grid operations [73] and energy usage [23]. For example, with colleagues, we
designed a data-driven approach to automatically identify highly energy-inefficient homes and in-
fer the root cause for their inefficiency [24]. We have also developed a number of energy analytics
techniques focused on solar energy. For example, we developed an approach for solar disaggrega-
tion that extracts solar generation data from a building’s smart meter data, which combines both
consumption and generation data [4]. Solar disaggregation is highly useful to grid operators, as
it allows them to monitor distributed solar generation without deploying additional metering in-
frastructure to isolate solar power. This work led to the design of “black box” solar performance
models, which require only a small amount of data to calibrate a model that accurately infers a
site’s solar output based on its location, time, physical characteristics, and weather [3]. A key in-
sight of this work was that, after normalizing for a site’s location, time, and physical characteristics,
the effect of weather on solar output is universal and does not need to be “learned” independently
for each deployment. As part of this work, we derived a new physical model that describes the
effect of cloud cover on solar output, and showed that using it is more accurate than both existing
physical models, which were developed multiple decades ago, and contemporary machine learning
(ML) approaches, which have been custom trained on data from each site [9]. We also showed how
to augment our new physical model with ML to learn the effect of only those characteristics unique
to each site, which are primarily non-weather-based shading from surrounding trees and buildings.

Energy Data Privacy. While the analytics above provide insights into user energy usage and have
the potential to identify energy-inefficiencies, they also represent a significant privacy threat. For
example, the techniques above can infer occupancy from a building’s energy; occupancy is highly
sensitive information that third-parties could use for malice or profit. There are now a variety of
energy informatics companies that contract with utilities to analyze their users’ energy data. Un-

4



Sustainable Computing Lab Research Overview

fortunately, since this is an emerging area, there are no standard policies for handling energy data.
To fill this gap, the Department of Energy recently released a Voluntary Code of Conduct speci-
fying best practices for handling user energy data. In particular, the policy states that utilities can
provide energy data to third-party analytics companies as long as it is “anonymized” by stripping
it of associated account information, e.g., a name and address [2]. However, in recent work, we
showed it is possible to extract the location of “anonymous” solar energy data by analyzing the
data itself to identify a solar signature, which embeds detailed location information [8]. We then
process publicly-available satellite imagery to identify homes within a small region with visible
solar panels, and apply additional filters to localize the specific home. We recently expanded this
initial approach to localize any type of energy data, e.g., consumption, solar, wind, etc., based on its
weather signature, which improves localization accuracy [5]. When combined with solar disaggre-
gation above, anonymous energy localization enables third-parties to extract private information,
such as occupancy, from anonymous energy data and correlate it with a specific location/person.
To address this problem, we have proposed multiple approaches to prevent such analytics and pre-
serve the privacy of energy data. For example, we developed a privacy-preserving architecture
that leverages cryptographic protocols to enable utilities to compute functions over energy data,
e.g., a monthly electric bill, that are provably correct, without requiring access to fine-grained
data [33, 34]. We have also proposed consumer-side techniques that control large flexible loads,
such as water heaters, to mask information in energy data [7, 10].

Software-defined Solar. A key motivation for demand-side energy management is to support in-
creased solar penetration, which is intermittent and assumed to be uncontrollable. However, while
solar’s maximum output varies uncontrollably, its actual power output can be precisely and instan-
taneously controlled between zero and its maximum by altering its operating voltage. This insight
led to recent work on protocols for regulating solar power in software-defined solar-powered (SDS)
systems. These protocols are inspired by data transmission protocols, such as TCP, which regulate
the flow of data into the Internet. Similarly, SDS systems adaptively control the “flow” of solar
power to maintain a balanced supply and demand without imposing artificial caps on connected
solar capacity, as is common today. Just as in the Internet, the rate at which SDS systems inject
energy is dynamically regulated to maximize the grid’s available solar capacity (i.e., maximize
goodput), maintain grid stability (i.e., prevent congestion collapse), and fairly share the capacity
among connected users. SDS systems essentially apply demand-side management to solar. As
part of this work, we have defined basic fair-share mechanisms for controlling solar output [1],
akin to proportional-share in networking, used these mechanisms to define distributed rate control
protocols that limit aggregate solar output while enforcing fairness across users [26, 36, 37], and
developed a working prototype of a programmable software-defined solar module [35].

Energy-agile Computing. Most prior energy-related research in data centers focuses on optimiz-
ing energy-efficiency, i.e., the amount of computation performed per joule. In contrast, our work
has primarily focused on designing computer systems and applications to better handle uncon-
trollable dynamics from renewable energy sources or demand response programs. In this case,
energy-efficiency is not the right metric, as consuming energy inefficiently at the “right” times,
i.e., when electricity prices are low or renewable energy is available, may be cheaper and cleaner
than consuming it efficiently at the “wrong” times. Thus, to properly evaluate these systems, we
proposed a new metric, called energy-agility [69, 70]. While energy-efficiency is a measure of
computation done per joule of energy consumed by a platform, energy-agility is a measure of
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work done per joule of energy available to a platform, which may vary dynamically over time.
We have developed multiple energy-agile applications, including a distributed in-memory caching
system [52, 53, 54], a distributed file system [50, 51, 17], a distributed sorting application [70], and
a parallel graph-based applications [74]. In addition, to support this work in the future, along with
our collaborators, we have built a solar-powered micro datacenter adjacent to the Massachusetts
Green High Performance Computing Center (MGHPCC) in Holyoke, MA. This micro data center,
called MassNZ,1 runs primarily off co-located solar panels and a 24kWh battery array. As part of
this effort, we are gathering, analyzing, and planning to release operational data from the MassNZ
data center and the MGHPCC to provide insights into future research in the design of energy-agile
data centers [15].

Transient Servers. Distributed applications often implicitly assume that data center and cloud
servers are available unless they fail. However, many emerging scenarios are altering this as-
sumption by exposing transient availability, such that servers are available only temporarily for an
uncertain amount of time [63]. Such transient servers are often cheaper and more energy-efficient
than stable servers with continuous availability. For example, EC2 offers transient servers in a spot
market such that users place a bid for servers. If a user’s bid price exceeds the servers’ current spot
price, EC2 allocates the VMs to the user, who pays the spot price for them. However, if the spot
price ever rises above the bid price, EC2 revokes the servers after a brief warning. Due to this risk of
revocation, EC2 spot servers typically cost 50-90% less than on-demand servers, which EC2 tries
not to revoke. To exploit advanced warnings, we designed a system that defines a bounded-time
virtual machine (VM) migration mechanism, which uses the brief advance warning of revocation
to provide high availability cheaply and efficiently at large scales by enabling a backup server to
maintain “live” memory snapshots for many transient VMs [62]. We then leveraged this mecha-
nism to design SpotCheck, a system that creates “derivative” cloud servers with high availability
using cheap, but unreliable, spot servers [60, 61]. We have also designed batch computing sys-
tems that automatically tune migration and fault-tolerance mechanisms, such as replication and
checkpointing, based on price characteristics to optimize the use of spot servers [12, 67]. We have
recently adapted this work and integrated some of the policies into modern container managers,
such as Kubernetes [39] and Mesos [59], to support a broad range of distributed applications in data
centers.. This work also includes the first work on developing system support for transience in dis-
tributed “big data” frameworks [56], specifically Spark, which cache intermediate data in volatile
memory. These frameworks are particularly sensitive to transience, since server revocations require
recomputing their intermediate state. In addition, we have explored different approaches to offer-
ing transient servers in data centers by proposing transient guarantees, which provide probabilistic
assurances on revocation characteristics, and comparing them with cloud spot markets [66, 68].

Risk-aware Cloud Computing. The work on transience above focuses on a single type of “risk”
present in cloud platforms, namely the risk of revocation. Since Amazon’s EC2 cloud platform,
which is by far the largest and most diverse, offers transient servers in a spot market for a variable
price, where revocations are determined, in part, by user bids and price changes, many of the tech-
niques developed above adapt and extend techniques from economics and finance [18]. In general,
these techniques quantify the value of risk and then perform a cost-benefit analysis when selecting

1See http://www.mghpcc.org/new-englands-first-experimental-solar-powered-dat
a-center/
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the optimal cloud server(s) for an application. We subsequently identified many other risks ex-
posed by cloud platforms that impose significant costs on applications, many of which are implicit
and not well known. This led to a new line of work on elevating risk management to a first-class
design principle for cloud applications and systems. As one example, price risk is the risk that a
cloud server’s price will increase relative to others. In Amazon’s cloud platform, price risk is gen-
erally much higher than revocation risk, as the lowest cost server changes every few minutes on
average, while the average mean time to revocation is on the order of days. Thus, in recent work,
we showed that dynamically migrating to the lowest cost server can transparently lower cost and
reduce revocation risk compared to the fault-tolerance-based approaches above [65]. We publicly
released our prototype, which consists of a self-migrating cloud resource container that monitors
server prices and automatically migrates to the lowest cost server based on its resource utiliza-
tion. We subsequently showed that, for dynamically migrating applications, selecting regions and
availability zones in Amazon using cloud indices, which aggregate prices across multiple servers
similar to stock indices, reduces cost [64]. As part of this work, we have also developed methods
for probing cloud markets and analyzing public spot market data to reveal the relationship between
server availability and prices [75]. We have also shown that sufficiently flexible applications can
easily game Amazon’s spot market using simple bidding policies, and that sophisticated bidding
policies—the focus of much research—provide few advantages over simple ones [57, 58]. This
may be one reason Amazon recently changed its spot pricing algorithm in November 2017. Fi-
nally, we showed how to leverage Modern Portfolio Theory from finance to diversify across spot
servers by constructing a spot server “portfolio” that satisfies an application’s risk tolerance [59].
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Platforms. IEEE Internet Computing, 21(3):88–92, May/June 2017.

[59] P. Sharma, D. Irwin, and P. Shenoy. Portfolio-driven Resource Management for Transient
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on Future Energy Systems (e-Energy), pages 1–11, Hong Kong, May 2017. Acceptance Ratio:
18/72 = 25%.

[72] Ye Xu, D. Irwin, and P. Shenoy. Incentivizing Advanced Load Scheduling in Smart Homes.
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