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Abstract—Variations in the RF chain of radio transmitters
caused by imperfections of manufacturing processes can be used
as a signature to uniquely associate wireless devices with a
given transmission. In our previous work [1], [2] we proposed a
model based approach that allows for identification of wireless
users with verifiable accuracy via time domain analysis of
the signals received from the masquerading users. Here, more
sophisticated criminals that, when masquerading, intentionally
introduce nonlinear distortions to the data symbols in order to
fake their signatures while allowing for proper data decoding
are considered for the first time. The method proposed in this
work is based on spectral analysis and on the observation that
nonlinear components cause baseband distortion and spectral
regrowth of the signal that is dependent on the parameters of
the nonlinearity. Hence, by analysis of the in-band distortion and
the spectral regrowth, the masquerading users can be successfully
identified even when they are nonlinearly modifying their data
symbols. Using parameters obtained from the measurements of
commercially used RF transmitters, we demonstrate the utility
of our approach.

Index Terms—radiometric identification, likelihood ratio test,
privacy, process variations

I. INTRODUCTION

Exploitation of the physical layer for purposes of user
identification in wireless systems has recently been considered
as an alternative to utilization of information available at
higher layers of the protocol stack. Exploitation of imper-
fections of hardware caused by inaccuracies of production
processes is especially attractive for identification purposes,
because it makes identification independent from the location
of wireless users, as opposed to the methods based on the
channel properties [3], [4] that require a strong assumption
on users’ stationarity. Physical layer fingerprinting techniques
that exploit hardware imperfections can generally be split
into two groups: transient signal techniques [5], [6], [7] and
steady state signal techniques [1], [2], [8], [9]. Transient
based techniques require extremely high sample rates and
accurate estimation of the start and end times of the transients,
which very often makes them impractical. Recently techniques
for user identification based on analysis of slight variations
of steady state modulated signals have been proposed [1],
[2], [8]. In [8] machine learning techniques were used on
collected modulation data to train classifiers that are then able
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to distinguish wireless cards. In [1], [2] we introduced a model
based approach that provides very good identification perfor-
mance and allows for verifiable accuracy of the identification
decisions.

All of the identification techniques based on steady state
signal analysis exploit the fact that nonideal transmitters cause
signal distortions that, while being slight enough for the trans-
mitters to meet requirements of the communication standards,
are significant enough to make the distortions observable and
able to be tied with an individual transmitter. However a
sophisticated user aware of the methods used for identification
could inject slight distortions to the digital data signal that,
while allowing for reliable data transmission, would change
the character of the distortion observable at the receiver. Hence
the sophisticated user could fake his signature and significantly
degrade performance of the steady state signal based methods.

In [1], [2] we introduced a signal processing framework
for the identification of users from nonidealities in their RF
transmit chain. Here, we consider the much harder problem
motivated above- identification when a sophisticated user
intentionally distorts his/her data signals to avoid such RF
fingerprinting. The method proposed here is based on the
observation that the nonlinearity of the RF power amplifiers
(PAs), which are the last elements of the transmitter chain
and cannot be influenced by software modifications, cause
slight spectral regrowth of the signal that is dependent on
the parameters of the nonlinearity. Hence, with oversampling
at the receiver and analysis of the in-band distortion of the
spectrum as well as the spectral regrowth of the captured
signals, the masquerading users can be identified even if they
fake their signatures by injecting artificial distortions to the
data signals.

The identification method proposed in this work exploits the
fact that PAs, which seek to have linear characteristics, are of-
ten quite nonlinear even with significant compensation. What
is important for the identification is that the nonlinearities
can vary significantly across individual units. It is important
to stress here that this work only exploits the differences
in the nonlinear character of the amplifiers. Differences of
values of the linear gain that could be caused by varying
distance between transmitter and receiver or fading effects of
the channel, are ignored. Thus, it is assumed that the linear
gain is known at the receiver and all captured signals are
normalized to the same gain value G = 1.



Two users connected to a wireless Access Point are not modifying their data symbols
and are employing their true identities
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Fig. 1. The two-system identification scenario: two authorized users employ
their true identities (upper part); one of the users decides to fake his/her
identity, modify the data symbols and commit a crime (lower part).
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The remainder of the paper is organized as follows. Section
IT presents the formal problem statement. Section III intro-
duces the proposed identification method. Numerical results
that verify utility of the proposed method are presented in
Section IV. Finally, Section V concludes the paper.

II. PROBLEM STATEMENT

Similarly as in [1] and [2], a two-user identification scenario
is considered, in which two eligible users are connecting
to an access point (generalization to the case of m users
is straightforward using n-hypothesis testing techniques). At
some point in time one of the users decides to fake his/her
identity and commit a crime. The identification problem is
to tie the transmission captured from the masquerading user
to the transmissions captured and saved when the users were
employing their true identities. In [1] and [2] we assumed that
the symbols decoded at the receiver are identical with the data
symbols generated at the transmitter. In this work we address
a scenario when the decoded data symbols can differ from the
data symbols generated at the transmitter, because of slight
distortions that the transmitter could have injected in order
to fake his signature that still allow for correct decoding. We
want to make the identification decisions independent from
the values of the data symbols, and be able to make them
based only on the received signals oversampled at the receiver
with a low oversampling rate. Figure 1 presents the considered
scenario.

Our method is based on an assumption that when the users
employ their true identities, they do not distort the data signals,
and that they can be observed for a long enough time to
obtain relatively accurate estimates of their true signatures.
The identification decisions then need to be made based on
possibly short transmissions captured from the masquerading
transmitters that might or might have not injected distortions
to their data symbols.

III. PROPOSED METHOD

According to Parseval’s theorem, the power of a wide sense
stationary random process X (¢) can be expressed as:
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where X (f) is the Fourier Transform of a single realization
z(t) of the process. Therefore

S(f) =

is equivalent to the power spectral density (psd) of the process
X (t). For a digital communication signal modulated with a
potentially distorted symbol stream (ax) and shaped with an
analog pulse p(t), z(t) and X(f) are:
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where T is the symbol period and a},s are data symbols
modeled as i.i.d. complex random variables, whose distribution
depends on the digital modulation scheme.

On the transmitter side x(t) is amplified and sent through
the channel. The psd of the random process Y(t) received by
the receiver can then be expressed as:
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where o2 is the variance of the noise of the AWGN channel
and Y(f) is a spectrum of the signal x(¢) amplified with a
nonlinear amplifier, the characteristic of which can be modeled
with an an odd-order polynomial with coefficients h; [10]:
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Because of the linearity of expectation and the Fourier
Transform, Sy (f) can be expressed as:
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For commonly used digital modulation schemes, aj.s can
be assumed to be uncorrelated, zero-mean random variables.
This allows for a significant simplification of (6), because
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groups of indices that take the same values have size that is
an even number. Therefore, for a known pulse-shaping filter,
the psd (6) can be simplified and expressed as a function
of even order central moments of the (potentially distorted)
random sequence (ay,), and coefficients of the nonlinearity of
the amplifier. For a 5*" order odd polynomial representation of
PAs I/O characteristic (P = 3 in (6)), which according to [10]
allows for a good accuracy of modeling practical RF amplifiers
that does not meaningfully increase with the increase of the
polynomial order, (6) can be reduced to:
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where CM K's are K*" central moments of aj and R;(f)’s
only depend on the pulse p(t) used for pulse-shaping and can
be easily found as sums of products of Fourier Transforms of
products of time shifted pulses p(t). Although N — oo in
(6), in practice these sums are finite, because practical pulses
have finite lengths and their shifted versions overlap only up
to a given finite relative time shift. Eq. (7) shows how the psd
changes with the change of the moments of the data symbols
that can be caused by distortions intentionally injected by the
sophisticated user.

Eq. (4) is a well known formula for a periodogram spectral
estimator [11]. Because such an estimator relies on random
data of limited length, at each frequency the estimate of the
psd is a random variable itself. Although the mean value of the
estimate goes to the true value as N — oo, the variance is un-
affected by the length of the captured time sequence [11]. The
variance of the estimate can only be reduced by averaging the
periodograms calculated over multiple data sequences. Values
of the periodogram at each frequency asymptotically behave
like independently distributed Chi-square (for non averaged
periodogram) or Gamma (for averaged periodogram) random
variables with mean value equal to the true value of the psd
[12]. Hence a likelihood ratio test can be performed to reveal
the identity of the masquerading user. Two hypotheses of the
test are: Hp-masquerading user is user 1, Hs-masquerading
user is user 2, and the likelihood ratio test is:
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Because the hypotheses are equally probable, for uniform costs
a threshold that minimizes the risk of the test is 7 = 1. For a
more general case of the averaged periodogram the likelihood

functions are:
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where Nppr is length of FFT used to calculate the discrete
version of Y'(f) in (4),  is a shape parameter of the Gamma
distribution that is equal to number of averaged periodograms,
and ©;(fx) is a scale parameter of the Gamma distribution at
frequency fj that under hypothesis i is equal to:

Oi(fr) = ni(fx) /K

where 1;( fx) is the true value of the psd at frequency fi. With
(9) the likelihood ratio test from (8) can be rewritten as:
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In practice true psd values p;(fx) from (10) are not available

and accurate estimates of the psd’s fi;(fi) obtained when

users are employing their true identities are used to calculate

estimates of the scale parameters ©;(f,).

This basic test provides good performance only if the true
value of the psd of the masquerading user is the same as when
the user employs his/her true identity. If the masquerading user
modifies moments of his/her data symbols, the performance of
the likelihood test from (11) degrades significantly. However
with the model from (7) it is possible to take into account
changes of the psd caused by moments’ modifications and
accordingly correct the true psd vectors used in the likelihood
ratio test. For that a knowledge of the moments of the data
symbols of the masquerading user and the authorized users
is needed. Since for authorized users unmodified decoded
input data symbols are easily accessible, these moments can
be accurately estimated. However for the masquerading user
the decoded symbols are not necessarily identical to the data
symbols generated at the transmitter and one cannot estimate
the moments of the data symbols based on the decoded data.
Therefore for the purpose of identification of the masquerading
user, instead of decoding the received data, the receiver should
apply functions that are the inverse of the nonlinear I/O
characteristic of the amplifiers that under each hypothesis can
be accurately estimated from the I/O data collected when
the users are not faking their identities. Moments of the
data obtained after applying these inverse functions can then
be used for correction of [i;(fx) and used to calculate the
corrected parameters ©F (f;,) needed for the likelihood ratio
test:
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where fi;(fx) is psd estimated accurately for user ¢ when
he/she was employing his/her true identity, Sy is the model



from (7), oM K and oM ;K are, respectively, K'" central
moments of the data symbols accurately estimated for the
authorized user 7 and K'" central moments of data symbols
of the masquerading user obtained after applying functions
inverse to the estimated nonlinearity of the amplifier under
hypothesis #;. The ili)]‘ are estimated j*" coefficients of the
odd 5" order polynomial approximation of the I/O character-
istic of amplifier of user %.

IV. NUMERICAL RESULTS

To be able to verify the utility of the proposed method,
insight on the variations of the I/O characteristics of amplifiers
used in practical applications is needed. I/O characteristics
of two MAXIM MAX2242 WLAN amplifiers [13] loaded
on MAX2242EVKIT evaluation boards were measured on a
12.5GHz, 50GSa/s real time oscilloscope at the frequency
f = 2.45GHz. Very accurate odd 13" order polynomial
models were used to approximate these characteristics. These
polynomials were then used for generation of the amplified
data in MATLAB. The input data symbols were assumed to
be real numbers (one-dimensional digital modulation), which,
motivated by the transmitted signal in orthogonal frequency
division multiplexing (OFDM) systems, were modeled as real-
izations of zero-mean normal random variables with standard
deviation ox. The value of ox was chosen such that 90%
of the symbols where within the range specified as linear
for the considered amplifiers [13]. All symbols that exceeded
the linear range were clipped to the value of the border of
that range. 500 input vectors containing 100000 data symbols
were generated and filtered with a raise cosine pulse-shaping
filter with roll-off factor 5 = 0.5, length L = 7 - T, and
sampling frequency fr = Ti Two sets of 500 amplified data
vectors were generated for the two MAXIM amplifiers using
the accurate odd 13" order polynomial approximations of the
measured I/O characteristics. Gaussian noise was added to the
pulse-shaped, amplified data vectors. Based on the 500 data
vectors and respective noisy amplified data vectors normalized
to the gain G = 1, coefficients of odd polynomials of 5" order
were obtained to model nonlinearity characteristics of both
amplifiers. The averaged periodograms (averaged over 500
sequences) were obtained for pulse-shaped, amplified, noisy
and normalized outputs oversampled with ratio M = 8 and
used as estimates of true psd values /i;(f) needed to calculate
parameters éz(fk) for (11). An FFT length of Nppr = 32768
was chosen to obtain Y( fx) used to calculate the periodograms
(4). Estimates of the moments of the data symbols C'M; K,
K =24,6,8,10 from (12) were obtained based on the 500
input data vectors.

Next, 5 input vectors of size 100000 were generated, pulse-
shaped and amplified with the amplifier of the masquerading
user. Noise was added to the amplified signals. The peri-
odogram averaged over the 5 pulse-shaped, amplified, noisy
signals oversampled with ratio M = 8 and normalized to gain
G = 1 was calculated, and used as an input vector Sy (fx)
for the likelihood ratio test (11). Because spectral regrowth
of the psd caused by the nonlinearities of the amplifiers is
very small, for the considered raise cosine pulse-shaping filter
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——User 1 distorts data symbols- proposed method employed

0 |——User 1 does not distort data symbols
T T

Probability of error

SNR [dB]

Fig. 2. Probability of error as a function of SNR (calculated over 3000 trials)
of identification decision based on the likelihood ratio test from (11) for a pair
of MAXIM MAX?2242 amplifiers; 5 vectors of size 100000 captured from the
masquerading user.

with a roll-off factor 5 = 0.5 only frequencies lower than
1.6 - % were used to calculate the likelihood functions (9).
Regrowth caused by the nonlinearities was negligibly small at
higher frequencies. Figure 2 shows good performance of the
likelihood ratio test from (11) when user 1 was masquerading,
but not modifying his data symbols. However if the mas-
querading user modifies the moments of his/her input symbols,
the performance of the likelihood ratio test can decrease
significantly. Figure 2 shows degradation of the performance
of the test when the masquerading user 1 modifies moments of
his/her input data symbols by applying the nonlinear function
of user 2 (normalized to a gain equal to 1) in order to fake
his/her signature.

As a countermeasure for this undesired activity of the
sophisticated user, the approach from Section III was followed
at the receiver. R;(f) functions (I = 1,...,19) from (7) were
calculated for the raise cosine pulse-shaping filter with the
roll-off factor 5 = 0/.5. Estimates of moments of the modified
data symbols (C/]\\LK, K = 2,4,6,8,10 from (12)) were
estimated under both hypotheses by applying inverses to the
estimated odd 5" order polynomials modeling normalized 1/0
characteristics of the amplifiers. Corrected parameters @ZC( fr)
were calculated with (12) and used for the likelihood ratio
test. Figure 2 shows the effectiveness of the approach. As
can be seen, corrections of the estimated true value vectors
i (fr) allowed for efficient identification of the sophisticated
user 1 that was trying to fake his/her signature by nonlinearly
modifying the data symbols.

V. CONCLUSIONS

In this work, for the first time, we consider the problem of
identification of sophisticated users that actively fake their RF
signatures with artificial injection of slight distortion to the
data symbols. While this is unlikely for a standard criminal
employing a wireless card, its possibility motivates the con-
sideration of techniques to address such. Our identification



method does not require strict assumptions on the distribution
of the data symbols. It is only assumed that elements of
the data symbol stream are uncorrelated and have zero mean
values. As shown with simulations based on parameters of
commercially used PAs, application of the proposed method
allows for the prevention of the performance degradation
caused by modification of the data by the sophisticated users,
as results are similar to those when criminals are not so-
phisticated enough to modify the data symbols. Because of
the high data rates of modern communications networks, the
relatively long data records that need to be captured to perform
identification do not require long observation times of the
masquerading users.
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