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Abstract—The popularity of mobile devices and location-based
services (LBS) has raised significant concerns regarding the
location privacy of their users. A popular approach to protect
location privacy is anonymizing the users of LBS systems. In
this paper, we introduce an information-theoretic notion for
location privacy, which we call perfect location privacy. We then
demonstrate how anonymization should be used by LBS systems
to achieve the defined perfect location privacy.

We study perfect location privacy under two models for user
movements. First, we assume that a user’s current location is
independent from her past locations. Using this i.i.d. model,
we sl;ow that if the pseudonym of the user is changed before
O(nr-1) observations are made by the adversary for that user,
then the user has perfect location privacy. Here, n is the number
of the users in the network and r is the number of all possible
locations. Next, we model users’ movements using Markov chains
to better model real-world movement patterns. We show that
perfect location privacy is achiev%ble for a user if the user’s

pseudonym is changed before O (n1ET-" ) observations are collected
by the adversary for that user, where |E| is the number of edges
in the user’s Markov chain model.

Index Terms—Location Privacy, Mobile Networks, Information
Theoretic Privacy, Anonymization, Location Privacy Protecting
Mechanism (LPPM), Markov Chains.

I. INTRODUCTION

OBILE devices offer a wide range of services by col-
lecting and processing the geographic locations of their
users. Such services, broadly known as location-based services
(LBS), include navigation, ride-sharing, dining recommenda-
tion, and auto-collision warning applications. While such LBS
applications offer a wide range of popular and important
services to their users, they impose significant privacy threats
because of their unrestricted access to the location information
of these wireless devices over time. Privacy attacks can also
be launched by other types of adversaries including third-
party applications, nearby mobile users, and cellular service
providers.
To protect the location privacy of LBS users, various
mechanisms have been designed [3]-[5], which are known

Z. Montazeri is with the Department of Electrical and Computer Engi-
neering, University of Massachusetts, Amherst, MA, 01003 USA e-mail:
(seyedehzarin @umass.edu).

A. Houmansadr is with the College of Information and Computer
Sciences, University of Massachusetts, Amherst, MA, 01003 USA e-
mail:(amir@cs.umass.edu)

H. Pishro-Nik is with the Department of Electrical and Computer En-
gineering, University of Massachusetts, Amherst, MA, 01003 USA e-
mail:(pishro@engin.umass.edu)

This work was supported by National Science Foundation under grants CCF
0844725, CCF 1421957, and CNS 1525642. Parts of this work was presented
in Annual Conference on Information Science and Systems (CISS 2016) [1],
and in International Symposium on Information Theory and Its Applications
(ISITA 2016) [2].

as Location-Privacy Protection Mechanisms (LPPM). These
mechanisms work by perturbing the privacy-sensitive infor-
mation collected by wireless devices, such as users’ identifiers
or location coordinates, before revealing such information to
an LBS application. LPPMs are mainly classified into two
types; those that perturb users’ identity information are known
as identity perturbation mechanisms, and those that perturb
the location information of the users are known as location
perturbation mechanisms. Such LPPMs improve privacy usu-
ally at the cost of degrading the utility of the underlying
LBS applications, e.g., perturbing the location information sent
to a restaurant recommendation LBS improves privacy while
degrading the accuracy of the recommendations. Therefore,
LPPM mechanisms need to be designed to make the right
tradeoff between privacy and utility.

In this paper, we develop an information-theoretic frame-
work to assess location privacy for anonymization-based
LPPMs. We formulate a user’s location privacy based on
the mutual information between the adversary’s anonymized
observations and the user’s actual location information. We
define the notion of perfect location privacy and show that it
is possible to design anonymization-based LPPMs that achieve
the defined perfect location privacy. We start our analysis
for a simple scenario where users’ mobility is governed by
ii.d. models, i.e., each user’s current location is independent
of her past locations. We show that if the pseudonym of
the user is changed before O(n%) observations are made
by the adversary for that user, then the user has perfect
location privacy. Here, n is the number of the users in the
network and r is the number of all possible locations. We
then extend the mobility model to the more realistic setting
where user movements follow Markov chains. We assume
the strongest model for the adversary by assuming that the
adversary has complete statistical knowledge of the users’
movements, i.e., she knows each user’s Markov model. We
show that perfect location privacy is achievablze for a user if the
user’s pseudonym is changed before O(n'El-r) observations
are collected by the adversary for that user, where |E| is the
number of edges in the user’s Markov chain model. Our work
in this paper significantly extends our previous study [1], [2]
by offering new results, analysis, and proofs.

Note that our work derives at the theoretical bounds of
location privacy for anonymization-based LPPMs under, e.g.,
when the number of users goes to infinity. Applying our
results to practical settings need be done considering the
specific threat models, e.g., the number of mobile entities,
the capabilities of the adversary (the number and location
of observation points, prior knowledge about mobile entities,
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etc.), the extent of possible geographic locations, etc.

II. RELATED WORK

Location privacy has been an active field of research over
the past decade [3], [6]-[14]. Studies in this field can be
classified into two main classes: 1) Designing effective LPPMs
for specific LBS systems and platforms, 2) Deriving theoretical
models for location privacy, e.g., deriving metrics to quantify
the location privacy.

The designed LPPMs can be classified into two classes: 1)
Location perturbation LPPMs, 2) Identity perturbation LPPMs.
Location perturbation LPPMs aim at obfuscating the location
information of the users over time and geographical domain
with methods such as cloaking, [6], [9], and adding dummy
locations, [10], [11]. On the other hand, identity perturbation
LPPMs try to obfuscate the user’s identity while using an LBS.
Some common approaches to perturb the identity of the user
is to either exchange users’ identifiers, [15], or assign random
pseudonyms to them, known as anonymization technique, [16],
[17]. The former method usually uses some pre-defined re-
gions, called mixed-zones, to exchange users’ identifiers within
those regions. As users cross such regions, they exchange
their identifiers with other users in the same region using an
encryption protocol to confuse the adversary, [18], [19].

Previous studies have shown that using anonymization alone
is not enough to protect users’ location privacy in real-world
scenarios where users go to unique locations. Particularly,
Zang et al. demonstrate that an adversary has a significant
advantage in identifying users who visit unique locations
[20]. Also, Golle and Partridge show that the possibility of
user identification based on anonymized location traces is
significantly increased when the individual’s home and work
locations are known [21]. Please note that this does not contra-
dict the analysis and findings of our paper as we use a different
setting. First, our analysis seeks to find the theoretical limits
of privacy for situations where the number of users (N) goes
to infinity, which is not the case in previous studies like [20],
[21]. Increasing the number of user reduces an adversary’s
confidence in distinguishing different users. Second, in our
analysis we assume “continuous” density functions for the
movements of the users across different locations (e.g., the
fp(p) function in Section IV-A). Therefore, user distributions
do not contain Dirac delta functions representing their unique
locations. Note that this is not an unrealistic assumption;
in real-world scenarios with users having unique locations,
we assume that the location information is pre-processed to
satisfy this continuity requirement. Such pre-processing can
be performed in two ways; first, by reducing the granularity
of locations, e.g., in our analysis we divide a region of interest
into a number of girds (i.e., into r coarse-grained locations).
Second, an obfuscation mechanism can be applied to location
traces to ensure they satisfy the continuity requirement. Further
discussion on implementing such pre-processing is out of the
scope of our work and we leave it to future work.

A related, but in parallel, approach to our study is differen-
tial privacy-based mechanisms. Differential privacy is mainly
studied in the context of databases containing sensitive infor-
mation, where the goal of differential privacy is to respond

queries on the aggregation of the information in the database
without revealing sensitive information about the individual
entries in the database. Differential privacy has been exten-
sively studied in the context of location privacy, i.e., to prevent
data leakage from location information databases [7], [22]-
[26]. The goal here is to insure that the presence of no single
user could noticeably change the outcome of the aggregated
location information. For instance, Ho et al. [27] proposed a
differentially private location pattern mining algorithm using
quadtree spatial decomposition. Some location perturbation
LPPMs are based on ideas from differential privacy [23], [28]—
[31]. For instance, Dewri [32] suggest to design obfuscation
LPPMs by applying differential perturbations. Alternatively,
Andres et al. hide the exact location of each user in a region by
adding Laplacian distributed noise to achieve a desired level of
geo-indistinguishability [31]. Note that our approach is entirely
in parallel with this line of work. Our paper tries to achieve
the theoretical limits on location privacy—independent of
the LPPM mechanisms being used—while differential privacy
based studies on location privacy try to design specific LPPM
mechanisms under very specific application scenarios.

Several works aim at quantifying the location privacy of
mobile users. A common approach is called K-anonymity, [4],
[16]. In K-anonymity, each user’s identity is kept indistinguish-
able within a group of k — 1 other users. On the other hand,
Shokri et al. [12], [13] define the expected estimation error of
the adversary as a metric to evaluate LPPMs. Ma et al. [33] use
the uncertainty of the users’ location information to quantify
the location privacy of the user in vehicular networks. Li et
al. [34] define metrics to show the tradeoff between the privacy
and utility of LPPMs.

Wang et al. tried to protect the privacy of the users for
context sensing on smartphones, using Markov decision pro-
cess (MDP) [35]. The adversary’s approach and user’s privacy
preserving mechanism is changing during time. The goal is to
obtain the optimal policy of the users.

Previously, the mutual information has been used as a
privacy metric in different topics, [36]-[41]. However, in this
paper we use the mutual information specifically for location
privacy. For this reason, a new setting for this privacy problem
will be provided and discussed. Specifically, we provide an
information theoretic definition for location privacy using the
mutual information. We show that wireless devices can achieve
provable perfect location privacy by using the anonymization
method in the suggested way.

In [42], the author studies asymptotically optimal matching
of sequences to source distributions. However, there are two
key differences between [42] and this paper. First, [42] looks
only at the optimal matching tests, but does not consider
any privacy metric (i.e., perfect privacy) as considered in this
paper. The major part of our work is to show that the mutual
information converges to zero so we can conclude there is no
privacy leak (hence perfect privacy). Also, the setting of [42]
is different as it assumes a fixed distribution on sources (i.e.,
classical inference) as we assume the existence of a general
(but possibly unknown) prior distributions for the sources (i.e.
a Bayesian setting).
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III. FRAMEWORK
A. Defining Perfect Location Privacy

In the proposed framework, we consider a region in which a
large number of wireless devices are using an LBS. To support
their location privacy, the anonymization technique is being
used by the LBS. An outsider adversary A is interested in
identifying users based on their locations and movements. We
consider this adversary to be the strongest adversary that has
complete statistical knowledge of the users’ movements based
on the previous observations or other resources. The adversary
has a model that describes users’ movements as a random
process on the corresponding geographic area.

Let X, (¢) be the location of user u at time ¢, and n be the
number of users in our network. The location data of users
can be represented in the form of the following stochastic
processes:

) X@Q X6 Xim)  Xy(m+1)
() %2 X06) Xo(m)  Xp(m+1)
(1) X)) Xs03) Xs(m)  Xs(m+ 1)
Xa(1) XD Xa(3) Xu(m)  Xo(m+ 1)

The adversary’s observations are anonymized versions of the
X, (t)’s produced by the anonymization technique. She is
interested in knowing X, (¢) for u = 1,2,...,n based on her
m anonymized observations for each of the n users, where m
is a function of n, e.g., m = m(n). Thus, at time m, the data
shown in the box has been produced:

Xi () Xi1(2) Xi1(3) Xi(m) | Xi(m+1)
() X2 X0) Xa(m) | Xa(m+ 1)
() X2 X0) Xs(m) | Xs(m+ 1)
Xo(1) Xp(D)  Xa(3) X(m) | Xn(m+ 1)

The goal of this paper is to find the function m = m(n) in a
way that perfect privacy is guaranteed. Let Y™ be a collection
of anonymized observations available to the adversary. That
is, YU is the anonymized version of the data in the box. We
define perfect location privacy as follows:

Definition 1. User u has perfect location privacy at time ¢, if
and only if
lim 7 (X, (1):Y"™) =0,

where 1(X;Y) shows the mutual information between X and
Y.

The above definition implies that over time, the adversary’s
anonymized observations do not give any information about
the user’s location. The assumption of large n, (n — o), is
valid for almost all applications that we consider since the
numbers of users for such applications are usually very large.

3

A

Fig. 1: An area is divided into five regions that users can
occupy.

In order to achieve perfect location privacy, we only con-
sider anonymization techniques to confuse the adversary. In
particular, the anonymization can be modeled as follows:

We perform a random permutation 17, chosen uniformly
at random among all n! possible permutations on the set of n
users, and then assign the pseudonym IT" (x) to user u

H(”) : {1,2,"'511}'—) {1’2’...”1}'

Throughout the paper, we may use IT(x) instead of IT" (u)
for simplicity of the notation.

Foru =1,2,---,n, let Xftm) be a vector which shows the
u' user’s locations at times t = 1,2, ..., m:

XU = (X, (1), X4 (2), -+, Xu(m)T

Using the permutation function TT"", the adversary observes a
permutation of users’ location vectors, Xg,m)’s. In other words,
the adversary observes

Y™ = Perm (X{™), X{™, .- XM I™) (1)
= (xm xm o xm)
‘(XH*WU’XH*‘@)’ ’XH*’(m)
= (YY)

(m) _ y(m) (m) _ x(m)
Y, = Xn-l(u)’ YH(u) =X,

where Perm(.) shows the applied permutation function. Then,

YO = XU = (X (1. X (2) - X (m)
B. Example

Here we provide a simple example to further elaborate the
problem setting. Assume that we have only three users, n = 3,
and five locations, » = 5, that users can occupy (Figure 1).
Also, let’s assume that the adversary can collect m(n) = 4
observations per user. Each user creates a path as below:

user path
user 1 | 1 2534
user2 | 2—>1—>53->5
user 3 | 4—55—-51-53
1 2 4 1 2 4
@ _ |2 @ _ |1 @_5 yo_|2 15
X1_3’X2_3’X3 I’X 3 3 1
4 5 3 4 5 3
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To anonymize the users, we will assign a pseudonym to
each. The pseudonyms are determined by the function defined
by a random permutation on the user set:

o® :{1,2,3} — {1,2,3}

For this example, suppose that the permutation function is
given by II(1) = 3, TI(2) = 1, and II(3) = 2. The choice
of the permutation is the only piece of information that is
not available to the adversary. So here, the adversary observes
anonymized users and their paths:

pseudonym observation
2 4 1
user 1 251->53->5 15 2
user 2 4—-5—->1-3 YW =
3 1-2-3-4 313
user s 3 4

and she wants to find which user (with the pseudonym user
3) actually made 1 - 2 — 3 — 4, and so on for the
other users. Based on the number of observations that the
adversary collects for each user, m = m(n) = 4, and also
the statistical knowledge of the users’ movements, she aims at
breaking the anonymization function and de-anonymizing the
users. The accuracy of this method depends on the number
of observations that the adversary collects, and thus our main
goal in this paper is to find the function m(n) in a way that the
adversary is unsuccessful and the users have perfect location
privacy.

IV. 1.1.D. MODEL
A. Perfect Location Privacy for a Simple Two-State Model

To get a better insight about the location privacy problem,
here we consider a simple scenario where there are only two
states to which users can go, states 0 and 1. At any time
k € {0,1,2,---}, user u has probability p, € (0,1) to be at
state 1, independent from her previous locations and other
users’ locations. Therefore,

Xu (k) ~ Bem(pu)~

To keep things general, we assume that p,’s are drawn
independently from some continuous density function, fp(p),
on the (0, 1) interval. Specifically, there are 6, > d; > 0 such
that!

61 < frp(p) <62 pe(0,1)
fr(p) =0 p¢ 1)

The values of p,’s are known to the adversary. Thus, the
adversary can use this knowledge to potentially identify the
users. Note that our results do not depend on the choice of
fp(p) and we do not assume that we know the underlying
distribution fp(p). All we assume here is the existence of such
distribution. The following theorem gives a general condition
to guarantee perfect location privacy:

IThe condition 6; < fp(p) < & for all p € (0,1) is not actually
necessary for the results and can be relaxed in several ways. For example,
the range of P could be any sub-intervals of (0, 1). In fact, as long as the
condition &; < fp(p) < O3 is valid on an open interval around pj, the
statement of Theorem 1 remains valid.

Theorem 1. For two locations with the above assumptions on
fp(p), and anonymized observation vector of the adversary,
Y™ if all the following holds

1) m = cn®>2, for some positive constants ¢ and a < 1;

2) pre(0,1);

3) (p2.p3,---.pn) ~ [P;

4) P = (p1,p2, -+ ,pn) be known to the adversary;
then, we have

VkeN, lim I (Xi(k);Y"™) =0
n—oo
i.e., user 1 has perfect location privacy.

Note that although the theorem is stated for user 1, the
symmetry of the problem allows it to be restated for all users.
Also note that the theorem is proven for any 0 < @ < 1.
Therefore, roughly speaking, the theorem states that if the
adversary obtains less than O(n?) observations per user, then
all users have location privacy.

B. The Intuition Behind The Proof

Here we provide the intuition behind the proof, and the
rigorous proof for Theorem 1 is given in Appendix A. Let
us look from the adversary’s perspective. The adversary is
observing anonymized locations of the first user and she wants
to figure out the index of the user that she is observing, in other
words she wants to obtain X;(k) from Y. Note that the
adversary knows the values of py, ps, - - -, p,. To obtain X (k),
it suffices that the adversary obtains I1(1). This is because

(m) _ y(m)
X1 = YH(I)’ SO

X1 (k) = the kth element of X(lm)

= the kth element of YH’(’I)).

Since X, (k) is a Bernoulli random variable with parameter
Pu, to do so, the adversary can look at the averages

— YH(M)(I) + Yn(u)(Z) + ...+ Y]'[(u)(m)
Yiw = p” .

In fact, Y1i¢,)’s provide sufficient statistics for this problem.
Now, intuitively, the adversary is successful in recovering I1(1)
if two conditions hold:

D Yooy =p1.

2) For all u # 1, Yri(u) is not too close to pj.

Now, note that by the Central Limit Theorem (CLT)

?H(u) — Pu

Pull-pu)
m

- N(@O1).

That is, loosely speaking, we can write

E73 u(l - u)
Ynw — N (pu, Pul” “Pu) )
m
Consider an interval I € (0, 1) such that p; falls into that
interval and length of 7, / () 'is chosen to be

1

JA -
nl-n’

where 0 <7 < & (Remember @ was defined by the equation
m = cn*@ in the statement of Theorem 1) . Note that /)
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goes to zero as n becomes large. Also, note that for any u €
1,2,---,n, the probability that p, is in [ is larger than 6,1,
In other words, since there are n users, we can guarantee that
a large number of p,’s fall in I since we have

nl™ 5 oo,
On the other hand, note that

\/VElr(?H(u)) \/W
length (1) B 1

nl-n

@ _
=n2"1 -5 o,

Note that here, we will have a large number of normal
random variables Yy, whose expected values are in the
interval / (that has a vanishing length) with high probability
and their standard deviations are much larger than the interval
length (but equal to each other asymptotically, i.e. W).
Thus, distinguishing between them will become impossible
for the adversary. In other words, the probability that the
adversary will correctly identify I1(1) goes to zero as n goes
to infinity. That is, the adversary will most likely choose an
incorrect value j for I1(1). In this case, since the locations of
different users are independent, the adversary will not obtain
any useful information by looking at X;(k). Of course, the
above argument is only intuitive. The rigorous proof has to
make sure all the limiting conditions work out appropriately.
This has been accomplished in Appendix A.

Note that if we do not take to account the fact that that
pu’s are drawn independently from some continuous density
function, fp(p), on the (0,1) interval, then the Theorem 1 is
not necessarily valid. Here we provide an example. Consider
we have two states and assume that the adversary has m
observations of n user locations, and assume that the location
of user 1~ Bern(%), and the location of all other users 2, ...,n
are drawn from Bern(py), with pr = 41'1’ k e€[2---,n]. Now,
from Hoeffding’s inequality, for S = >/ , X"T(k),

1 1
Pr{|S; - El > §} < exp(—cim?),

where ¢ is some absolute positive constant. On the other hand,
for each of the other users

1 1
Pr{iSi = 712 2} < exp(—com?),

(o]

and, from the union bound,
1
Pr{dk : |Skx — pr| = §} < nexp(—C3m2)

where c3 is an absolute positive constant. Thus, unless n grows
as O(exp(m?)) (i.e. exponentially in m), we can perfectly de-
tect the location of user 1 by simply considering the sequence

with average closest to %

C. Extension to r-States Model

Here, we extend our results to a scenario in which we have
r locations, 0,1,---,r — 1, where r > 2 is a fixed integer (not
a function of n). At any time k € {0,1,2,---}, user u has
probability p, (i) € (0, 1) to be at location i, independent from

X2

0 ‘1 Xy

Fig. 2: Rp for case r = 3, (d = 2).

her previous locations and other users’ locations. At any given
time k, p, (i) shows the probability of user u being at location
i and vector p,, contains p,(i)’s for all the locations

pu(i) = P(X, (k) =),
Py = (Pu(0), pu (1), -+, pu(r = 1)).

We assume that p,(i)’s for i = 0,1,2,---,r — 2 are drawn
independently from some r—1 dimensional continuous density
function fp(p) on the (0, 1)"~!. In particular, define the range
of distribution as

Rp = {(x1, X2, x,_1) € (0, 1) 7"

xi >0, x1+x2+---+x,1 <1}

Then, we assume there exists positive constants 81,0, > 0
such that
01 < fr(pu) <62 P, € Rp

fe(pu) =0 p. ¢ Rp

For example, Figure 2 shows the range Rp for the case where
there are three locations, r = 3.

Theorem 2. For r locations with the above definition and the
adversary with an observation vector Y™, if all the following
holds

1) m= cn%"’, which ¢, @ > 0 and are constant
2) pp (0, 1)

3) (P2P3 - »Py) ~ fp, 0< 31 < fp <62

4) P=(p;,pPp---,P,) is known to the adversary

then, we have
VkeN, lim I (X;(k);Y"™) =0
i.e., user 1 has perfect location privacy.

Discussion: Before discussing the proof of Theorem 2, it is
worth noting that the number of locations r is assumed to be a
fixed number. In particular, it is not a function of ». Intuitively,
this implies that the number of users, n, is much larger that
the number of locations. Also, the value of « is a constant
as well. The statement of the Theorem is valid for any value
of a, but the strongest result is obtained when « is chosen to
be very small, and specifically much smaller than % Thus,
loosely speaking, the Theorem essentially states that if m is
significantly smaller than O (n%), then users have perfect
privacy.

Sketch of proof: Proof of the Theorem 2 is analogous to the
proof of Theorem 1. Here, we provide the general intuition.
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0 Xy

Fig. 3: p; = (p1(0), pi(1), -+, pi(r = 1)) is in set J* in Rp.

We do not provide the entire rigorous proof as it is for the
most part repetition of the arguments provided for Theorem 1
in Appendix A.

Let d be equal to r — 1. As you can see in Figure 3, for
three locations there exists a set J™ such that p; is in that
set and we have

Vol(J™) = 1")4.

We choose [ = —] - where 7 < 5. Thus, the average
an
number of users with p vector in J(n) is
1

nﬁznd”—)oo as n — oo,

(nt1)
so we can guarantee that a large number of users are in the set
J . This can be done exactly as in the proof of Theorem 1
using Chebyshev’s Inequality.

Here, the number of times a user is at each location follows
a multinomial distribution and in the long run, these numbers
have a jointly Gaussian distribution asymptotically as n goes
to infinity. The standard deviation of these variables are in the
form of % Moreover, the standard deviation over length
of this interval is also large

const. l_,
m const. nd "

1)

1
nd1

L1
= ~ =n2"7 > 00 as n— oo.

\m (na=e)3

Again, we have a large number of asymptotically jointly
normal random variables that have a much larger standard
deviation compared to the differences of their means. Thus,
distinguishing between them becomes impossible.

This suggests that it is impossible for the adversary to
correctly identify a user based on her observations even though
she knows P and Y, So, all the users have perfect location
privacy. The proof can be made rigorous exactly the same way
we did for the proof of Theorem 2, so we do not repeat the
details here.

V. MARKOV CHAIN MODEL

Assume there are r possible locations to which users can
go, where r is a fixed integer. We use a Markov chain with r
states to model movements of each user. We define E, the set
of edges in this Markov chain, such that (i, j) is in E if there
exists an edge from i to j with probability p(i, j) > 0.

We assume that this Markov chain gives the movement
pattern of each user and what differentiates between users
is their transition probabilities. That is, for fixed locations i

and j, two different users could have two different transition
probabilities. For simplicity, let’s assume that all users start
at location (state) 1, i.e., X,,(1) =1 for all u = 1,2,---. This
condition is not necessary and can be easily relaxed; however,
we assume it here for the clarity of exposition. We now state
and prove the theorem that gives the condition for perfect
location privacy for a user in the above setting.

Theorem 3. For an irreducible, aperiodic Markov chain with
2 _

r states and |E| edges, if m = cnE—"%, where ¢ > 0 and

«a > 0 are constants, then

lim I(X,(k); Y™) =0, VkeN, )
n—0o00

i.e., user 1 has perfect location privacy.

Proof. Let M, (i,j) be the number of observed transitions
from state i to state j for user u. We first show that
Mnw) (@, j)’s provide a sufficient statistic for the adversary
when the adversary’s goal is to obtain the permutation T,
To make this statement precise, let’s define M,(;") as the matrix
containing M, (i, j)’s for user u:

M,(1,1) M,(1,2) M, (L, r)
M(m) = Mu (29 1) Mu (2’ 2) Mu (2’ r)
M,(r,1) M, (r,2) M, (r,r)

Also, let M™) be the ordered collection of Mflm)’s. Specifi-
cally,
MO = (M M, M)

The adversary can obtain Perm(M", T1?"), a permuted ver-
sion of M. In particular, we can write

Perm (M), TI™) = Perm (M{", M{™, -, M{™: TT™))

_ (M(’")

(m) . (m)
n—l(l)’Mn M ) :

O

We now state a lemma that confirms Perm (M), TI™)) is a
sufficient statistic for the adversary, when the adversary’s goal
is to recover 1", Remember that Y™ is the collection of
anonymized observations of users’ locations available to the
adversary.

Lemma 1. Given Perm (M, [1"), the random matrix Y™
and the random permutation TI are conditionally indepen-
dent. That is

P(H(") =n | Y™ =y, Perm(M"™, T1™) = m) = (3
P(H(") = | Perm(M™), T1") = s)

Lemma 1 is proved in the Appendix B.

Next note that since the Markov chain is irreducible and
aperiodic, when we are determining p(i, j)’s, there are d
degrees of freedom, where d is equal to |E|—r. This is because
for each state i, we must have

S =1.
j=1
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Fig. 4: Three states Markov chain example

Thus, the Markov chain of the user u is completely determined
by d values of p(i, j)’s which we show as

P, = (Pu(l),l?u(z), t ’pu(d))

and P,’s are known to the adversary for all users. Note that
the choice of P, is not unique; nevertheless, as long as we fix
a specific P,, we can proceed with the proof. We define E; as
the set of d edges whose p(i, j)’s belong to P,,. Let R, C R be
the range of acceptable values for P,,. For example, in Figure
4 we have |E| = 6 and r = 3, so we have three independent
transition probabilities. If we choose p;, p», and p3 according
to the figure, we obtain the following region

Ry ={(p1.p2p3) €R?:
O<p;<lfori=1,273and p; +p, <1}.

The statistical properties of each user are completely known
to the adversary since she knows the Markov chain of each
user. The adversary wants to be able to distinguish between
users by having m observations per user and also knowing
P,’s for all users.

In this model, we assume that P, for each user u is
drawn independently from a d-dimensional continuous density
function, fp(p). As before, we assume there exist positive
constants d1, 5> > 0, such that

01 < fp(p) <62 PERp
fr(p)=0 PZRy

It is worth noting that, by the above setting, the event p(i, j) =
0 has zero probability of occurring, so all users will have
irreducible Markov chains if the initial graph is irreducible. If
there are additional users with different graph structures, we
can just ignore them as they do not impact our analysis.

We now claim that the adversary’s position in this problem
is mathematically equivalent to the i.i.d. model where the
number of locations r is equal to d + 1 where d = |E| —r.
Before providing the step by step argument, we note that main
idea behind the similarities between the above problem and
the i.i.d. case lie in the fact both cases have similar forms of
probabilities. In particular,

p
l_[p;"" for the i.i.d. case,

i=1
1_[ p?;i'f for the Markov chain.
(i,)eE

Fig. 5: If the total number of visits to State i is M; (u) = m;(u),
then the number of visits from state i to states jx (M, (i, jx))
follow a multinomial distribution with probabilities p,, (i, jr ).

(Here, p; shows the probability of being at state i and m; is the
number of visits to state i for the i.i.d. case, while p;; shows
the probability of going from state i to state j and m;; is the
number of transitions from state i to state j for the Markov
chain model.)

Let us now, discuss the equivalence in detail. First, note that
since the Markov chain is irreducible and aperiodic, it has a
unique stationary distribution which is equal to the limiting
distribution. Next, define Q, to be the vector consisting of
all the transition probabilities of user u. In particular, based
on the above argument, we can represent Q,, in the following
way:

Qu = [P,,P,B],

where B is a non-random d by |E| — d matrix. Now, note
that P,B is a non-random function of P,. In particular, if
M, (i, j) shows the observed number transitions from state i
to state j for user u, then we only need to know M, (i, j)
for the edges in E4, as the rest will be determined by the
linear transform defined by B. This implies that the decision
problem for the adversary is reduced to the decision problem
on transition probabilities in P, and the adversary only needs
to look at the M, (i, j)’s for the edges in E;. To finish the
proof, we now argue that this problem has the same structure
as the i.i.d. model where the number of locations r is equal
to d + 1 where d = |E| —r. To do so we follow the following
steps:

1) If the total number of observations per user is m = m(n),

then define M;(u) to be the total number of visits by user
u to state (location) i, for i = 0,1, ---, r — 1.
2) Since the Markov chain is irreducible and aperiodic, and
m(n) — oo, all A’fl"((n”)) converge to their stationary values.
3) Therefore, there exists positive constants that ¢z and ¢4
such that c3m(n) < M;(u) < cym(n) with arbitrarily high
probability. The specific values of ¢3 and ¢4 do not impact
the argument. In particular, let m; () be the observed
value of M;(u), so m;(u) = csm(n) for some positive cs,
where ¢3 < ¢5 < ¢4.

4) Now we note that conditioned on M;(u) = m;(u), the
number transitions from state i to states j for user u
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(M, (i, j)) follow a multinomial distribution with prob-
abilities p, (7, j). This is simply due to the Markov chain
property (Figure 5).

5) Now let’s choose one specific state i, by above the
M, (i, j)’s corresponding to this state for each user follow
multinomial distribution with probabilities p, (i, j). We
notice that this has the exact setting of the i.i.d. case. So
if there are d; edges connected to i which correspond to
the probabilities in P,, we can argue as in the i.i.d. case
(Theorem 2) that

Z—Qi

m(n)di =cn , where a; >0

is a sufficient condition for perfect privacy if the ad-
versary has access only to the information of edges
connected to node i (that also correspond to one of the
probabilities in P,,).

6) But so far we have considered only one node. The
adversary can look at M,, (i, j)’s forall i = 0,1, ---, r—1.
The same line of reasoning can be repeated to obtain that

m(n)d1+d2+"'+d 2-a

T =cn where a > 0

is a sufficient condition for perfect privacy. Now note that
di+dy+---+d, =d = |E| —r and this completes the
proof.

O

Discussion: One limitation of the above formulations is
that all users must have the same Markov chain graphs
with only different transition probabilities. In reality, there
might be users that have different Markov chain graphs. For
example, we might have users that never visit a specific region.
Nevertheless, we can address this issue in the following way.
If we are considering the location privacy of user 1, we only
consider users that have the same Markov chain graph (but
with different transition probabilities). The other users are
easily distinguishable from user 1 anyway. Now, n would be
the total number of this new set of users and again we can
apply Theorem 3. If n is not large enough in this case, then
we need to use location obfuscation techniques in addition to
anonymization to achieve perfect privacy.

VI. SIMULATION AND NUMERICAL EVALUATION

In this section, we provide two sets of computer simulations
and check their consistency with the theoretical results: First,
we generate locations of users based on a Markov chain model.
Next, we use real-world location traces of mobile users. In
both cases, we compute the error probability of the adversary
based on nearest-neighbor matching. We now provide the
details of each set of simulations.

A. Simulated Locations

Here, we provide some simulation results that verify the
result in Theorem 3. We consider a network with n users and
r locations. Possible path of each user can be modeled as a
Markov chain with r states and |E| number of edges. After
obtaining m observations per user, the adversary estimates

transition probabilities p,, (i, j) as % and by using nearest

Fig. 6: The Markov chain MC which models of users’ path.
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Fig. 7: P.(B) vs. B for Markov chain MC with n = 500.

neighbor decoding in R, she matches a user to the observed
paths.

We see that if the adversary’s number of observations, m,
is more than O(nﬁ), then the adversary’s error probability
(when adversary fails to map user with pseudonym Il(u) to
user u) goes to zero. On the other hand, if the number of
observations is much smaller, then the error probability goes to
one suggesting that users can achieve perfect location privacy.

2
In our simulations we consider r = 4 and m = BnlE-r,
We model each user’s path as a Markov chain MC shown in
. . . . . 2
Figure 6. Since in this model |E| = 11 we can write m = Sn7.

In order to have n unique users, we generate each user’s
transition probabilities P,, at random based on a uniform dis-
tribution on R, and we consider them known to the adversary.
For n = 500, simulation results in Figure 7 show that as 8
grows, the adversary’s error probability goes to zero, which
shows that the adversary maps users with less error probability.
On the other hand, as 5 becomes smaller, the error probability
approaches 1. This is consistent with our main result that
users have perfect privacy if the adversary obtains less than
O(nﬁ) observations per user.
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Fig. 8: P.(B) vs. B for 19 users using real-world traces.

B. Evaluation Using Real-World Mobility Locations
2

We used real-world location traces of mobile users® in
our evaluations. The location area that we considered is in
the latitude range of (39.1,40.1) and the longitude range of
(116.2,116.4), which gives us a 17km by 17km area that can
well represent a typical city area. We divided this area into
four regions with 6 edges connecting every two regions. We
used 70 percent of the reported locations as our learning set,
i.e., to obtain the users’ Markov chains. We used the rest of
the locations for the testing phase. We selected 19 users with
sufficient number of reported locations in each hour to test
our theorem. Our setting is comprised of n = 19 total users,
r = 4 locations, and each Markov Chain has E = 6 edges.
As we stated in Theorem 3, if the number of observations by
the adversary, m, is more than O(nﬁ), then she can de-
anonymize users with low error probability. Here we consider
m to be BniEl-r = B 19.

We simulated the adversary as follows: First, during the
learning phase, the adversary builds Markov chains for each
user using the learning data set. We simulate the detection
phase by picking m observed locations for each user and
constructing an estimated making Markov chain for each user.
The goal of our adversary is to find the user who is most
probable to create each trace. We therefore compare the ob-
served Markov models with the Markov models of all the users
obtained in the learning stage and pick a user whose Markov
model has minimum distance with the observed Markov chain
as the user who has created the trace. The distance between
two chains is computed as the Euclidean distance between
the vector representing their transition probabilities. Figure 8
shows the probability of error, i.e., incorrect matching by the
adversary, for various B (larger values of 8 indicate more
observations by the adversary). As the figure shows, increasing
B reduces the error probability of the adversary, which is
consistent with our main theorem. Even though our theorem
was proved for a large number of users, the figure shows that
its main finding holds even for our small-size setting.

2The traces are obtained from GeoLife GPS Trajectories. We use a GPS
trajectory dataset collected by the Microsoft Research Asia Geolife project on
182 users in a period of over three years (from April 2007 to August 2012).
The data set is available here: https://www.microsoft.com/en-us/download/
details.aspx?id=52367

VII. CONCLUSION

We presented an information theoretic definition for perfect
location privacy using the mutual information between the
users’ actual locations and the anonymized observations that
the adversary collects. First, we modeled users’ movements to
be independent from their previous locations. In this model,
we have n users and r locations. We prove that if the number
of anonymized observations that the adversary collects, m, is
less than O(n%) then users will have perfect location privacy.
So, if the anonymization method changes pseudonyms of users
before O(nﬁ) observations is made by the adversary for each
user, then the adversary cannot distinguish between users and
they can achieve perfect location privacy. Then, we modeled
users’ movements using Markov chains so that their current
locations affect their next moves. We proved that for such a
user, perfect location privacy is achievable if the pseudonym of
the user is changed before O(nF=") number of observations
is made by the adversary.

APPENDIX A
PROOF OF THEOREM 1 (PERFECT LOCATION PRIVACY FOR
TWwO-STATE MODEL)

Here, we provide a formal proof for Theorem 1. In the
proposed setting, we assume we have an infinite number of
potential users indexed by integers, and at any step we consider
a network consisting of n users, i.e., users 1,2,---,n. We
would like to show perfect location privacy when n goes to
infinity. Remember that X, () shows the location of user u at
time 7.

In a two-state model, let us assume we have state 0 and
state 1. There is a sequence pi, ps, p3,--- for the users. In
particular, for user u we have p, = P(X, (k) = 1) for times
k =1,2,---. Thus, the locations of each user u are determined
by a Bern(p,,) process.

When we set n € N as the number of users, we assume m
to be the number of adversary’s observations per user,

2-a

m=m(n) =cn where 0 < a < 1.

So, we have n — oo if and only if m — oo.
As defined previously, Xf,m ) contains m number of user u’s
locations and X is the collection of X,(Am)’s for all users,

Xu (1)
X, (2

X(m = _() X0 = (XU X, X
Xy (m)

The permutation function applied to anonymize users is
e (or simply II). For any set A C {1,2,---,n}, we define

IT(A) = {II(u) : u € A}.

The adversary who knows all the p,’s, observes n
anonymized users for m number of times each and collects
their locations in Y

(m) _ (m) 5y (m) ).
Y = Perm (X{"™, X{™), -+ X (™ T)
— (m) y7(m) (m)
= (Y, ¥, Ym)

1556-6013 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2017.2713341, IEEE

Transactions on Information Forensics and Security

where Y™ = Xg’f?w), 1(-1”(?‘) =X\,

Based on the assumptions of Theorem 1, if the following
holds

1) m=cn

2) pre(1)

3) (P2,p3s»pn) ~ [P, 0<01 < fp <62

4y P = (p1,p2, -+ ,pn) be known to the adversary,

then we want to show

VkeN, lim [ (X1 (k);¥Y™) =0

2-@ \which ¢ > 0,0 < @ < 1 and are constant

i.e., user 1 has perfect location privacy and the same applies
for all other users.

A. Proof procedure

Steps of the proof are as follows:
1) We show that there exists a sequence of sets J'" C
{1,2,---,n} with the following properties:
e legm
o If N = |J™)| then, N — o0 as n — oo
o Let {j,,}f:’:1 be any sequence such that j, € II(J™)
then

P(TI(1) = ju Y™, TI(T™)) -0
2) We show that
X, (Y™, 1) L Bern(py).
3) Using 2, we conclude
H (X1 ()Y, TI(J™)) > H (X, (k)
and in conclusion,

I (xl (k);Y(’”)) - 0.

B. Detail of the proof
We define Sf,m) foru=1,2,---,n to be the number of times
that user u was at state 1,
S = Xy (1) + X, (2) + -+ + Xy (m).

Based on the assumptions, we have S,(Am) ~ Binomial(m, p,,).
One benefit of S,(lm)’s is that they provide a sufficient statistic
for the adversary when the adversary’s goal is to obtain the
permutation I1". To make this statement precise, let’s define
S(m) ag the vector containing Sb(,m), foru=12---,n:

(m) _ (m) o(m) (m)
S = (57545
Note that foru =1,2,--- ,n
SO = X, (1) + X, (2) + -+ + X, (m)

= Y1 (D) + Yy (2) + -+ - + Yy (m).

Thus, the adversary can obtain Perm (S, 1), a permuted
version of S by adding the elements in each column of
Y™ In particular, we can write

Perm (S, 1™ = Perm (S;m), Sém), e, 8lm, 1'[("))
- (S(’") gm L gm) )

11y " @y >IN (n)
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We now state and prove a lemma that confirms
Perm (S, TI™)) is a sufficient statistic for the adversary
when the adversary’s goal is to recover 1", The usefulness
of this lemma will be clear since we can use the law of total
probability to break the adversary’s decision problem into two
steps of (1) obtaining the posterior probability distribution for
1" and (2) estimating the locations X,, (k) given the choice
of ™.

Lemma 2. Given Perm (S, I1"), the random matrix Y™
and the random permutation 1" are conditionally indepen-
dent. That is

P(n<"> o ‘ Y =y Perm (S, ™) = s) = @
P (H(") =r | Perm (S, 1) = s)
Proof. Remember

Y = Perm (Xim), Xém), c X0 H(”))

=(X(”’) L xm )

(m)
(1) XH - (n)

,1(2)7

Note that Y™ (and therefore y) is an m by n matrix, so we
can write

Y=Y sYa)s

where for u = 1,2,---, n, we have

yu(1)

Yu(2)
Yu = .
Yu (m)

Also, s is a 1 by n vector, so we can write

s = (51,52, ,8n) -
It suffices to show that
P (Y(m) =y ' 0™ =z, Perm(S"™, 1) = s) =
P (Y(’”) =y | Perm (S, 11") = s) (5)

More specifically, it suffices to show that the probability in
the righthand side expression does not depend on IT" = 7.
This is in fact a direct result of the fact that for a sequence
of Bernoulli random variables with length m, given the total
number of 1’s is equal to s, then all sequences with s number
of 1’s are equally likely. In particular, we can write

P (Y(m) =y ‘ ™ = 7, Perm (S, TI™) = s) =
m

DIYIV ) = 50, ueln)

P{i =z |
k=1

Yl(/lM)(k) ~ Bern(pn’](u))’ ue [I’l])
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where [n] = {1,2,---,n}. Thus, by the independence assump-
tion we can write

P (Y(’") =y | ™ = 7, Perm(S"™, 11™) = s) =
n

]_[P(YE,"”:yu | SIYE) = s
k=1

u=1

Y,(dm)(k) ~ Bern(p,,-l(u)))
_ 1—[ !
u=1 (Sm)
Since this probability does not depend on m, we conclude
that given Perm (S, I1"), the random matrix Y™ and the

random permutation I1" are conditionally independent.
O

Next, we need to turn our attention to defining the critical
set JU . First, remember that

2-a

m=cn where O<a< 1.

We choose real numbers 6 and ¢ such that 0 < § < ¢ < ﬁ,
and define
1 1

€
" m%+¢ ma2
We now define the set J for any positive integer n as
follows: Set J consists of the indices of users such that
the probability of them being at state 1 is within a range with
€n difference around py,

JMW ={ie(,2,...,n): pi —€m < pi <PL+€Em}.

Clearly for all n,1 € J™_ The following lemma confirms that
the number of elements in J goes to infinity as n — co.

Lemma 3. If N 2 |J| then N® — oo as n — oo. More
specifically, as n — oo,

A" >0: PN >c"nt) > 1 as

n — oo,

Proof. Remember that we assume p,’s are drawn indepen-
dently from some continuous density function, fp(p), on the
(0, 1) interval which satisfies

01 < fr(p) <62 pe(0,1)
fp(p) =0 p&(0,1)

So given p; € (0,1), for n large enough (so that €,, is small
enough), we have

P1t€m

P(pi—€n <pi <pi+ey)= / fp(p)dp,

P1=€m

so we can conclude that
26,01 < P(p1 — €m < pi < p1+€m) < 2€,0.
We can find a 6 such that 6; < 6 < §, and
P(p1 — €m <pi <p1+€m)=2€n0.

Then, we can say that N (n) o Binomial(n, 2¢€,,6), where
1 1

€Em = = .
Tt (en2a)(3+9)

11

The expected value of N is n2¢,,6, and by substituting €,
we get

n2é

//n( S+agp-2¢) )
(c/nz—a)<%+¢)

E[N™] = n2¢,,6 = =c

Let us set 1 = T +a¢—2¢. Since ¢ < 55— , we have 4 > 0.

22-a) °
Therefore, we can write
E[N™] = ¢"n",
Var(N") = n(2€,6)(1 = 2€,,6) — n (1 + o(1)).
Using Chebyshev’s inequality

" nt(1+ o(1)) N

PAN™ —E[N™] > Snty < 0
2 c"L_’znz/z

as n — oo,

C//
P(N™ > 7nﬂ) -1
[m}

The next step in the proof is to show that users that are
identified by the set J™ produce a very similar moving
process as user 1. To make this statement precise, we provide
the following definition. Define the set A" as the interval
in R consisting of real numbers which are within the mg,,
distance from mp; (the expected number of times that user 1
is at state 1 during the m number of observations),

A = {x € Rym(p; — Bm) < x <m(p1 + Bm)} .

Lemma 4. We have

Pl (s caom)) -

jeJn)

as n— oo

Proof. Let j € J™ and p; — €, < p; < pi + €n. Since
sim L Binomial(m, p;), by the Large Deviation Theory
(Sanov’s Theorem), we can write

P (S;m) > m(py +,3m)> < (m+ 1)2—mD(Bem(p1+ﬁm)||Bern(p_,»))

(6)
By using the fact that for all p € (0,1) 3

2

€
p(l —p)In2

3
(1 +0(€),

D (Bern(p + €)||Bern(p)) =
we can write
D (Bem(py + fm)lIBern(p;)) =

(P1 + Bm — Pj)?

Note that |p1 —p]-| < €m, so for large m we can write

+0 ((p1+ Bm = 1j)?).-

‘pl + Bm _pj‘ 2 Pm—€m =
SO we can write

D (Bern(pl + ﬁm)IIBern(pj)) =

31t is worth noting that in the standard large deviation literature, the case
where € > 0 is a constant independent of n is usually considered, nevertheless,
Equation 6 remains valid for all values of 8,,>0.
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1

_ )3
8p;(1—pj)m'=2¢In2 pi)7)

+O0((p1 + Bm

and for some constant ¢’ > 0
’

C
D (Bern(p1 + ,Bm)“Bem(pj)) > ml-20 =

mc’ ,
mD (Bern(p1 + ,8,,,)||Bern(pj)> > e m? =

P(S{™ > m(pi + Bn)) < m27""

So in conclusion

Pl 8™ > mpy+ ) | < 170 m2e ™
jeJm

—c'm?2° _ ' m20 1020
[T m27™" < pm27¢"" < m?27¢"mT S50 as m — oo,

Similarly we obtain

U Sj(.m) <m(p1—Bm)|—=0 as m— oo,
je ™

which completes the proof. This shows that for all users j for
which p; is within € range around py, i.e. it is in set J, the
average number of times that this user was at state 1 is within
mp,, from mp; with high probability. O

We are now in a position to show that distinguishing
between the users in J" is not possible for an outside
observer (i.e., the adversary) and this will pave the way in
showing perfect location privacy.

Lemma 5. Let {a }m 10 {bn }°° be such that a,,, b,, are in
set AU and also {in}_,, {]m}m | be such that iy, j,, are in
set JU . Then, we have

P(S™ = ay, Sj.j;‘) = bm)
P (S}Z” = by, Sj.::) = am)

-1

as m — oo,

Proof. Remember that
A™ = {x € Rm(p1 = Bm) < x < m(p1 + Bin))

where S,, = —— and Sj(.m) ~ Binomial(m, p;). Thus, Slgm) ~
m m

1-0

Binomial(m, p;,,) and SJ(.’") ~ Binomial(m, p;,,),

o (1= pi, )",

lm

P(S™ = am) = (’" )
m am

(m) _ _ m bm _ . \m=by,,
P(Sjm =bp) = (bm)l?,m (I-pj,)
In conclusion,

P(S™ =ay, S('Z’) = b )

Am = =
(m) _ (m) _
P(SiW,L = bm, ;" ‘“m)
Pi,. _ Pjm _
(= ydm bm(—’ )@m=bm
me plm
1A = (@ = b)) (22 + (- m>1n< —Lim
Jm plm

12

and since {i, jm} € J™ we have
2

—.
m2*?

Di —ij| < 2€m =

Also, since {a,,, by} € AT we can say that
lam = bm| < 2mpB,y,.

Since p;,, < pj,, +2€n and 1 -p; < (1-p;,. ) +2€, and

In(1 + €m) = €m + O(€2,)
we can write
InA,, < 2mBu€m +2mPBem + 2mBm0(e2,)

and since ¢ > 6,
1 1 1

=m =
mite 30 mo0

MmPBm€m

= InA, -0
=A, - 1.

Note that the convergence is uniform in the sense that we only
used the fact that a,,, b,, are in set A" and not the specific
choices of a,, and b,,. That is, following the above argument
allows us to choose for any n > 0, a value n, > 0, such that

P (™ = ay, S](.Z‘) = b)
P(S7 = b 7 = )

as long as the sequences {am}m 1 {bm}z=1
A, by are in set AU,

This shows that for two users i and j, if the probability of
them being at state 1 is in set J™, p;, p; € J™, and also
the observed number of times for these users to be at state 1
is in set A”™| then distinguishing between these two users is
impossible. O

-1 <n forall n> n,,

be such that

Lemma 6. For any j € I1(J"), we define W;") as follows
Wi = P (1I(1) = jIY"™, T(J™)) .
Then, for all j™ e IT(J™),
NOwm L,
J

More specifically, for all y,y, > 0, there exists n, such that
if n > n,:
Vi ey P(NOW™ - 1| > y1) <y
Proof. This is the result of Lemma 5. First, remember that
(n) _
>owr=
JEJ M)

and also note that

as n — oo,

™) =" = N — oo

Here, we show that for any {jn};’:’:1 e I(J™),
(n) .
Wi _ P =jID) »,
Wl(") P I1(1) = 1|D)
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where D = (YO, TI(J™)).
Let a;, for i € TI(J (")), be the permuted observed values of
S}m)’s. Then note that

PO =jiDy=" > > PE™ =a.
permutation i €ll(J)
such that TI(1)=j
Then, in

WY P = jID)
w(™ — P(II(1) = 1|D)

the numerator and denominator have the same terms. In
particular, for each term

P(S{™ = a;,) x P(S{"™ = bj,)
in W;"), there is a corresponding term

P(S{™ = b;,) x P(S{™ = a;,)
in Wl("). Since by Lemma 5

P(S{™ = a;,) x P(S{™ = b;,)

P(S{™ = bj,) x P(S{™ = a;,)

converges uniformly to 1, we conclude

(n)
an
Wi
We conclude that for any £ > 0, we can write (for large enough

n)

- 1.

w
1 _ < .ln
-0 <

1

<(1+9),

Z (1-w™ < Z W < Z a+ow™

Fellgm) FellJm) Fellgm)
and since Y ;ery(yom) W;") =1, [II(J™)| = N™, we have

(1=-ONDW™ <1< 1+ ONDw
Therefore
1
1+¢ 1-¢
and, we conclude that N(")Wf") — 1as n — co. We can

repeat the same argument for all users in set j € J) and we
can show for all £ >0

< N(")Wl(") <

< Nmwm < b
1+¢ i S1-¢

and N(")W;") —1asn— oo m]

)

Now to finish the proof of Theorem 1,
P (Xi(k) = 1[Y", TI(J™)) =

> P (Xt = Y, TI() = /1T ™)) x
JETI(J )

P(1I(1) = jIY"™, TI(J™))

13

— (n) a
= > Ly W™ = Za:
jenmy -
But, since Yj(m)(k) ~ Bern(p;.")) and p;") — p; for all
j € TI(J™), applying Chebyshev’s inequality (law of large
numbers) obtains:

1

N Z Ly om gy = P
JeT(Jm)

Thus, we can write for any n > 0

(n)y7(n)
Zn Z (I[Y}"”(m:l])(N w;")

JEMI )
1
NG Z (I[Y;m)(k):l]) (q) by (7)
JE(J )
P1
_> .
1-¢
We can also write

1
TN

N

<

() ()
Z By o) VWS
JEIJ ™)

1
Z (1[Y;m)(k)—l])(m) by (7)

N
JEI(J ™)
P1
i .
1+¢

n

>

Since ¢ > 0 can be chosen arbitrarily, we conclude Z,, — p;.
In conclusion X;(K)[Y™,TI(J™) % Bern(p;) which
means that

H (X1 (0)[Y"™, TI(J™)) - H(X, (k)
= H (X1 ()IY™) 2 H (X, (k)[Y"™, TI(J™)) - H(X;(k))

= I(X1(k):Y"™)) -0

APPENDIX B
PROOF OF LEMMA 1

Here, we provide a formal proof for Lemma 1 which we
restate as follows. In the Markov chain setting of section V,
we have the following: Given Perm(M", I1"), the random
matrix Y and the random permutation IT"" are condition-
ally independent. That is

P(H(") =n ’ Y =y, Perm(M"™, TI™) = m) = 8

P (H(") =r | Perm(M ™), TI") = m)
Proof. Remember
Y™ = Perm (Xim), X;m), c XU, H(”))

:(X(rm Xm . x(m) )

m-1(1y “1-12)° I-!(n)

Note that Y™ (and therefore y) is an m by n matrix, so we
can write

y=0uYe o aYa)s
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where for u = 1,2,---, n, we have

Yu(l)
Yu(2)
Y. = .

Yu (m)

Also, m is a collection of n matrices so we can write

m = (m17m27"' 7mn)'

For an r X r matrix m = [m(i, j)], let’s define D(m) as the
set of sequences (x1, X2, ,X,) € {1,2,---,r}™ that satisfy
the following properties:

1) xo=1;

2) The number of transitions from i to j in (xy, x2, -+, Xp)
is equal to m;; for all i and j. That is, the number of
indices k for which we have x; = i and xg+; = j is
equal to m(i, j).

We now show that the two sides of Equation 8 are equal.

The right hand side probability can be written as

P (H(") = | Perm(M™), T1"") = m) =

P (Perm(M(’"), ™) =m ‘ nm = n) P (H(") = n)

P(Perm(M(’"), M) = m)

P (Perm(M(”’), ) =m ' nm = ﬂ')

n!P(Perm(M(’"), ) = m)

P (Perm(M(’”), ) = m)

n!P(Perm(M(’"), ™) = m)

Now note that

n
u=1(x1,X%2,"",Xm )€

D(mn(u))
n
u=1 (

xl,XZv""xm)ED(mn(u)) i,j

n
=[ | 1P| [ put jymee @
u=1 i,j

= (]_[ |D<mk>|)

k=1 u=1 i,j
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Similarly, we obtain
P(Perm(M(’”), n"y = m) =
Z P (Perm(M(m),n') =m ‘ nm = ﬂ’) P (1‘[(") = n’)

all permutations 7/

1 n n

- n! Z ( |D(mk)|) l_[ npu(i,]’)mn'(m(w)
k=1 u=1 i,j

" all permutations 7’
[ 1 putjymeco@?
all permutations 71’ \u=1 i,j

1 n
= (ﬂ |D(mk)|>
" \k=1

Thus, we conclude that the right hand side of Equation 8 is
equal to

n

nZ:] [1:,; Pu (i,j)mn(m(i,j)
Zall permutations 7/ (HZ:I Hi,j Pu (i,j)mfr’m)(i»j))

Now let’s look at the left hand side of Equation 8. We can
write

P (H(") =7 | Y™ =y, Perm(M"™), T1V) = m) =
P(H(”) =7 ‘ yom =y).

This is because Perm(M, I1") is a function of Y. We
have

We have

P(Y(’”)zy | H(")zﬂ)z
n

[TP(%u D) = a0 (D, Xu @ = ¥ 2,

u=1

e Xu(m) = ym)(m))

n
=[] [put jymee.
u=1ij

Similarly, we obtain

P (Y™ =) = % 3 ﬁ [ putijymeren®

" all permutations #’ u=1 i,j

npu(i,j)m"(”)(i’j " Thus, we conclude that the left hand side of Equation 8 is

equal to

[, Ty Pty
2all permutations 7’ (HZ:I Hi,j pu(i, j)m"/(")(i’j)>

n
1_[ Pu (i, j)™e @) | which completes the proof.
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