Bayesian Time Series Matching and Privacy

Ke Li, Hossein Pishro-Nik, Dennis L. Goeckel
Electrical and Computer Engineering Department, University of Massachusetts, Amherst

Abstract—A user’s privacy can be compromised by matching
the statistical characteristics of an anonymized trace of interest
to prior behavior of the user. Here, we address this matching
problem from first principles in the Bayesian case, where user
parameters are drawn from a known distribution, to understand
the relationship between the length of the observed traces, the
characteristics of the distribution defining the differences between
user behavior, and user privacy. First, we establish optimal
tests (of two hypotheses and extended to multiple hypotheses
as well) for the cases with: 1) continuous alphabets, in particular
i.i.d. Gaussian observations with a different (unknown) mean for
each user, where the means are drawn from a general a priori
distribution; 2) binary alphabets where i.i.d. observations are
drawn from a Bernoulli distribution, with each user having an
(unknown) probability of being in the ¢“0” state drawn from some
certain a priori distribution. Next, for the case with Gaussian
observations, we provide general (non-asymptotic) bounds to the
performance of the tests and also employ these to show the scaling
behavior of privacy. Finally, we present simulation results to
demonstrate the accuracy of our analytical bounds.

I. INTRODUCTION

Privacy is a major concern in twenty-first century society.
The widespread use of electronic devices provides a trace of
user activity that can be matched to prior user behavior and
identify the user even when their identity has been anonymized
to protect their privacy [1]. Examples include RF fingerprinting
[2], intrusion detection [3], matching in online social networks
[4] or tracking users by matching the current movement trace
to prior traces [5]. In this paper, we consider the fundamental
limits of a Bayesian approach to this matching problem, which
has been considered extensively in the non-Bayesian case in
recent work of others [1,6] and indirectly in the asymptotic
case with application to location privacy by our group [7].

Consider a population of K users, each of whose traces
obeys an unknown probability distribution, where the proba-
bility distribution for a given user is itself drawn independently
via a known probability law from a collection of potential
probability distributions. For example, we might have char-
acterized the ensemble of statistical patterns of visitors to a
large city and have a probability for any given user to adopt
a given statistical behavior. We will assume that we observe
two traces from each user, one that we will term “training
data” and one that we will term the “observation sequence”,
although it will become clear that the problem is symmetric in
the two sets of sequences. From the collections of training data
traces and observation sequence traces, our goal is to match
each sequence in one collection with sequence in the other
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collection generated from the same (unknown) probability
distribution. In other words, we want to find the permutation
of the user identities between the two collections [6].

The work of [6] well motivates the problem but approaches
it from a different context. In particular, it focuses on discrete
alphabets, asymptotic optimality, and the non-Bayesian case.
Here, we take a Bayesian approach, as we have considered
previously in the asymptotic case in the context of location
privacy [7], but now our goals are to consider the general
matching problem and: (1) find optimal tests in the non-
asymptotic regime; and, (2) characterize the performance of
these tests in terms of the lengths of the sequences, underlying
probability law from which user characteristics are drawn, and
obfuscation (i.e., noise) on the sequences.

We first consider in detail the case of two users: UserA
and UserB for whom we have traces of their past behavior,
and our goal is to determine from two observed traces Tracel
and Trace2 whether the proper “matching” is Tracel with
UserA and Trace2 with UserB, or vice versa. Then we extend
this matching problem to the case with multiple users. After
precisely defining the system model and metrics in Section
II, we establish optimal tests for the matching problem on
a continuous alphabet, and on a binary alphabet in Section
III. In Section IV, we present error analysis for the Gaussian
case. Section V provides the numerical results, and Section VI
contains the conclusion.

II. SYSTEM MODEL AND METRICS
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Fig. 1: The matching problem: match each sequence in
XM x@. ... XM to that in [Z1);Z2®);. .. ; ZU)] which
obeys the same statistical model.

Consider the matching problem shown in Fig. 1. There
are K users in the system. We have observations of prior
user behavior, which we call the training sequences, Z =
zW,z®;... . z5) where 2 i = 1,2,--- K, is a
length-n i.i.d. sequence with each element drawn from proba-
bility density function f1, fo, ..., fk, respectively, in the case
of a continuous alphabet, and from probability distribution
function pq,po, ..., pk, respectively, for the discrete alphabet
case. We adopt a Bayesian framework, which means f;,7 =



1,2,...,K,and p;,i = 1,2, -- , K, while unknown, are each
drawn independently according to a known distribution from
the set F of density functions for the continuous alphabet
case, and from the set P of distribution functions for the
case of a discrete alphabet. In our paper, we consider the
case when NV = K, and the sequences in the two collections
have a one-to-one matching, reserving for future work the case
when N < K or when some of the observation sequences do
not have a match. After Z is generated, the user indices are
randomly permuted, with each of the K! possible permutations
equally likely. Then the sequences X = [X(V); X(2). ... . x(5)]
are observed, where X9 is a length-m i.i.d. sequence for
the i" user after the permutation. Our goal is to match the
observation sequences X to the training sequences Z given the
knowledge of the distribution on F (or P), but not knowledge
of f1, fa,..., fx (Or p1,p2,...,PK).

Our matching problem between the training sequences and
the observation sequences can be cast as a hypothesis testing
problem. For clarity of exposition, consider the 2-user prob-
lem, for which there are two hypotheses (the K-user problem
will be discussed later), and define:

o Hy: Z™) has the same distribution as X(l); Z?) has the

same distribution as X®

o Hi: ZM) has the same distribution as X(2); Z® has the

same distribution as X
The goal is to decide between Hy and H;. Our metric is the
probability of error, which because each of the permutations
is equally likely, is given by (for the 2-user case):

P. =1/2(P(e[Ho) + P(e|H1)) )

where P(e|H;) is the error probability when H; is true.

We hasten to note that, despite the equally likely assumption
on the permutations, the problem is Bayesian due to the knowl-
edge of the probability law by which the user distributions are
drawn from F (or P).

III. HYPOTHESIS TEST

A. Two-Hypothesis Test on a Continuous Alphabet

We consider the 2-user problem in the case of i.i.d. Gaussian
observations with a known variance ¢2 for each user and an
unknown mean p; for one user and ps for the second user
drawn from a known distribution.

Theorem 1. For the Gaussian scenario given above, with L
and po drawn from a general distribution, the optimal two-
hypothesis test between Hy and Hy is given by:
n n m m HO
ZM0 Nz xW S xP)yz0

S-S S Eo e
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Proof. The derivation is technical, starting with the Likely-
hood Ratio Test (LRT):

NZX) = ——F+- 3

(Z,X) P(Z,X: Hy) 3)

Due to space reason, it will be included in a supplemental
document. O

Note the simple and intuitive form of the optimal test: the
training sequence with the larger sum is matched with the
observation sequence with the larger sum.

B. Two-Hypothesis Test on a Binary Alphabet

Now consider the case when the observations are discrete
i.i.d. binary sequences. Each element of the sequences follows
a Bernoulli distribution. Let the probability of of Zi(l) =0 be
P, and the probability of Z,i(z) = 0 be P». The parameters P;
and P, are randomly drawn from a known distribution.
Theorem 2. For the binary scenario given above, with P; and
Py drawn from a uniform distribution over [0, 1], the optimal
two-hypothesis test between Hy and Hy is given by:

Ho
(t1 —t2)(s1 —s2) 2 1 “4)
Hy
where t1 and to denote the number of 0’s in XD and X3,
respectively, and s, and sy denote the number of 0’s in Z(%)
and Z?), respectively.

Proof. The proof employs the LRT and will be given in detail
in a supplemental document. O

We believe that the optimal detector in (4) is also valid when
P, and P, are drawn from more general distributions. To this
point, we have extended it to the case when the distribution
can be expressed as a polynomial with positive coefficients.

C. M-ary Hypothesis Test

We can extend the two-hypothesis test to an m-ary hypoth-
esis test with (2) or (4) by employing a (large) collection of
binary hypothesis tests and finding the hypothesis which is
pairwise optimal versus all others. Assume that we have a
K-to- K matching problem and hence K'! hypotheses. We can
proceed by the following steps:

o Step 1: Pair all hypotheses where one hypothesis can be
obtained from the other by permuting two entries in the
matching (see example below).

e Step 2: For each pair, drop their common matchings and
conduct the test in (2) or (4).

o Step 3: Drop all failed hypotheses and pick the one left
as the winner;

For a simple example in the binary scenario: consider a 3-
to-3 matching and assume that s; = 1,89 = 5,53 = 9,¢; =
2,t2 = 5,t3 = 8. We have six hypotheses in this case:

Hy : s1—t1, so—t2, s3—t3; Hy:s1—t1, so—t3, S3—12;

Hy : s1—ta, so—t1, s3—t3; Hg: s1—t2, So—t3, S3—11;

Hy : s1—t3, so—t1, s3—t2; Hs : s1—t3, sSa—L2, s3—11.
We should arrive at Hp as the correct hypothesis (but
we do not know this a priori, of course). We first
pair (Ho, H1), (Ho, Hz), (Ho,Hs), (Hi,Hs), (Hi,Hy),
(H2, Hs), (Ha, Hy), (Hs, H5) and (Hy4, Hs). Next, each pair
is tested with (4) after dropping their common matchings (e.g.,
Hj beats H; with ¢; matching s; dropped). We will then drop



H,, Hy, H3, Hy and Hj as they fail a pairwise test. Then,
only Hy is left as the final winner.

However, the optimal m-ary hypothesis test has a simpler
form that can be proven using the pairwise approach above.

Theorem 3. The optimal m-ary hypothesis test is given by:
First, order (either in descending or ascending order) the sums
of each observation sequence (i.e., ZX(i) ) and the sums of
each training sequence (i.e., y VAQ ) in the Gaussian scenario,
or the number of zeros of each observation sequence (i.e., t;)
and the number of zeros of each training sequence (i.e., s;)
in the binary scenario. Then, match the element in the ]’h
position in the first ordered sequence to the element in the j™
position in the second ordered sequence, j = 1,..., K.

Proof. We prove it in the Gaussian case; the binary case
follows similarly. Algorithm 1 demonstrates that any matching
that does not follow that in the Theorem statement results in
a hypothesis selection with lower a posterior probability.

Algorithm 1 Proof of Optimal Matching for K Users

Input: S, = [>.zW, o, 3025 and Sy =
> xM, ZX@) 7ZX(K)]
1: Rearrange Sz in ascendant order and Sx in random order
2: Denote hypothesis H as the matching of the ;" element
of S, with the j element of S5, j=1,..., K
S« SX
1 =1
for : < K do
if Sx,; # min S then
Switch the position of Sx; and min S in Sx
Denote hypothesis H; as the matching of the j®
element of S, with the j® element of Sz, j =1,..., K
9: Pairwise compare H; _; and H; by test (2) (H;_1
and H; share only two different matchings. But unlike H;,
H;_1 does not follow the rule that the training sequence
with the larger sum is matched to the observation sequence
with the larger sum. So, H; wins and H;_; is dropped.)
10: Remove min .S from S
11: 4+ +;

® DN AW

(a) Hypothesis Hp (b) Hypothesis H1 (c) Hypothesis H1 (d) Hypothesis Ho
Fig. 2: Example of Algorithm 1 with three users.

We further illustrate the algorithm with an example in Fig.2.
For three users, assume that > Z() < 3222 < 57z
and X1 < " X@ < S X®) Consider the optimality
of hypothesis Hy given in Fig. 2(a), and the operation of
Algorithm 1 to determine such. First, we switch the position
of S2X@ and 5" XM to arrive at the hypothesis matching in

Fig. 2(b). We know the matching in Fig. 2(b) beats that in Fig.
2(a) based on test (2). Next, we switch the position of Y X )
and 52 X@ to arrive at the matching in Fig. 2(d) which (2)
shows is a better matching than that in Fig. 2(c). O

IV. PERFORMANCE ANALYSIS

In this section, we provide a performance analysis of the
optimal tests in the case of Gaussian observations.

A. Error Probability for the Two-Hypothesis Case

1) Mean p; drawn from a zero-mean Gaussian distribution:
Assume that p1 and po are drawn from a known zero-mean
Gaussian distribution, i.e., 1 ~ N(0,02) and pg ~ NEO ,08),
where 03 is known Let Z = >, Z(1 - >, Z" and
X =3 1X - 1X %) We know that Z and X are
conditionally Gauss1an random variables given pj, pue. When
H, is true, Z ~ N(nA,,2n0?) and X ~ N(mA,,2mo?),
where A, = p1 — po and A, ~ N(0,203). We find the error
probability of the optimal test conditioned on pq and pe, and
we take its expectation. The probability of error is given by:

P.(A,) = P(X <0)P(Z > 0) + P(X > 0)P(Z < 0)
(e (Finm) ) G2 (V)

11 nA, 11 mA,,
" (2 —pt (m;z) ) (2 * z“f< i ) ) ©)

where erf(-) is the standard error function.
Taking the expectation yields:

o _ Ak
) [ erf (‘/?A“> erf (‘FA ) 8 dA,
E[P.(A)] == =2
[ ( ,u,)] 9 QUOﬁ
We consider a lower bound for P.. Using erf(z) < 1 —
w/k—mﬂ_l and 8 > 1 (which can

T

be picked to minimize the approximation error [8]), we write:

jerf(\/>A
I 9
P, > max{2 —

(&)

2
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2
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s
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(6)

If we use erf(x) > 1 — e_l'z, x > 0 in the expectation, we
will obtain an upper bound for P,:

1ean—1
1 — ;tan (
P, < Ztan~! ( g ) +
™ VMo nod
Vo 1

To get some insight into the scaling behavior of privacy with
regards to various parameter settings, consider the case when
m = n. In this case (or the case when m = n), we provide
an even tighter upper bound for P, than that in (7).

nag+02 )

2
ma‘o

N[ =

)



Fig. 3: Region S for the derivation of upper bounds on the er-
ror probability P, for the optimal detector with i.i.d. Gaussian
observations and zero-mean Gaussian means (when m ~ n).

Given y; and 2, we know that (X —mA,,) ~ N(0,2mo?)
and (Z—nA,) ~ N(0,2no?). Let S denote the shaded region
in Fig. 3. By the symmetry of the problem (and detector) in
the two hypotheses, the probability of error is given by

P.(A,) =1— P(Hy|Ho,A,) < — P(S|Hp, A, > 0)

Suppose m < n, and replace the smaller variance 2mo? with
the larger 2no?, i.e., assume that (X —mA,,) ~ N(0,2n0?).
Then, let Y = /(X — mA,)2 + (Z — nA,)?, and we know
that Y ~ Rayleigh(v/2no?). Since increasing the variance of
X and Z makes S less likely given Hy, i.e., P(S|Ho, A, >
0) > P(Y <mA,), the error probability is then bounded as:

mz 2
P.(A,) <1—-PY <mA,) = ot ,AL>0 0 (8)
Taking its expectation over g1 and pg yields:
1 _ m2A2,2L _ Aﬁé 1
E[P.(A,)] < e T A, =
VAamo? ogm?
09 2\ - +1
Generalizing to any m and n, we can bound P, as:
1
p. < )

9 o2 min(m,n)?
2
o2 max(m,n)

+1

If we set m = n in (6) and (9), we have P, bounded as:

1, o2 & — Ztan! ( B+ n(:jg)
—tan 5 | +
m moy /Bmgg +1
1
<P < - (10)
2/ %0 4+ 1

If m is large, #jg < 1. Also, expand tan~'(-). Then, we
see that a square root law emerges in both the lower and the
7)’10’0 ) the
square root of the ratio of the variance of the “noise” on the
observations to the product of the variance of the difference
in the means and the number of samples in the sequences.

2) Mean y; drawn from general distribution: Consider the
case that A, follows a distribution fa, (note that fa, is even).
The distribution fAi of Ai can then be obtained. We take the
expectation in (5) over fa, and write the lower bound of P:

e

upper bound: the error probability behaves as O(

BmA2

452“) (1 —ae

BnA2
10

p. > = ) fa, dA,

l\.’)\n—\
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Then, replacing fa, with fAz, we have:
1 « Bn
P.>-4+ oM M
3ty Ai( 402>+4

_JfM%(_Mm+m>
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where Maz (+) is the moment generating function of AZ.
Similarly, using (5) we can derive the upper bound for P,:

n 1 m
b (- 25) b (- 35)
4+ a3\ Tgpr) T T

1 m-+n
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When m is close to n, we use (8) with general m and n
and provide a tighter upper bound for P,:

Bsm
)
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PE S /e 4 max(m, n)az fA dA

MA2 ~_min(m,n)
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B. Error Probability for the M-ary Hypothesis Case

Now we consider the error probability of the m-ary hy-
pothesis test with Gaussian priors. Assume that there are
K observation sequences, and hence, C% pairwise tests. We
denote the event that the i" test is correct as A;. Then,
the probability of a correct decision is P(ﬂl 21A~) since we
need all tests to be correct. TheKerror probablhty P, for the
m-ary hypothesis test is P(US2 A;) < ZCE P(A;) based
on the umon bound. Then, taking the expectation we have
P, < Z E [P(A;)]. Using (7), we then write the upper
bound of P as:

1 101
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When m is close to n, using (9) we write:
K
&

9 o2 min(m,n)?
o2 max(m,n)
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V. NUMERICAL RESULTS

In this section, we present numerical results (with 106
iterations) for the error probability of the optimal tests with
Gaussian observations and means drawn from a Gaussian prior
for various users. Our goal is to: (1) consider the tightness of
the bounds derived in Section IV; (2) show how the length of
the sequences and other parameters impact the performance
of the tests.

Fig. 4 shows the case of two users when the length of the
training and the observation sequences are the same (i.e., n =
m) and when n = 2m. We compare the error probability P,
with the lower and upper bound, in (10) for m = n, and in (6)
and (7) for n = 2m, with various o and 0. Fig. 5 illustrates

)
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Fig. 4: Error probability with Gaussian observations and means drawn from a Gaussian prior for two users when the length of
the training and the observation sequences are the same (i.e., m = n) and when n = 2m for variance o2 of the observations
and variance 03 of the means of the observations. Parameter 3 = 1.5 for the lower bounds.

n=m (Five Users)

102 F Upper Bound (o:=2,0,=1) \\\\_
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Fig. 5: Error probability with Gaussian observations and means drawn from a Gaussian prior for five users when the length of
the training and the observation sequences are the same (i.e., m = n) and when n = 2m for variance o2 of the observations

and variance 03 of the means of the observations.

the case of five users. We compare P, with the upper bound in
(13) when m = n and in (14) when n = 2m. In both figures,
the bounds are accurate and capture the scaling behavior.

VI. CONCLUSION

Statistical matching of a trace of user behavior to prior
traces can compromise a user’s privacy. In this paper, we have
considered this matching problem to find optimal tests and
understand how privacy depends on the length of the observed
sequences and the parameter variation between various users.
For discrete alphabets, we have derived the optimal detector
when a user’s trace is an i.i.d. binary sequence, with the prob-
ability of “0” drawn from a distribution that can be expressed
as a polynomial with positive coefficients. For continuous
alphabets, we have derived the optimal detector and analyzed
its performance when a user’s trace is an i.i.d. Gaussian
sequence with a mean drawn from a general distribution. When
the mean is drawn from a Gaussian distribution with variance
o2, upper and lower bounds to the performance suggest how
user privacy scales with the length m of the observed traces,
variance o2 of the observations, and the parameter a%. We

notice a square root law: the upper and lower bound to the
error probability behave as O, / n;’zz ).
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