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Abstract—Variations in the RF chain of radio transmitters can
be used as a signature to uniquely associate wireless devices with
a given transmission. Previous approaches, which have varied
from transient analysis to machine learning, do not provide
verifiable accuracy, which is essential for admissibility of the
methods in the court. Here we detail a first step toward a model-
based approach, which uses statistical models of RF transmitter
components that are amenable for analysis. Algorithms based
on statistical signal processing methods are developed to exploit
non-linearities of wireless transmitters for the purpose of user
identification in wireless systems. The decision rules are derived
and their performance is analyzed. In order to establish the
viability of the proposed approach, the practical variations of
transmitter chain components are analyzed based on simulations,
measurements and manufacturers’ specifications. Results show
that the proposed identification methods can be effective, even for
short data records and relatively low signal-to-noise ratios, when
exploiting imperfections of commercially used RF transmitters.

Index Terms—Radiometric identification, Volterra series,
Brownian Bridge, Likelihood Ratio Test, breaking anonymity,
process variations.

I. INTRODUCTION

THE UBIQUITY of mobile computing has revolutionized
certain types of crime. Sexual exploitation of children

[1], software piracy [2], intellectual property and identity
theft [3], financial fraud [4] and many others are examples
of violations that have become easier and cheaper due to
the expansion of the Internet. Furthermore, the exploitation
of widespread, open wireless access points (APs) hosted
by private homes, businesses, and municipalities provides
offenders with significant anonymity, making it difficult to
identify them. Most of the current digital forensic techniques
focus on desktop systems on the wired Internet and exploit
artifacts like IP addresses and MAC addresses as consistent
tags uniquely characterizing the users for identification. How-
ever MAC addresses can be easily reconfigured by the users.
Also, the consistency of the IP addresses is questionable in
wireless access networks, as wireless offenders can simply
drive around, use different access points and commit the
crimes with different, temporarily assigned, IP addresses each
time [5], [6].
This work concentrates on breaking criminals’ anonymity

in wireless systems. The proposed digital forensics approach
exploits the standard assumption that a criminal at some
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point of time employs his/her true identity. An exemplary
scenario, where the proposed work might find its application,
is as follows: investigators searching a popular file sharing
network come across a user sharing contents associated with
child sexual exploitation. Determination of the street address
based on the IP address leads them to an apartment building
in a busy municipal area. After a voluntary interview the
investigators prove the innocence of the apartment’s occupant.
They monitor the area and discover that third-parties with a
series of MAC addresses regularly connect to the occupant’s
network; however, none of the MAC addresses matches the
recorded MAC address of the offender. Furthermore given the
density of the private apartments and businesses in the area,
these radios cannot be located with sufficient geographical
accuracy. At this point, the investigation would normally end
unsolved.

Using the techniques we propose, the investigators could
monitor the area and record characteristics (Radio Frequency
fingerprints) of wireless users. They then note that several
MAC addresses that connect to the occupant’s wireless router
all have consistent radio properties, suggesting they are aliases
of a single transmitter. During further observations inves-
tigators discover that a machine with matching transmitter
characteristics is using an open Internet AP at a cafe nearby
most mornings. Investigators sit in the cafe and measure
the characteristics of machines that are in use. A user with
matching transmitter characteristics appears to be a young man
living in an apartment across the street. The investigators state
a match of his transmitter’s characteristics with characteristics
of the transmitter that regularly connects to occupant’s net-
work, and present records from the file sharing network to
a magistrate. The magistrate issues a warrant. The contents
associated with child sexual exploitation are found on man’s
hard drive, and he is arrested.

There has been a number of Radio Frequency fingerprinting
efforts over the years. These can roughly be divided into two
main approaches. The first of the approaches exploits channel
information. In a rich multi-path environment, because of rapid
path decorrelation, users can be almost uniquely characterized
by their channel conditions. This property allows for grouping
transmissions from stationary users [7], [8], [9], [10]. Another
channel based fingerprinting technique uses the received signal
strength information (RSSI) to distinguish transmitters [11],
[12]. Both of these techniques make a strong assumption on
user’s stationarity, which makes them unapplicable in many
practical scenarios, like the one described as the exemplary
scenario in the previous paragraph.

The second main fingerprinting approach, which this work
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Fig. 1. Basic components of wireless transmitter, imperfections of which
can be exploited for user identification.

is following, exploits hardware imperfections of the RF de-
vices. At the physical layer, despite decades of significant
efforts by the microwave circuits community, there still exist
longstanding imperfections in the RF portion of the wireless
transmitter. Furthermore, since these cannot be altered by the
user without significant effort, they can be exploited to group
together signals from one radio. There has been a number of
efforts over the years to utilize the hardware imperfections
for the purpose of distinguishing the users. Much of the
work has focused on the detection and analysis of transients
(e.g. [13], [14], [15]). A transient is a brief radio emission
produced while the power of the output of an RF transmitter
goes from zero to the level required for data communication.
Transient durations range from a few microseconds to tens
of milliseconds. Their nature is such that they are difficult
to detect and to describe in a succinct way. In [16] slight
deviations of clock skews are proposed as unique parameters
characterizing physical devices of the Internet users. In [17]
authors build histograms of features like received power, or
frequency error for each packet from each network user. Then
they extract user fingerprints as parameters used to fit the
histograms to a Gaussian model and use these parameters
for user identification. Recently Brik et al [18] followed the
hardware fingerprinting approach and used machine learning
techniques on collected modulation data to train data-agnostic
classifiers that are then able to distinguish wireless cards, even
when produced by the same vendor.
Our broad approach to device modeling, algorithm design

and anonymity analysis is significantly different from prior
efforts. In particular, in contrast to the recent empirical clas-
sification results of [18] on commercial 802.11 cards, the
approach here is focused on a comprehensive understanding
and exploitation of the phenomena being exploited for node
identification. It is based on statistical models amenable for
analysis, allowing us to answer questions about key de-
vice characteristics that cause anonymity loss, about possible
countermeasures that can be applied by the nodes to regain
the anonymity, and about ways of thwarting such counter-
measures. Furthermore, and most importantly, the proposed
model based approach allows for verifiable accuracy, which is
essential for admissibility of the methods in court.
A simplified block diagram of a wireless transmitter is

shown in Figure 1. Each of the components of the trans-
mitter chain demonstrates imperfections caused by nonide-
alities of production processes. MOS transistors, which the
components’ circuits are made of, exhibit broad variations in
major device parameters (eg. channel length, channel doping
concentration, oxide thickness) among production lots. These
variations may occur for many reasons, such as minor changes
in the humidity or temperature in the clean-room, or due to the
position of the die relative to the center of the wafer. Changes

of the parameters influence transistors switching speed and
thereby components’ characteristics. Similarly, parameters of
passive electronic devices, rather than taking a constant
specified value, follow distributions caused by production
inaccuracies. Despite technological advancements, constant
market push for low-price, high-volume products results in
variations among individual devices caused by the production
imperfections. These variations, while being small enough for
the devices to meet specifications of communication standards,
are significant enough to allow for unique characterization of
these devices via RF fingerprints.
In this work we concentrate our attention on two compo-

nents of the transmitter’s chain from Figure 1: the digital-
to-analog converter (DAC) and the power amplifier (PA).
Nonidealities of the oscillators are ignored because the carrier
frequency offsets do not necessarily have to result from the
hardware imperfections, but can be introduced by masquerad-
ing nodes via software manipulations.

II. PROBLEM STATEMENT

Consider the block diagram shown in Figure 1. A digital
(discrete-time, discrete-amplitude) baseband signal u[n] that
carries the information bits is generated by a digital signal
processor (DSP) and converted to an analog signal u(t) by a
digital-to-analog converter. Then it is translated to the desired
carrier frequency by the mixer and amplified by the power
amplifier. In an ideal system, the transmitted signal would be
given by:

x(t) = Au(t) cos(2πfct + Θ) (1)

where A is the gain of the power amplifier, u(t) is the
ideal analog form of u[n] (i.e. the sinc(·)-interpolated version
of u[n]), fc is the desired carrier frequency, and Θ is the
(constant) phase of the oscillator. However the digital-to-
analog converters suffer from the finite precision of the digital
input and more importantly, particularly for forensics work,
demonstrate nonlinearities, which can vary significantly across
individual units. Similarly, PAs, which seek to have linear
characteristics such that the response to input u(t) is Au(t),
are often quite nonlinear even with significant compensation.
As in case of the DACs, the nonlinearity variations of PAs can
be significant across the devices. Because of these variations,
each user in a multiple user network can be characterized with
a group of parameters that uniquely describe input/output (I/O)
characteristics of its transmitter components. These parameters
can then be used by access points for the purpose of user
identification.
The goal of this work is to tie criminal transmissions of

a user to other transmissions of that same user. Under the
assumption that a user employs his/her true identity at some
point, this allows us to identify the offending party. The
exemplary scenario of Section I gives a clear example of
the utility of such an approach. To simplify the exposition,
this work considers a setup shown in Figure 2 for the two-
user case, but the generalization to the case of n users is
straightforward (using n-hypothesis testing techniques). Each
of the users in Figure 2 is characterized with a parameter
vector hi, i = 1, 2. Because access points in wireless networks
perform inverse operations to all operations performed by the
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Fig. 2. The two-system identification scenario: two authorized users employ
their true identities (upper part); one of the users decides to fake its identity
and commit a crime (lower part). An additive white Gaussian noise (AWGN)
channel model is assumed.

transmitters of wireless users (demodulation, A/D conversion,
decoding etc.), in this work it is reasonable to assume that
input samples (which can be reconstructed from the decoded
data) and corresponding noise-corrupted output samples are
accessible for all elements of the transmitter chain, in par-
ticular for both considered components: DACs and PAs, if
the rest of the chain is assumed linear. The input vectors of a
considered component of user one and user two are denoted as
X1 and X2, respectively, and their respective output vectors
are Y 1 and Y 2. These correspond to the case when the users
are employing their true identities, which they assume at some
time when they are not committing a crime. Now, at some
point in time, one of the users decides to fake its identity
and to commit a crime. The binary hypothesis problem is to
identify this user given access to Xi and Y i, i = 1, 2, 3.
In other words, it needs to be found out which of the two
transmitters vector X3 passed through, so that it resulted in
Y 3.

III. MODELING TRANSMITTER COMPONENTS

Both considered transmitter components display nonlineari-
ties of their I/O characteristics. In general the I/O characteristic
of a given transmitter component, for user i, can be described
with a matrix equation of the form:

Y i = Pihi + νi ; i = 1, 2 (2)

where Pi is a matrix, elements of which are nonlinear func-
tions of elements of the input vector Xi. These functions
are determined by the model adopted for a given type of
transmitter component (i.e. DAC or PA) and are the same for
all devices of that type (i.e. they do not vary across DACs
or across PAs), which will be described in the successive
subsections. The hi vector is a column vector that contains
the unique component parameters of user i and νi is an
additive white Gausssian noise (AWGN) vector ∼ N (0, σ2

ν).
In the next two subsections, mathematical models that allow
for the construction of matrices Pi for both DACs and PAs
are introduced.

A. DAC

An N -bit DAC converts an N -bit input word to one of
n = 2N − 1 analog output values. One of the most important
parameters of the DAC is the integral nonlinearity (INL). The
INL specifies the deviation of the actual DAC’s output level for
a given input word from the ideal output level and is defined
as:

INLx =
Iout,x − x · ILSB

ILSB
(3)

where Iout,x is the output level generated by an input word x,
and ILSB is the maximal output level divided by the number
of all input words:

ILSB =
Iout,(2N−1)

2N − 1
(4)

The I/O relation of the DAC can thus be expressed as:

Iout,x = (INLx + x) · ILSB (5)

The INL is caused by production inaccuracies that cause
output levels of individual analog sources of the DAC to
vary around their nominal values. If individual DAC analog
sources are modeled as independent normally distributed ran-
dom variables with standard deviation σS , then the INL of a
thermometer-coded DAC, for which all analog sources have
identical nominal values and for which each increase of the
input word by one causes activation of an additional source,
can be modeled with a discrete Brownian Bridge random
process BB [19]:

INLx = σs

√
n · BB

(x

n

)
(6)

where recall x is an input word and n is the number of all
input words. For a high number of bits N , n = 2N−1 becomes
very large and the discrete Brownian Bridge random process
from (6) can be approximated with its continuous counterpart.
A continuous Brownian Bridge random process is defined as:

BB(t) = W (t) − t · W (1); t ∈ (0, 1) (7)

where W (t) is a Wiener random process [20]. A Wiener
random process takes value equal to zero for t = 0 and
its increments are normally distributed random variables with
variance equal to the argument difference. In other words:

W (0) = 0

W (t2) − W (t1) ∼ N (0, t2 − t1) (8)

Using the Karhunen-Loeve theorem, a continuous Brownian
Bridge random process can be represented with its eigen-
functions and eigenvalues found as solutions of the integral
equation [20]:

{ϕj(t) : j = 1, 2, ...} {λi : j = 1, 2, ...}∫ 1

0

RBB(t, τ) · ϕj(τ)dτ = λjϕj(t); t ∈ (0, 1) (9)

where RBB is the autocorrelation function of the Brownian
Bridge random process. Solutions of this equation are:

ϕj(t) =
√

2
πj

sin(πjt) ; λj = 1
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j = 1, . . . ,∞ (10)

and the Karhunen-Loeve expansion of the the continuous
Brownian Bridge is:

BB (t) = lim
J→∞

J∑
j=1

Λj

πj
·
√

2sin (π · j · t) (11)

where Λj are i.i.d. normal random variables ∼ N (0, λj).
After replacing the continuous argument t with x/n, the I/O
characteristic of the DAC can be described with the matrix
equation:

Ii,out − Xi · ILSB,i

ILSB,i
= BB (Xi/n) +

νi

ILSB,i
(12)

which, when using the J first eigenfunctions to approximate
the process has form (13) (see the top of the next page), where
M is the length of the input sequence. This with:

Y i =
Ii,out − Xi · ILSB,i

ILSB,i
(15)

and (14) (see the top of the next page) is the I/O equation
introduced with (2). Elements of the vector hi are realizations
of J random variables Λj

πj (eigenvalues of the Brownian Bridge
random process) that uniquely describe the single INL path of
user i. Because of the assumption that the component’s input
and output signals Xi and Y i are known and because of
the existence of a fixed model for the I/O relation, the only
parameters that the receiver needs to estimate to build the
digital signature of a user i are elements of the vector hi.
Algorithms and numerical results for the adopted models of
the transmitter components are reserved for Sections IV and
V respectively.

B. Power Amplifier

Power amplifiers are attractive for digital forensics purposes
in that they are the last elements of the transmitter chain
and thus are the most difficult for a user to modify via
software or even baseband control. In this work the nonlinear
characteristics of power amplifiers are modeled with Volterra
series representations, as well-established in the microwave
literature (see Chapter 4 of [21]). For the sake of exposition,
we use a Volterra series representation with a memory of
one and an order of two (a linear quadratic system), but the
extension to higher memory and orders is straightforward.
Hence the I/O relation is:

Y i(n) = Σ1
k1=0hi,1(k1)X i(n − k1)+

+Σ1
k1=0Σ

1
k2=0hi,2(k1, k2)Xi(n − k1)Xi(n − k2) + νi(n) =

= hi,1(0)X i(n) + hi,1(1)X i(n − 1) + hi,2(0, 0)X2
i (n)+

+hi,2(1, 1)X2
i (n − 1) + hi,2(0, 1)Xi(n)X i(n − 1) + νi(n)

(16)
The parameter vector hi contains the Volterra coefficients cap-
turing the I/O characteristic of amplifier i. For the considered
Volterra representation:

hi =
ˆ

hi,1(0) hi,1(1) hi,2(0, 0) hi,2(1, 1) hi,2(0, 1)
˜T

(17)

Similarly as in case of the DAC, the I/O relation of the PA
can be characterized with the matrix equation of the form (2),
with the matrix Pi being built out of the nonlinear functions
of the inputs required in (16) for an input vector of length M
(i.e. the ”kernels” of the Volterra representation) and with the
vector hi built out of the Volterra coefficients. Hence the I/O
relation has form (18) (see the top of the next page).
Recall that the model is common to all PAs, and hence is

known to the receiver. Therefore, with assumed knowledge of
the inputsXi(n), Xi(n−1), ...Xi(n−M) at the access point
(recall that the access point is decoding the data packets of the
user), the matrix Pi containing known nonlinear combinations
of known inputs is known by the receiver. All that is to
be estimated to build the digital signature of user i are the
elements of the vector hi.

IV. ALGORITHMS

Having modeled the nonlinear transmitter components, al-
gorithms for solving the hypothesis testing problem stated in
Section II are developed next. First we consider the case when
the parameter vectors h1 and h2 of users 1 and 2, respectively,
are exactly known in order to find an upper bound on the
identifiability in the noisy channel. This assumption is also
practically reasonable when the users can be observed over a
long period of time that allows for a very accurate parameter
estimation or when the parameters are obtained and saved
before the transmitters are available on the market. Under
this assumption, well-defined, optimal methods are known for
solving the hypothesis testing problem. Next, we consider a
scenario when the parameters are unknown and only short
observations:Xi, Y i, i = 1, 2, 3 are available. In this case the
optimal method is not straightforward and multiple approaches
are considered.

A. Likelihood Ratio Test with Known Parameter Vectors

1) Decision Rule: If the parameter vectors describing the
nonlinear aspects of the user’s transmitters are exactly known,
then, in the case of uniform costs, the probability of error of
the receiver is minimized by a likelihood ratio test (LRT). For-
mally, define the following hypotheses:H1- the masquerading
user is user one; H2- the masquerading user is user 2. For
equally probable hypotheses, the decision rule for solving the
problem presented in Section II is then:

Λ(Y 3) �
PY 3|h1,X3

(Y 3|h1, X3)

PY 3|h2,X3
(Y 3|h2, X3)

H1

≷
H2

1 (19)

where PY 3|hi
,X3

(Y 3|hi, X3), i = 1, 2 are the conditional
probability density functions. In the AWGN channel:

P (Y 3 |hi, X3) =
1

(
√

2πσ2
ν)M

×

× exp

{
− (Y 3 − P3 · hi)

H (Y 3 − P3 · hi)
2σ2

ν

}

i = 1, 2 (20)
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Ii,out − Xi · ILSB,i

ILSB,i
=

=
√

2

⎡
⎢⎢⎢⎣

sin(π · 1 · Xi(1)/n) sin(π · 2 · Xi(1)/n) · · · sin(π · J · Xi(1)/n)
sin(π · 1 · Xi(2)/n) sin(π · 2 · Xi(2)/n) · · · sin(π · J · Xi(2)/n)

...
...

. . .
...

sin(π · 1 · Xi(M)/n) sin(π · 2 · Xi(M))/n · · · sin(π · J · Xi(M)/n)

⎤
⎥⎥⎥⎦ ·

⎡
⎢⎢⎢⎣

hi(1)
hi(2)
...

hi(J)

⎤
⎥⎥⎥⎦ +

νi

ILSB,i
(13)

Pi =
√

2

⎡
⎢⎢⎢⎣

sin(π · 1 · Xi(1)/n) sin(π · 2 · Xi(1)/n) · · · sin(π · J · Xi(1)/n)
sin(π · 1 · Xi(2)/n) sin(π · 2 · Xi(2)/n) · · · sin(π · J · Xi(2)/n)

...
...

. . .
...

sin(π · 1 · Xi(M)/n) sin(π · 2 · Xi(M))/n · · · sin(π · J · Xi(M)/n)

⎤
⎥⎥⎥⎦ (14)

Y i =

⎡
⎢⎢⎢⎢⎢⎢⎣

Xi(n) Xi(n − 1) · · · Xi(n − M + 1)
X i(n − 1) Xi(n − 2) · · · Xi(n − M)

X2
i (n) X2

i (n − 1)
. . .

...

X2
i (n − 1) X2

i (n − 2)
. . .

...
Xi(n)Xi(n − 1) Xi(n − 1)Xi(n − 2) · · · Xi(n − M + 1)Xi(n − M)

⎤
⎥⎥⎥⎥⎥⎥⎦

T

· hi + νi (18)

which allows to simplify the decision rule (19) to:

||(Y 3 − P3h1)||
H2

≷
H1

||(Y 3 − P3h2)|| (21)

2) Algorithm Performance: The probability of error is the
probability that the algorithm decides for a different user
than the one that decided to fake its identity and commit the
crime. In the case of the two-user scenario from Figure 2, the
probability of error can be expressed as:

Pe = Pr{H1} · Pr{test results in H2|H1}+

+Pr{H2} · Pr{test results in H1|H2} (22)

which, with the assumption of equally probable hypotheses
and the symmetry of the problem reduces to:

Pe = Pr{test results in H2|H1} (23)

With (21), Pe can be expressed as:

Pe = Pr{(Y 3 − P3h1)
H(Y 3 − P3h1) >

(Y 3 − P3h2)
H(Y 3 − P3h2)} (24)

which, with

Y 3 = P3h1 + ν3 (25)

under H1 simplifies to:

Pe = Pr
{
dHPH

3 P3d − dH(PH
3 ν3) − (PH

3 ν3)
Hd < 0

}
(26)

where d = h2 − h1.

B. Likelihood Ratio Test with Estimated Parameters

1) Decision Rule: In practical applications, when param-
eters of the components are unknown and only short input
and output vectors Xi and Y i, i = 1, 2, 3 are available, the
decision rule from (21) with the true parameter values replaced
with their estimates is no longer optimal. However it is still
reasonable to use such a rule with the estimated parameters
replacing the true values, since the result converges to the
optimal rule when the parameter estimates become more and
more accurate. The decision rule is then:

||(Y 3 − P3ĥ1)||
H2

≷
H1

||(Y 3 − P3ĥ2)|| (27)

and the probability of error Pe is:

Pe = Pr
{

d̂
H

PH
3 P3d̂ − d̂

H
(PH

3 ν3) − (PH
3 ν3)

H d̂ < 0
}
(28)

where d̂ = ĥ2 − ĥ1 and ĥ1 and ĥ2 are estimates of the
parameter vectors h1 and h2.
Interestingly, the decision rule from (27) can also be de-

rived in a different way, which further motivates its usage.
In particular the receiver can first estimate the parameters
of the transmitters (ĥ1 and ĥ2) and the parameters of the
masquerading unit (ĥ3). Next the receiver can compare the
probability density functions of the estimate ĥ3 under hypoth-
esis H1 (parameter vector of masquerading user is ĥ1) and
H2 (parameter vector of masquerading user is ĥ2) and make
a decision based on this comparison. For equally probable
hypotheses, the decision rule can be expressed as:

Λ(ĥ3) =
P ˆh3|

ˆh1

(ĥ3|ĥ1)

P ˆh3|
ˆh2

(ĥ3|ĥ2)

H1

≷
H2

1 (29)
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The estimates ĥi that minimize the squared error:

ei = ||Y i − Pi · hi||2 (30)

can be found using standard Least Squares (LS):

ĥi = (PH
i Pi)−1PH

i Y H
i , i = 1, 2, 3 (31)

Further ĥ3 given ĥi is:

ĥ3|ĥi = (PH
3 P3)−1PH

3 (P3ĥi +ν3) = ĥi +(PH
3 P3)−1PH

3 ν3

i = 1, 2 (32)

Because ν3 is a Gaussian random vector, so is ĥ3|ĥi. Also:

X ∼ N (m, C) ⇒ AX + b ∼ N (Am + b, ACAH)

Thus:

P ˆh3|
ˆh

i

(ĥ3|ĥi) =
1√

det(C)(2π)
n
2

e−
1
2 (

ˆh3−
ˆh

i
)HC−1(

ˆh3−
ˆh

i
)

(33)
where the covariance matrix C is:

C = ((PH
3 P3)−1PH

3 ) · σ2
νIMXM · ((PH

3 P3)−1PH
3 )H =

= σ2
ν(PH

3 P3)−1 (34)

This yields:
P ˆh3|

ˆhi

(ĥ3|ĥi) =

=
1√

det(C)(2π)
n
2

e
− 1

2σ2
ν

(
ˆh3−

ˆh
i
)H(P H

3 P3)(
ˆh3−

ˆh
i
)

(35)

and (29) can then be rewritten as:

(ĥ3−ĥ1)
H(PH

3 P3)(ĥ3−ĥ1)
H2

≷
H1

(ĥ3−ĥ2)
H(PH

3 P3)(ĥ3−ĥ2)

(36)
which, after substituting ĥ3 with (PH

3 P3)−1PH
3 Y H

3 , is ex-
actly (27).
2) Algorithm Performance: The expected value of the left

side of the inequality from (28) is:

E{d̂H
PH

3 P3d̂ + d̂
H

(PH
3 ν3) + (PH

3 ν3)
H d̂} =

= d̂
H

E{PH
3 P3}d̂ = d̂

H
RP3 d̂ = d̂

H
UΘUH d̂ =

= M

J∑
j=1

θi||uH
i d̂||2 (37)

where Θ is a diagonal matrix built out of the eigenvalues
θi, i = 1, 2, ..., J of matrix RP3 (the covariance matrix of P3)
and U is a matrix built out of the corresponding eigenvec-
tors ui, i = 1, 2, ..., J . Motivated by the transmitted signal in
orthogonal frequency division multiplexing (OFDM) systems,
elements of the input vectors are assumed to be realizations of
zero-mean normal random variables with standard deviation
σx. With this assumption, in the case of the considered
Volterra representation (16) of nonlinear power amplifiers:

J∑
j=1

θi||uH
i d̂||2 =

= d̂(1)
2 · σ2

x + d̂(2)
2 · σ2

x + d̂(3)
2 · 2σ4

x + d̂(4)
2 · 2σ4

x+

+(d̂(3) + d̂(4))
2 · σ4

x + d̂(5)
2 · σ4

x = WS(d̂) (38)

WS(d̂) is a weighted sum of the components of the distance
vector d̂. Eq. (38) shows how the importance of different
Volterra coefficients changes with the standard deviation of
the elements of the input vectors. For large values of σx, the
elements of the Volterra representation that model nonlinear-
ities are more important. This is intuitively correct since the
increase of the input power beyond the linear range of the PAs
should allow for better exploitation of the differences in the
nonlinearities of the considered units.

C. Generalized Likelihood Ratio Test

Another algorithm that can be used to solve the hypothesis
testing problem from Section II, when the parameter vectors of
the users are unknown, is based on the Generalized Likelihood
Ratio Test (GLRT). In the case of the GLRT, the receiver does
not estimate the parameters, but rather builds and compares
the maxima of the likelihood functions over the unknown
parameter vectors.
1) Decision Rule: For equally probable hypothesesH1 and

H2 the decision rule of the GLRT can be expressed as:

Λ(Y 3) �
maxh1

{P (Y 1, Y 3 |h1, X1, X3)}
maxh2

{P (Y 2, Y 3 |h2, X2, X3)}
H1

≷
H2

1 (39)

In the AWGN channel:

P (Y i, Y 3 |hi, Xi, X3) =

=
1

(
√

2πσν)2M
·exp

{
− (Y i3 − Pi3 · hi)

H (Y i3 − Pi3 · hi)
2σ2

ν

}
(40)

where Pi3 and Y i3 are obtained by stacking matrices Pi, P3

and vectors Y i , Y 3 respectively:

Pi3 =
[

Pi

P3

]
i = 1, 2 (41)

Y i3 =
[

Y i

Y 3

]
i = 1, 2 (42)

and where M is the size of the input vector. After substitution
of the corresponding probability density functions into (39) the
decision rule can be rewritten as:

min
h1

{(Y 13 − P13h1)
H(Y 13 − P13h1)}

H2

≷
H1

min
h2

{(Y 23 − P23h2)
H(Y 23 − P23h2)} (43)

Since:

(Y i3 − Pi3hi)
H(Y i3 − Pi3hi) = ||(Y i3 − Pi3hi)||2 (44)

the minimizations on each side of (43) are typical LS prob-
lems. Vectors minimizing the squared error are:

ĥi = (PH
i3 Pi3)−1PH

i3 Y H
i3 , i = 1, 2 (45)

and

min
h

i

||(Y i3 − Pi3 · hi)||2 = ||(Y i3 − Pi3 · ĥi)||2 =
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= Y H
i3(I2M×2M − Pi3(PH

i3 Pi3)−1PH
i3 )Y i3 (46)

With (46), the decision rule (43) can be written as:

Y H
13(I2M×2M − P13(PH

13P13)−1PH
13)Y 13

H2

≷
H1

Y H
23(I2M×2M − P23(PH

23P23)−1PH
23)Y 23 (47)

2) Algorithm Performance: Eq. (23) together with the
decision rule (47) yields:

Pe = Pr{(Y H
13(I2M×2M − P13(PH

13P13)−1PH
13)Y 13 >

Y H
23(I2M×2M − P23(PH

23P23)−1PH
23)Y 23)|H1} (48)

Under H1 the third system is actually system 1 with param-
eters h1. Thus vectors Y 13 and Y 23 in (48) can be replaced
with:

Y 13 =
[

Y 1

Y 3

]
=

[
P1h1 + ν1

P3h1 + ν3

]
= P13h1+

[
ν1

ν3

]
(49)

Y 23 =
[

Y 2

Y 3

]
=

[
P2h2 + ν2

P3h1 + ν3

]
=

[
P2h2

P3h1

]
+

[
ν1

ν3

]
(50)

With this substitution and after simple algebraic manipulations
the probability of error from (48) can be finally put in the
form:

Pe = Pr{(ν + B)HP (ν + B) < 0} (51)

where:

P(3M×3M) =

2
64

−(I − P1X∗P H
1 ) 0 P1X∗P H

3

0 (I − P2XP2) −P2XP H
3

P3X∗P H
1 −P3XP H

2 −P3(X − X∗)P H
3

3
75

B(3M×1) =

⎡
⎣ 0

P2.d
0

⎤
⎦ ; ν(3M×1) =

⎡
⎣ ν1

ν2

ν3

⎤
⎦

X =
(
PH

2 P2 + PH
3 P3

)−1
; X∗ =

(
PH

1 P1 + PH
3 P3

)−1

and

d = h2 − h1

After ignoring the matrix P, which is just a rotation matrix,
the expected value of the left side of the inequality from (51),
with the assumption of zero-mean normal random input, for
power amplifier model from (16) is:

E{(ν + B)H(ν + B)} = M
(
σ2

ν + WS(d)
)

(52)

with WS defined as in (38). Eq. (52) together with (37) shows
that probability of error for user identification based on the
PA’s imperfections does not only depend on the Euclidean
distance between the parameter vectors of the considered units,
but also on the range of the input signal driving them.

D. Naive Method

In addition to the algorithms introduced in the previous
subsections, another algorithm termed the “Naive Method” is
considered. In this algorithm, the detection system outputs
the user number for which the estimated parameter vector
ĥi, i = 1, 2, estimated with standard Least Squares, is closest
to the estimated parameter vector of the masquerading user
ĥ3 under an L2-norm criterion.

||ĥ3 − ĥ2||
H1

≷
H2

||ĥ3 − ĥ1||

V. SIMULATIONS AND MEASUREMENTS

In this section, the performance of the methods from Section
IV is investigated. In particular, the influence of parameters
such as the power of the input signal and the SNR on the
probability of error is analyzed. This section also provides
insight on the variations of components of transmitters used
in practical applications, and, most importantly, demonstrates
the utility of the approaches for such components even for
very short input sequences and low SNRs.
Data sheets of digital-to-analog converters usually specify

the maximal value of the integral nonlinearity: INLmax. In
addition to this information, the data sheets often include
exemplary INL paths [22]. Because of this, we found no
need to perform measurements to examine the variations of the
I/O characteristics among the DACs. In the case of the PAs,
nonlinearity variations across individual devices are usually
not described in the data sheets. Thus measurements were
performed on commercial RF PAs to analyze variations of
the I/O characteristics among the PAs.

A. Exploitation of Digital-to-Analog Converter Nonlinearities
for User Identification

The required DAC size for commercial OFDM-based com-
munication applications varies from 6 to 18 bits and depends
on the largest signal constellation and number of OFDM sub-
carriers [23]. For our simulations, we considered 10-bit DACs.
We set the standard deviation σs of individual DAC sources
to be 2% of their nominal value. The upper plot of Figure 3
shows 1000 exemplary INL paths of 10-bit, thermometer-
coded DACs with σs = 2%. The lower plot shows the
INLmax histogram. For 10-bit DACs used in commercial
communication transceivers, the value of INLmax is typically
in the range: ±1 LSB [24], which justifies the choice of 2%
as a value for the σS .
The algorithms introduced in Section IV were applied to

recognize users based on their DAC INL paths. Figure 4
shows the probability of error as a function of SNR, averaged
over 100 DAC pairs and over 500 input vectors of size 100,
the elements of which were chosen as realizations of normal
random variables (rounded to an integer) with mean value
equal to half of the the DAC input range and standard deviation
chosen as one third of the half of the input range (which
resulted in 99% of the input values within the input range,
values outside the input range were ignored). The first eight
eigenfunctions of the Brownian Bridge random process were
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Fig. 3. INL Brownian Bridge paths of one thousand 10-bit, thermometer-
coded DACs with standard deviation of individual sources σs = 2% (upper
plot) and INLmax histogram (lower plot).

Fig. 4. Probability of error vs. SNR averaged over 100 DAC pairs with
σS = 2% and over 500 input vectors of size M=100, with normally
distributed elements with mean value equal to half of the input range and
standard deviation equal to 1

6
of the input range (which resulted in 99%

of the input values within the input range, values outside the input range
were ignored). The first eight eigenfunctions of the Brownian Bridge random
process were used for INL representation.

used for INL representation. Note that a relatively high SNR
was required for user identification at these short input lengths
in this case.

B. Exploitation of Power Amplifier Nonlinearities for User
Identification

Similarly the performance of the considered methods was
simulated when the nonlinearities of PAs were exploited for
user identification. The elements of the input vectors were
assumed to be realizations of zero-mean normal random
variable with standard deviation σx. First the Volterra series
representation of the amplifiers and standard deviation of
the elements of the input vectors were chosen artificially to
investigate the behavior of Pe as a function of increasing
input power and increasing difference of the Volterra repre-
sentations of considered units. Next, and most importantly, the

Fig. 5. Probability of error vs. the standard deviation of the elements of the
input vectors averaged over 200 different input vectors of size M = 100 and
over 200 randomly generated Volterra vector pairs, with standard deviation
of elements σh = 10−3; SNR = 30dB.

Volterra series representations were obtained by measurement
for actual RF amplifiers and the performance of the methods
was analyzed at input power levels specified as linear by the
manufacturers.
Consider first the artificial generation of amplifier charac-

teristics. Figure 5 shows the simulated probability of error of
the considered methods, for SNR = 30dB, versus standard
deviation σx of the elements of the input vectors, averaged
over 200 different input vectors of sizeM = 100 and over 200
randomly generated Volterra vector pairs. For generation of
Volterra vector pairs, random vectors with normally distributed
elements ∼ N (0, 10−6) were added to a mean value vector:
[1 0.01 0.01 0.01 0.01].
Figure 6 also shows simulated Pe, but this time for the

standard deviation of the elements of the input vectors kept
constant (σx = 100) and for the standard deviation σh of
elements of random vectors added to the mean value vector
[1 0.01 0.01 0.01 0.01] for Volterra vector pairs generation
varied in the range σh ∈ (0, 0.001). Each point of the curve
was obtained as an average over 1000 different input vectors
of size M = 100 and over 1000 randomly generated Volterra
vector pairs. Similarly, as in case of Figure 5, the SNR was
set to 30dB.
As expected, Figures 5 and 6 demonstrate that the per-

formance of the methods increases when the power of input
signals increases and when the differences among amplifiers
get larger. But speaking more precisely, the methods perform
better when the value of the weighted sum from (38) increases.
In particular the differences in the Volterra series representa-
tion of PAs should always be analyzed together with the input
power for complete insight into performance of the methods.
Figure 7 shows Pe as a function of weighted sum WS(d)
(upper plot) and the L2 distance ||d|| (lower plot) for 100
randomly generated amplifier pairs with σh = 2.5 · 10−4

averaged over 10000 input vectors of size M = 100 with
the standard deviation of elements set to σx = 100. It can
be seen that the weighted sum is a much more appropriate
metric.
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Fig. 6. Probability of error vs. the standard deviation of the Volterra
coefficients averaged over 1000 randomly generated Volterra vector pairs and
1000 different input vectors of size M = 100, with standard deviation of the
elements σx = 100; SNR=30dB.

Fig. 7. Probability of error vs. weighted sum from (38)- metric that combines
differences in Volterra coefficients and power of the input signal (upper
plot) and vs. L2 norm of the vector d- metric that takes into account only
differences in Volterra coefficients (lower plot).

To be able to validate effectiveness of the presented
anonymity breaking techniques when exploiting imperfections
of PAs, we next consider how the nonlinearities of power
amplifiers, even these of the same model and from the same
manufacturer, differ in practice due to the production process
inaccuracies. As mentioned previously nonlinearity variations
across devices are usually not described in the data sheets of
commercial RF PAs.
Measurements were performed on two different sets of

power amplifier chips commercially used in WLAN transmit-
ters. First, two amplifier evaluation boards (MAX2242EVKIT)
loaded with MAXIM MAX2242 [26] amplifiers were stimu-
lated with a 2.45GHz sinusoidal signal and the I/O charac-
teristics were measured on a 12.5GHz, 50GSa/s real time
oscilloscope. Both measured characteristics were normalized
to the same linear gain and this gain was used as the linear
coefficient of the Volterra representation for both of the ampli-
fiers. Then the linear part was subtracted from the normalized

Fig. 8. Probability of error for measured MAXIM MAX2242 amplifiers
vs. the standard deviation of the elements of input vectors σx, averaged over
50000 input vectors of size M = 300; SNR = 15dB.

Fig. 9. Probability of error for measured MAXIM MAX2242 amplifiers vs.
SNR, averaged over 50000 input vectors of size M = 300, with standard
deviation of the elements of input vectors σx = 0.055.

characteristics and the nonlinear memoryless coefficients were
obtained via curve fitting of the remaining nonlinear part of
the normalized characteristics to a fourth order polynomial
without a linear part. This resulted in the following parameter
vectors (fourth order memoryless Volterra representation):

h1 = [32.5462, 29.5342,−509.5277, 1311.5641]

h2 = [32.5462, 29.4025,−479.4057, 928.3273]

which were used for performance simulations (Figure 8 and
9).
For the plots in Figures 8 and 9 the elements of the input

vectors were chosen as the absolute value of realizations of a
zero mean random variable ∼ N (0, σ2

x). Figure 8 shows how
the Pe decreased as the standard deviation of the input went
up (while the SNR was kept constant at a level of 15dB and
length of the input vector was set to M = 300). For standard
deviation equal to σx = 0.055 the probability that power of
the input signal exceeded -7dBm (upper level of linear range
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TABLE I
SIMULATED PROBABILITY OF ERROR OF GENERALIZED LIKELIHOOD RATIO TEST (UPPER RIGHT PART) AND LIKELIHOOD RATIO TEST WITH

ESTIMATED PARAMETERS (LOWER LEFT PART) FOR ALL POSSIBLE PAIRS OF 8 SKYWORKS SKY65006-348LFWLAN AMPLIFIERS, AVERAGED OVER
50000 INPUT VECTORS OF SIZE M = 300. THE STANDARD DEVIATION OF THE COMPONENTS OF THE INPUT VECTORS WAS CHOSEN SUCH THAT THE

OUTPUT POWER EXCEEDED 21DBM (FOR WHICH, ACCORDING TO [25], THE PARTS ARE STILL 802.11B MASK-COMPLIANT) WITH PROBABILITY EQUAL
TO 1%. THE INPUT WAS CLIPPED TO THE UPPER LEVEL OF THE LINEAR INPUT RANGE. SNR WAS SET TO 15dB. FOR SNR=35dB, NO ERRORS WERE

OBSERVED FOR ANY PAIR IN 50000 TRIALS.

# amplifier 1 2 3 4 5 6 7 8
1 - 0.0731 0 0 0.1707 0 0.1437 0.0001
2 0 - 0.0041 0.1406 0.4679 0.0092 0.0195 0
3 0 0 - 0.3138 0.0006 0.4758 0 0
4 0 0.0005 0.0178 - 0.0514 0.3464 0.0001 0
5 0.0010 0.2769 0 0.0001 - 0.0021 0.0269 0
6 0 0 0.3422 0.0329 0 - 0 0
7 0.0005 0 0 0 0 0 - 0
8 0 0 0 0 0 0 0 -

of considered amplifiers [26]) was only 1%. Whenever the
input signal exceeded the the linear range, it was clipped to
its upper level. This means that the amplifiers worked in the
range specified as linear all the time. Figure 9 shows how the
Pe behaved for a fixed σx = 0.055 as a function of SNR
(again the input signal was clipped to the upper level of the
linear region).
Motivated by our success with the MAXIM evaluation

boards, we next prepared a larger experiment using SKY-
WORKS SKY 65006-348LF [25] amplifiers. For cost reasons,
this motivated the development of our own evaluation board.
A similar procedure as in the case of the MAXIM amplifiers
was executed to measure the I/O characteristics and to obtain
parameter vectors for the SKYWORKS amplifiers. Once more,
elements of input vectors were chosen to be the absolute
value of realizations of a zero-mean normal random variable,
with a standard deviation set to a value, for which 99% of
the time the input power was within the linear input range
specified by the manufacturer and 1% of the time the input
power exceeded the linear range and was clipped to its upper
level. Table 1 shows the simulated probability of error for
the Generalized Likelihood Ratio Test (upper right part) and
the Likelihood Ratio Test with Estimated Parameters (lower
left part) for all possible amplifier pairs from a group of 8
measured SKYWORKS amplifiers, averaged over 50000 input
vectors of size M = 300 for SNR set to 15dB. Note that the
identifiability of the parts was very good, even at the low
SNR of 15dB and for the very short input sequence of only
300 physical-layer symbols. For SNR= 35dB, for both of
the methods, we found no identification errors for any pair
in 50000 trials. In reality of course, even short sessions will
generally consist of thousands of symbols that can be used for
user identification.
One of the main concerns about RF fingerprinting ap-

proaches exploiting transmitter hardware imperfections is that
they can be negatively influenced by the variation of the
performance of the transmitter components across the temper-
ature. In particular, a meaningful variation of the performance
of the power amplifiers can be observed as a function of
temperature. This is particularly true in large base station
amplifiers, where such temperature variation is the bane of
designers attempting to linearize such. However power ampli-

fier chips used on wireless cards of today’s mobile devices are
very small (usually in the range of 4 − 6mm2). These small
chips achieve their normal operating temperature very quickly,
and in fact, we have observed such stabilization of the chip
temperature after tens of seconds. This is a very short time that
is often needed for the mobile device to boot up. Therefore,
we believe it is fair to ignore the temperature variations
in this initial investigation (other environmental conditions
have negligible influence on the performance of the chips).
However, we do believe that it is an important consideration
as we consider further refinement of our algorithms.

C. Evaluation of the Results

To our knowledge, model based approaches similar to ours
have not yet been investigated. Thus, it is to hard conduct a
comparison of our results with results of the previous work.
In particular, it is not possible to conclusively compare our
simulation and measurement results with the strictly empirical
results from [13] and [18], for which numerous parameters
are not specified, including such basic ones as the operating
signal-to-noise ratio (SNR). Hence, we are reduced to re-
stating the experimental outcomes of [13] and [18] and com-
paring them quite roughly to our work. [13] reports an average
success rate of 94-100%, while trying to distinguish among
14 802.11 transceivers. [18] reports identification error rates
equal to fractions of a percent (0.34% for their best scheme),
while distinguishing among 138 802.11 transceivers. As men-
tioned previously, for SNR=35dB, even for very short input
sequences, no errors were observed during 50000 simulation
trials, while trying to distinguish among 8 802.11b mask-
compliant PAs from the same manufacturer. This suggests
that our methods can outperform methods from [13] and [18],
when applied to the same setup, but, per above, we cannot
make this statement conclusively. While methods from [13]
and [18] are strictly experimental and their results hard to
reproduce, one advantage of our model-based approach is
that the results are easy to replicate for comparison to the
performance of methods developed by others in the future.

VI. CONCLUSIONS AND FUTURE WORK

In this paper, a new approach based on minute imperfections
of different components of the transmitter hardware has been
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proposed for breaking user anonymity in wireless communica-
tion systems. The general models used to model the transmitter
components allow for the determination of the probability of
error of the decisions, which makes the proposed methods es-
pecially interesting for establishing probable cause and for use
in court. Simulations have shown that the nonlinear variations
of digital-to-analog converters can only be exploited when the
signal-to-noise ratio is relatively high. However, in the case of
power amplifiers, measurements from commercially employed
chips indicate that amplifiers can be easily identified at typical
power levels even at low SNRs and with very short observed
sequences.
As future work, we are extending the methods to address

more sophisticated criminals. In particular, a sophisticated
user could intentionally introduce nonlinear distortions to the
baseband signal to attempt to hide his/her signature, while
allowing for proper data decoding. While this is unlikely for
the standard criminal employing a wireless card, its possibility
motivates the consideration of techniques to address such. Our
approach is based on the observation that nonlinear compo-
nents cause spectral regrowth of the signal that is dependent
on the parameters of the nonlinearity. Hence, by observing the
relation of the regrowth to the in-band portion of the signal, the
signature can be found independently from distortions of the
transmitted baseband signal. Therefore with an oversampling
receiver, it is possible to make our methods independent from
any modifications made by the sophisticated masquerading
user to the transmitted baseband signal. In addition, because
of the fast stabilization of the operating temperature of the
components considered in this work, temperature variations
were ignored in the initial investigation. Refinement of the
algorithms by taking into consideration these variations is also
an interesting topic for future research.
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