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Abstract— The main limitation for achieving information as-
surance in current data networks lies in absence of security con-
siderations in the original Internet architecture. This shortcoming
leads to the need for a new approach to achieving information
assurance in networks. We propose a network architecture that
uses credentials in the data path to identify, validate, monitor,
and control data flows within the network. The important aspect
of this approach is that credentials are tracked on the data path
of the network, not just the end-systems, which implies that
each and every packet can be audited. We present a credentials
design that is based on Bloom filters and can achieve the desired
properties to provide data path assurance.

I. INTRODUCTION

The current Internet has been vastly successful in achiev-
ing global connectivity between a large number of different
networks, devices, and users. This success is due to the
openness of the system and the general “permit-by-default”
design. However, this approach also presents one of the
major shortcomings with respect to security and information
assurance. Clearly, in some usage scenarios (e.g., military
communication, financial transactions), information assurance
is the top priority and a more conservative “deny-by-default”
approach may be more desirable.

The main limitation for achieving information assurance in
current data networks lies in the absence of security consider-
ations of the original Internet architecture. Security protocols
were added later to the protocol stacks of end systems. This
leads to the following major problems:

o Current network routers are not designed to consider
information assurance concerns. Thus, current security
protocols are limited to operate solely on end-systems.

o Adding new information assurance features inside the
network may violate the current Internet design. Thus,
it is difficult to incrementally improve the capabilities of
the network without causing incompatibilities.

There is a need for a new approach to achieving information
assurance in networks. Information assurance encompasses
more than just end-to-end security through cryptography.
Assurance also addresses accountability, resource availability,
end-system protection, information leakage, etc. It is important
to understand that information assurance cannot be achieved
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by solely redesigning protocols and processes in the network’s
control plane. It is equally if not more important to also
consider changes to the data plane so that malicious traffic
can be quickly identified and blocked before it reaches its
target and uses networking resources.

In this paper, we propose such an architecture that uses
credentials in the data path to identify, validate, monitor,
and control data flows within the network. The important
aspect of this approach is that credentials are tracked on the
data path of the network, not just the end-systems, which
implies that each and every packet can be audited. This is
an important step towards developing a network infrastructure
that is highly sensitive and responsive to attacks. Specifically,
the contributions of our work are twofold:

o Design of an architecture for data path credentials.
o Design of a specific credentials system using Bloom filter
data structures.

These designs can provide the foundations for future research
and for the development of prototypes assurable networks.

The remainder of this paper is structured as follows. Sec-
tion II presents related work. Section III introduces the general
architecture for credential-based data paths. The specific de-
sign and use of credentials is then discussed in Section IV.
Section VI summarizes and concludes this paper.

II. RELATED WORK

The credentials that we propose in this work are based on
Bloom filters. Bloom filters were introduced by Burton Bloom
in 1970 [1] and found a number of applications in network
systems [2] ranging from IP prefix matching [3] to regular ex-
pression matching for intrusion detection [4]. We adapt the use
of Bloom filters for the use with signatures. These signatures
are derived from cryptographic hash functions. Examples of
such digest functions are MD5 [5] and SHA-1 [6]. We further
expand the credentials data structure to consider the density
of set bits in the Bloom filter (i.e., the fill level). Scalable
Bloom filters have been proposed to circumvent the fill level
problem [7], but are not applicable here as we need fixed-
length credentials to put in packet headers.

III. A CREDENTIAL-BASED DATA PATH ARCHITECTURE

We introduce the general network architecture for assurable
networking in this section.
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Fig. 1. Comparison of Security Architecture in Existing Internet and Future Assurable Global Network.

A. Data-Path Credentials

The network architecture that we propose is depicted in
Figure 1(b) and compared to conventional data networks in
Figure 1(a). The key idea is to have traffic carry credentials

o Credentials can be used for identifying traffic flows in

the network and monitoring their paths, performance, etc.
This information can be used by the control plane to
ensure correct and efficient network operation.

with every packet. The features of credentials are as follows: B. Assurance Impact

o Credentials identify a packet in terms of its source Enforcing credentials for all network traffic can be effec-

and destination (e.g., machine, user), its content (e.g., tively used to diminish the impact of many common threats
file transfer, encrypted voice communication), access against information assurance:

privileges and transmission constraints (e.g., limited to o Unauthorized network access: source would have invalid

military networks), etc.

o Credentials are obtained from intermediate routers during
the connection setup phase. Router can check if the
credentials match the packet as well as local and global
security policies. Packets are no longer just transmitted
“on good faith” as in the current Internet.

o Credentials can be validated with small amounts of
processing and thus can be easily processed at high
data rates. The creation of credentials may be more
computationally demanding.

credentials and thus traffic would be denied on the first
hop.

Transmission of sensitive data on unprotected network:
credentials would not match local network policies and
transmission could be terminated (or redirected to the
appropriate network)

Attacks on routing infrastructure or misconfiguration:
since traffic is clearly identified through credentials,
routers can track the path of traffic through the network
and can identify routing changes, loops, etc.



« Signal intelligence attacks: credentials can help avoid
the injection of traffic by the attacker (e.g., beacons or
known-cleartext data) that reveals information.

o Denial of service attacks: credentials can be used for
backtracking to squelch sources of distributed denial of
service attacks or to identify and suppress control traffic
for botnets.

Another benefit of the proposed data-path architecture is
that it can be seen as a complement to other domains of
information assurance. For example, improvements to control-
plane operations (e.g., improved BGP routing system) can be
leveraged in conjunction with a credential-based data architec-
ture. Similarly, the deployment of MANETS is an important
step for the Internet and improvements to ad-hoc networking
(e.g., routing, etc.) can be used in conjunction with data-path
credentials.

C. Technology Trends

One concern when designing a new data-path architecture is
that of performance. Packet processing needs to be performed
at data rates in the order of several Gigabits per second.
There are several technological developments taking place that
make the introduction of data-path level information assurance
practically feasible:

o Processing capabilities on routers have significantly im-
proved in the last decade. Chip-multiprocessor systems
and FPGAs provide high-performance processing capa-
bilities that can handle Gigabit data rates while providing
programmability to adapt to new information assurance
processes.

o Development of cryptographic algorithms for embedded
systems is making progress. These algorithms are de-
signed to implement secure communication with only a
few thousand instructions per block. These capabilities
can be utilized in high data rate router systems.

D. Example Connection Setup

Before explaining credentials in more detail in Section IV,
we briefly illustrate an example connection establishment
process to further illustrate our architecture. The space-time
diagram shown in Figure 2 shows an end-system that estab-
lishes a connection that traverses three routers. During the
connection setup, the end-system sends a connection setup
request along the path of the connection. Each router responds
to the end-system with a challenge. This challenge represents
the negotiation process where a router authenticates the end-
system, checks local and global policies, etc. The challenges
may be different for each router and thus cannot be combined
into a single challenge. Once the end-system has identified
itself satisfactorily to a router, the router returns a signature.
The set of all signatures is then combined into the credentials
that are carried in each data packet. Each data packet is then
checked on every router. If the credentials contain the signature
of the router, the packet is forwarded. If the credentials do not
match, the packet is discarded.
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Fig. 2. Connection Setup to Establish Credentials.

IV. DATA PATH CREDENTIALS

With the concept of credentials in the data path introduced
in the previous section, we turn to the question of what these
credentials look like specifically.

A. Requirements

The requirements for credentials are driven by several
conflicting needs:

1) Security Requirement: In order to provide an assurable
network infrastructure, it is crucial that credentials are
only available to authorized traffic in the network. There-
fore, credentials should be difficult to fake.

2) Performance Requirement: Since credentials need to be
validated for every packet on every router, it is necessary
that credentials can be validated with low computational
requirements.

3) Size Requirement: Since we assume a packet network
rather than a connection-oriented network, credentials
need to be carried in each packet header. Therefore, the
size of credentials needs to be kept as small as feasible.

While the first requirement could be addressed by traditional
cryptographic solutions, it is the second requirement that
poses a novel set of challenges. As networks connect an
increasing number of embedded devices (both as end-systems
and as intermediate hops), power constraints are becoming
increasingly important. Cryptographic operations require sev-
eral orders of magnitude more operations than conventional
packet processing [8] and thus need to be limited to the initial
connection setup.

An implication from the third requirement is that it is not
practical to set up different credentials for each hop along the
path of a packet. A limit on the header size would constrain



the maximum hop count along a path. Therefore, we seek a
solution where a single set of credentials can authenticate a
packet on all routers along the path.

B. Bloom-Filter-Based Signatures

To meet the above requirements, we introduce a data
structure that is based on Bloom filters. The main idea is
that this data structure can maintain multiple signatures at
the same time. Thus, the signatures of all routers along the
path of a packet can be placed into this data structure. These
signatures are obtained during connection setup. When the
packet is transmitted, each router can check if its own signature
is present in the data structure and thus validate the credentials
of the packet.

1) Bloom Filters: We briefly review the concept of Bloom
filters to provide context for our work. A Bloom filter is a data
structure that can be used to test if an element is a member of a
set [1]. This test is of a probabilistic nature and false positives
are possible (i.e., elements that are not members of the set may
be reported to be members), but false negatives are not (i.e.,
elements that are members of the set will never be reported as
not being members). One of the properties of a Bloom filter
is that it is not possible to perform a reverse operation where
the list of members is extracted from the Bloom filter data
structure.

A Bloom filter consists of n arrays that can store m bits
each. Using n different hash functions hq(z)...h,(x), an
element x is mapped to one position in each array. An empty
Bloom filter data structure starts with all array values set to 0.
When an element is added, one bit in each of the n arrays is
set to 1 (as determined by the hash function for each array). As
multiple elements are added, it is possible (and intended) that
set bits overlap. When performing a check for membership of
an element, the hash functions for each array are computed
and it is checked if the according bits in all arrays are set.
Only if all of these bits are set to 1, the element is reported
to be a member of the set.

Since the data structure allows that set bits from different
elements can “collide” in an array, it is possible that an element
that is not a member of the set may be reported as being a
member. This occurs when the hash functions of this element
map to bits that have been set by other members in all n arrays
(i.e., n collisions). The probability of this occurring increases
as more members are added to the set (i.e., more bits are set
and thus can cause collisions). By using larger arrays (i.e.,
larger m) and more arrays (i.e., larger n) this probability can
be decreased. In general, the probability of a false positive,
ps(n,m,r) in a Bloom filter with n arrays of size m and r
entered elements is

e—n'r/m) "
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A more detailed derivation can be found in [7].

2) Signatures and Credentials: To use the Bloom filter data
structure as credentials for packets that traverse the network,
we store signatures from routers. During the connection setup,
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Fig. 3. Credentials Data Structure. This example shows three signatures that
generated a set of 1’s in the credentials data structure.

the source node of a connection can negotiate permission to
transmit data across a router. When the router j, 1 < j <
r permits transmission, then it provides the source with a
signature s;. A signature is the set of indices s;[i],1 <i<n
of bits that are set in all n Bloom filter arrays. The signatures
from all routers along the path are then superimposed (i.e.,
logical OR operation) in the Bloom filter data structure. This
creates credentials ¢ (consisting of n arrays of size m) that
are sent by the source node with each packet. This process of
creating credentials is illustrated in Figure 3.

When receiving a packet, a router can then check if the
credential ¢ in the packet has all the bits that were provided
as signature s; to the source node. If the credentials are valid,
then

clills;[{] =1, 1<i<nl<j<r €
If the credentials do not contain the signature of a router, then
it is likely that one of the arrays in the credentials does not
contain a 1 at one of the signature locations in the credentials
and thus the validation of the credentials fail. This argument,
of course, is of a probabilistic nature. A router may accept
a packet that does not have correct credentials with the same
probability as a false positive appears in the Bloom filter (see
Equation 1). However, packets are only successfully delivered
to a destination if a/l routers let them pass. Thus, a packet with
invalid credentials would need to encounter a false positive
on every router along the path. This probability decreases
geometrically with the number of hops in the path and thus is
practically very small.



C. Credentials Security

The security of credentials depends on the quality of the
signature. In order to make it difficult to create a fake signature
s; for a router j, it should be difficult to guess which bits
will be set. We can achieve this by using cryptographically
strong hash functions (e.g., MD5 [5] or SHA-1 [6]) where
each router uses a set of n secret keys k;[i],1 < ¢ < n.
The cryptographic hash function h;(k;[é], f) uses a key that
matches that particular router j and the Bloom filter array @
as secret information and flow identifier f as information that
is specific to a particular flow. The use of a flow identifier f
(e.g., based on a 5-tuple hash) helps to avoid attacks where
signatures from an authenticated connection are used for a
different connection. This process ensures that:

o Credentials for different flows are different (even if they
traverse the same set of routers) because the use of f
as parameter in the hash function will create different
signatures.

o Credentials for flows that traverse different routers are
different, because a different set of signatures are super-
imposed in the credentials. Signatures differ because each
router has a different set of secret keys ;.

o Credentials are difficult to fake since the result of the
cryptographic hash function /; cannot be guessed without
availability of keys k;.

o Credentials can be checked easily by performing n
lookups in credentials ¢ and checking if Equation 2 holds.
Note that this requires that each router remembers the
signature s; that matches with a particular flow. This can
be done by maintaining a flow cache. If the signature for
a flow cannot be found in this cache, the signature can be
recalculated (using k; and f) at a higher computational
cost.

« Credentials are of small size since all signatures s; can be
superimposed into a fixed-size Bloom filter data structure.

o Credentials cannot be “reversed” to obtain hash keys used
by any of the routers or to create fake credentials for
different flows.

It is possible that a malicious node injects traffic that uses
the same flow identifier and credentials from another packet.
In this scenario, all credentials checks will be valid. This,
however, is only possible if the attacker injects the traffic along
the path for which the credentials were generated in the first
place. If the attacker is even a single hop away from that path,
this traffic will likely be rejected.

D. Density Limit

One important observation regarding credentials as de-
scribed above is that there exists a very simple attack to
circumvent a credentials check: an attacker could set all bits
in the credentials to 1. Such credentials would always satisfy
Equation 2, no matter what secret keys or flow identifiers are
used. This is clearly an undesirable property.

In order to address this issue, we introduce one additional
concept to our Bloom filter. We define a “density” metric d(c)

that reflects the number of 1°s in credentials ¢ as a fraction of
the total size:
sy Melilil =1}
nm
To consider credentials as valid, we require that the density
is equal or below a certain threshold: d(c) < t4. If the density
is higher, we assume the credentials to be invalid and thus
reject the packet. If the threshold is chosen to be too low, even
valid credentials may be rejected. The worst cast assumption
of the number of 1’s in valid credentials is a function of
the number of signatures in the credentials. Assuming all
signatures from 7 routers are placed in the credentials and
do not overlap, then r bits in each array are set to 1. Thus,

.
< —
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1<i<n,1<j<m. (3)

r<m @)
holds true for all credentials.

E. Group Credentials

In some cases, it may be too complex to negotiate permis-
sions with every single router along a path. It is possible to
use credentials also for scenarios where a signature provides
access to a group of routers (e.g., all routers within an
autonomous system). In this case, all routers in the group
share the same secret keys (and hash function). A signature
that was issued by one router in the group sets the correct
bits in the credentials to ensure that all other routers in the
group will let the packet pass. If the end-system is not aware
of the grouping of routers, it will negotiate a signature with
each one. But since the signature from all routers in the group
is the same, the credentials will have the same bits set.

Group credentials are particularly useful when it can be
expected that routers with in a group change during the
lifetime of a connection (e.g., routing changes due to OSPF
updates within an autonomous system, or connectivity changes
within a MANET). For the estimation of the density of the
credentials (see Equation 4), the group of routers can be
considered a single system. Thus the size of the arrays in the
Bloom filter is a function of the number of groups traversed
(rather than the number of hops traversed) if group credentials
are used.

V. SECURITY ANALYSIS
A. Probability of False Positive Transmission

The main goal of the presented data path architecture is to
identify valid traffic and thus not allow the transmission of
attack traffic. Since the Bloom filter data structure used for
credentials can yield false positives, it is possible that traffic
with randomly forged credentials may pass through the net-
work. To determine this probability for a given configuration
of credentials size n, number of signatures r, and signature
size m, we first determine the probabilities for 0’s and 1°s in
the Bloom filter data structure.

The probability that a bit is not set by a single hash function
depends on the size (i.e., n) of the Bloom filter data structure:

1
PIbit not set by single hash function] =1 — e %)



When using m hash functions in one signature, the probability
that a bit is set by none of these hash functions is:

1 m
P[bit not set by single signature] = (1 — n) . (6)

Note that for this analysis we assume that hash functions
yield independent and uniformly distributed hashes. With r
signatures combined to form credentials, a bit in ¢ is not set
with the following probability:

) ) 1 mnr
P[bit not set by r signatures] = <1 — ) . @)
n
Accordingly, the probability that a bit is set to 1 in a credentials
data structure is:

) ) 1 mnr
P[bit set by r signatures] = 1 — <1 - ) . ®)
n
In order to be considered valid, forged credentials need to
have a bit set at all indices of the router- and flow-specific
hash functions. Thus, the probability of encountering 1’s at
these m locations is:

1 mrN\ m

Plfalse positive on single router] = (1 - (1 - n) ) .

)

Passing a single router without being identified as an invalid

packet, is only practically useful if this is the only router

along the path to the destination. However, in most network

configurations, multiple routers have to be traversed. To reach

a destination without valid credentials while traversing r hops

(each adding one of r signatures to c), a false positive needs
to occur r times in a row. The probability for this event is:

) o 1 mr mnr
P[h consecutive false positives] = <1 — <1 — ) ) .
n
(10)
B. Multicast Scenario

When using credentials in a multicast environment, the
source needs to signatures from all routers along all paths to
all destinations in the credentials. To estimate the performance
of Bloom filter credentials for this scenario, we assume that
multicast is performed along a binary tree where each node
corresponds to a router that duplicates the packet and sends it
to two more nodes. Assuming a balanced tree, the height of
the tree h relates to the number of destinations d as follows:

(11)

For simplicity, we assume a complete binary tree with d =
2" destinations. The number of internal nodes in such a tree
corresponds to the number of routers r,, that are encountered
when multicasting:

2"t <d<2h or h=log,d].

rm=2"—1 or r, =2°d_1=¢4—1.

(12)

Thus, 2" — 1 signatures have to be superimposed in the Bloom
filter and the resulting probability of a false positive on a single

router is:

m(2"—1) m
1
P[false positive on single router] = (1 - (1 - ) ) .

n

(13)
Assuming attack traffic needs to traverse the same number of
hops as multicast traffic (i.e., h, the probability for a false
positive end-to-end transmission is:

R
P[multicast end-to-end f. p.] = (1 - (1 - > > .

n
(14

C. Network Coding Scenario

When using network coding, then packets from multiple
sources may be coded together. The extreme case would be
such that there are an equal number of sources and destinations
and every source sends to every destination. If we allow that
any packet may be coded with any other packet on any router,
then a coding step may happen on each step of the path. When
coding packets, we assume that credentials are superimposed
and thus, h credentials may be superimposed by the time
a packet reaches its destination. (Note: For simplicity, we
assume that coding is done only across two packets at any
node.) Thus, the false positive rate increased to:

1 m2h—1)p\ "™
Plnetwork coding end-to-end f. p.] = (1 — (1 — ) ) .

n
(15)
D. Results

Figure 4 shows a comparison of the false positive rate for
different credentials configurations and usage scenarios. The
size of the credentials data structure is compared for n = 32
bits and n = 256 bits. The number of hash functions is m = 8.
The x-axis shows the length of the path r (for unicast) and h
(for multicast and network coding). The upper x-axis shows
the number of destination nodes for the corresponding tree
height. The y-axis shows the end-to-end false positive rate, i.e.,
the probability that a packet with randomly forget credentials
can traverse r or h hops while not being detected as invalid
by any router.

The results show that for unicast, even a small credentials
data structure of 32 bits provides very good detection (below
1076 for » = 3). This probability increases for fewer hops
(because there are fewer checks along the path) and for more
hops (because the Bloom filter fills up). When using a larger
Bloom filter of 256 bits, the probability of undetected trans-
mission is well below 10~'2. This size credentials performs
also very well for multicast (10~8 for 32 nodes) and small
network coded setups. It is important to remember that these
results present the absolute worst case of network coding and
multicast. In a practical deployment, fewer signatures will be
superimposed and thus the false positive rate is much lower.
Also, larger Bloom filters can provide equal performance gains
as observed between 32 bits and 256 bits in Figure 4.
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VI. SUMMARY AND CONCLUSIONS

In this paper, we have presented an architecture for data path
credentials that allow networks to closely control traffic. We
have shown that credentials that are based on Bloom filter data
structures can be efficiently implement such an architecture
and provide probabilistic guarantees on only permitting valid
to traverse a network.

Clearly, there are several open questions that need to be
answered before this design can find its way into next-
generation networks. In particular, the answering the following
questions are the next tasks in our future work:

o What is the optimum configuration of number of arrays
(n) and size of arrays (m) in credentials for realistic
networks? While larger values for m and n reduce false
positives and thus provide more security, they also lead
to larger space requirements in packet headers.

o What is a good design for the protocol that establishes
credentials? Should the end-system directly connect to
each router and request a signature, or should a cen-
tralized node in each group of routers (i.e., administra-
tive subnet) handle connection requests? How can the
credential-issuing subsystem be protected from denial-
of-service attacks (as pointed out in [9] in the context
of capabilities-based networking).

o Where in the packet header should credentials be placed?
This question is particularly important when considering
incremental deployment on an existing network.

o How does the setup and use of credentials change in
wireless ad-hoc networks?

Designing networks that can provide provable guarantees on
information assurance is important. The concept of credentials
as presented in this paper addresses data path security issues
and contributes an important step towards global assurable
networking.
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