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Abstract—Many next-generation Internet architectures pro-
pose advanced packet processing functions in the data path
of the network. Such “services” are typically performed on
some nodes along the path of a packet. We present a novel
decentralized algorithm that can determine an allocation of
services to network nodes. The algorithm can obtain globally
optimal solutions for a single service and approximate solutions
for two or more services. In our simulation results, we validate
the correctness of the algorithm, quantify the quality of the
approximations, and compare the results to those of a centralized
algorithm. Our results show that the proposed algorithm presents
an effective solution to the service placement problem that can
be implemented in a realistic network.

I. I NTRODUCTION

The Internet has evolved from a simple store-and-forward
network to a communication platform that provides a vari-
ety of advanced data transmission features. Complex packet
processing functions are implemented in the data paths of
routers where packets can be inspected and modified as they
traverse the network. Such functionality can target a variety of
goals ranging from security (e.g., firewalls, intrusion detection)
to performance (e.g., quality-of-service scheduling, protocol
offloading and SSL termination) to application-layer support
(e.g., content distribution and caching, peer-to-peer support).

In the current Internet, these features are shimmed into
the existing network architecture, which does not support
functional extensions to the network data path. To overcome
this ad-hoc deployment of point solutions, new network ar-
chitectures have been proposed where so-called “network ser-
vices” are an inherent feature of the data path. New protocols
and network functions can be deployed by extending the set
of services offered by network nodes. Deployment of these
experimental network architectures is currently exploredby
the networking community in the context of next-generation
Internet research.

Routing has been widely studied in conventional networks
and several centralized and distributed algorithms are widely
deployed. In the context of networks where services are
provided in the data path, routing becomes a much more
complex problem that goes beyond simply determining the
shortest path between two nodes. Services that are required
for a end-to-end connection may be available only on some
nodes that are not located along the shortest end-to-end path.
In such a case, it is necessary to determine through which

nodes traffic should flow. When more services are necessary,
the problem becomes increasing difficult.

In this paper, we address this routing problem in networks
that provide data-path services. In prior work, only centralized
algorithms have been proposed to solve the routing problem.
However, in large deployments, centralized algorithms suffer
from scalability problems. In this paper, we present a dis-
tributed algorithm, which uses heuristics for solving the rout-
ing problem, and thus can achieve the necessary scalability.
We describe how to represent the necessary information that
nodes need to exchange and how per-flow routing decisions
are made. We also compare our algorithm experimentally to
the centralized algorithm to evaluate how well our heuristics
perform.

Specifically, the contributions of this paper are:

• A formalization of the routing problem that is encoun-
tered in networks that provide data-path services.

• A novel distributed algorithm, called Distributed Service
Matrix Routing (DSMR), that can find the optimal path
for up to one service and a near-optimal path for two or
more services.

• An extensive evaluation of this routing algorithm to
quantify the quality of approximated routes provided by
our heuristics.

The remainder of the paper is organized as follows. Sec-
tion II discusses related work. Section III presents the for-
mal problem statement and existing centralized solution. In
Section IV, we introduce our distributed routing algorithm.
Section V presents experimental results from our prototype
implementation. Section VI concludes this paper.

II. RELATED WORK

Extensions to the feature set of the original Internet archi-
tecture [1] have been proposed in many forms. Such features
have either been deployed to solve specific problems (e.g.,
network address translation to allow IP address reuse [2],
firewalls to improve security [3]) or as general concepts for
data path flexibility (e.g., active networks [4] or programmable
routers [5] or configurable protocols configurable protocol
stacks [6] an protocol heaps [7]).

To manage the complexity of these new features, an IETF
working group has attempted to define Open Pluggable Edge
Services (OPES) [8]. In such an architecture, end-systems can
specify a set of data flow operations that are implemented
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on nodes throughout the network. TCP tunnels are used to
create a multi-hop end-to-end stream. In the context of connec-
tion establishment, Guha and Francis address the problem of
traversing multiple “middle-boxes” in the current Internet [9].
While their work focuses specifically on traversing firewalls
and network address translators, it can be seen as a step
towards managing connections involving general services.

For next-generation networks, where we can consider a
deviation from the current Internet architecture [10], ourprior
work has described the concepts of network services as first-
class networking functions [11]. A more specific architec-
ture for the implementation of such services was described
recently [12]. We envision that these services could be im-
plemented on a variety of platforms ranging from worksta-
tions routers [13] to programmable routers [14] and virtu-
alized router platforms [15]. For next-generation networks,
it is important to consider network services that range from
application-layer end-system service (e.g., services in agrid
computing environment [16]) to packet processing services
on routers (e.g., data path services for the next-generation
Internet [11]) to ensure flexibility to adapt to novel network
uses that we cannot yet predict.

To address the routing problem in networks with service
nodes, Choi et al. have developed a centralized algorithm
algorithm to solve the service placement problem [17], which
was later expanded to consider capacity constraints [18].
We use this algorithm as a comparison for our distributed
algorithm. The distributed algorithm presented in our work
uses a “service matrix,” which 2-dimensional extension to
the distance vector used in existing routing protocols (e.g.,
RIP [19]).

III. N ETWORK SERVICES AND SERVICE PLACEMENT

PROBLEM

Before presenting the Distributed Service Matrix Routing
algorithm in Section IV, we first discuss network services in
more detail, formalize the routing problem, and present the
state of the art centralized solution.

A. Network Services

Network services encompass all operations that occur in the
data path of routers. Note that occasionally, the term “network
service” is used in the context of application layer services
that can be accessed via the network (e.g., access to data,
storage, or computation). We mainly focus on functionality
that is located in the data link, network, and transport lay-
ers. Examples of such services include firewalls, intrusion
detection, QoS scheduling, VPN or SSL tunneling, content
transcoding, reliable transmission, forward error correction in
wireless networks, content distribution, etc.

We envision a future network architecture, where end-to-
end connections are established with a specification of the
sequence of services that need to be performed on data that is
transmitted. This allows end-system applications to specify an
ideal configuration of network support and allows the network
to provide this support due to the explicit communication of
application needs. More details about this architecture can be

found in [11], and a concrete system design is described in
[12].

The implementation of the actual services is accomplished
via programmable routers that use network processors or other
packet processing systems to handle data plane operations.
Such programmable routers have been designed, and high-
performance embedded network processors are commercially
available. In this work, we focus on the control plane of such
network service architecture and address the question of how
to manage these data path operations in network with a large
number of processing nodes.

When considering the control plane, it is important to
note that there are two dimensions of protocol and service
composition:

• Functional Dimension: The functional dimension deter-
mineswhich components and functions are combined to
create a novel protocol stack. This leads to a sequence of
services that need to be performed along the end-to-end
communication path. Examples of such functional com-
position have been shown in the context of transport layer
protocols [20] and mobile and ad-hoc routing protocols
[21].

• Spatial Dimension: The spatial dimension determines
wherethe processing services that are related to protocol
processing are placed. The distributed nature of network
services requires that suitable processing nodes and com-
munication paths between them can be found.

In this paper, we focus on the second dimension, i.e. where
to place service processing tasks, and assume that a suitable
functional composition is given. In particular, we presenta
distributed algorithm that can exchange the necessary routing
information to allow each node to determine which services
of a connection request to process and in which direction to
forward traffic.

B. Routing Problem in Network Service Context

Routing traffic that requires various services through a
network can be divided into two subproblems: (1) determining
the placement of services (i.e., which node should perform the
processing of packets), and (2) determining the shortest path
between these service nodes. The latter – finding the shortest
path – is a well-understood problem that had been solved.
Determining which nodes should be used for services is more
challenging. We state this problem, which we call theservice
placement problem, more formally in this section.

A service placement problem is defined as follows. The
network is represented by a weighted graph,G = (V,E),
where nodesV correspond to routers and end systems and
edgesE correspond to links. Each edgeei,j that connects
nodesvi and vj is labeled with a weightwi,j that repre-
sents the communication cost (e.g., delay). Each nodevm is
labeled with the set of services that it can performum =
{Sj |serviceSj is available onvm} and the processing cost
cm,j (e.g., processing delay) of each service. Aconnection
requestis represented asR = (s, t, (Sj1 , . . . , Sjk

)), wheres is
the source node,t is the destination node, andSj1 , . . . , Sjk

is
an ordered list of services that are required for this connection.
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Given a networkG and a requestR, find a path for
the connection such that source and destination are con-
nected and all services can be processed along the path.
The path is defined asP = (EP ,MP ) with a sequence of
edges,EP , and services mapped to processing nodes,MP :
P = ((es,vi1

, . . . , evih,t
), (Sj1 → vm1

, . . . , Sjk
→ vmk

)). To
determine the quality of a path, we define the total costC(P )
of accommodating connection requestR as the sum of link
cost and processing cost:C(P ) =

(

∑

{(x,y)|ex,y∈EP } wx,y

)

+
(

∑

{(ji,mi)|Sji
→vmi

∈MP } cmi,ji

)

.
In the context of this problem statement, we make several

assumptions. We assume routes through the network can be
different for every connection (e.g., similar to source routing),
but are fixed for the lifetime of each connection. We also
assume that the type and order of services is known at
connection setup time and does not change over the lifetime
of the connection. In many cases, it is desirable to find the
optimal connection setup. We view this optimality in terms of
the least cost allocation of a single connection request.

C. Centralized Solution

To solve the problem state above, a solution has been
proposed by Choi et al. in prior work [17]. This solution is a
“centralized” solution in the sense that it requires a complete
view of the network in order to optimally allocate a connection
request. The main idea is to represent the network as a graph
with multiple layers, where each layer indicates which service
of the request has already been processed. A single cost metric
for both communication and processing is used. The optimal
path can be found by simply employing Dijkstra’s shortest
path algorithm on the multi-layer graph and mapping it back
to the original network.

The construction of this so-called “layered graph” is done
as follows: To route a requestR = (s, t, (Sj1 , . . . , Sjk

)), a
total of k + 1 instances of the original network are used to
represent the graph layers. The top layer (layer0) is used for
communication before serviceSj1 is performed. The next layer
(layer 1) represents communication that is performed after
serviceSj1 (and before serviceSj2) is completed. Layersi−1
andi are connected with vertical edges on all nodesvm, where
serviceSji

processing is possible (i.e.,Sji
∈ um). The costs of

these vertical edges arecm,ji
, which correspond to the cost of

processing serviceSji
on nodevm. Vertical edges are added

between allk + 1 layers. Then, using Dijkstra’s algorithm,
the shortest path is calculated from the layer 0 instance of
source nodes to the layerk instance of destination nodet.
The resulting path provides the least cost connection from the
source to the destination while ensuring that all services are
performed in sequence (due to vertical edges). To obtain the
final path in the original network, all nodes and edges are
projected onto a single instance of the network. Vertical edges
in the path correspond to service placements and horizonal
edges are used to connect the path. An example of a layered
graph solution for the problem shown in Figure 1 is shown in
Figure 2.

As has been shown in [17], the layered graph approach
provides an optimal solution when services are requested ina
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Fig. 1. Example Topology for Service Placement Problem.
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Fig. 2. Layered Graph Algorithm Solution forR = (s, t, (S2, S1, S4, S3)).
The total cost of the path is 17.

given order and a single cost metric for communication and
processing is used. Also, link capacities and processing capac-
ities are considered to be unconstrained. In case of capacity
constraints, the routing problem becomes NP-complete and
heuristics can be applied [17]. The computational complexity
of the layered graph algorithm is simply that of Dijkstra’s
algorithm on the layered graph. Since it containsO(k) times
as many nodes and edges as the original graph, the complexity
is O(k(|E| + |V |) log(k|V |)).

There are several fundamental limitation of the layered
graph algorithm that limit its scalability to large network
deployment:

• All nodes require a complete view of the network includ-
ing all links and nodes.

• For each routing request a different layered graph may
need to be constructed and a shortest path algorithm needs
to be calculated.

To address these issues, we present a distributed algorithmthat
can solve the service placement problem.
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IV. D ISTRIBUTED SERVICE MATRIX ROUTING

ALGORITHMS

A centralized solution in the form of the layered graph
algorithm requires global knowledge about all links and nodes
in the network. This approach is not scalable and thus is
difficult to be implemented on a large network topology.
Furthermore, the centralized solution is not compatible with
the concept of “hierarchical topologies,” where groups of
nodes are organized into Autonomous Systems (ASs) and
detailed topology information from inside an AS is not visible
to other ASs. Instead, we show that a decentralized solution,
in form of the Distributed Service Matrix Routing (DSMR)
algorithm presented in this section, is more suitable for large
and hierarchical networks.

We structure our discussion of DSMR, by distinguishing
between routing exchange operations, where information per-
tinent to routing and service placement is exchanged between
routers, and request routing operations, where connection
requests (and thus traffic) are routed. First, we describe the
general concepts of our algorithm.

A. Service Placement as Dynamic Programming Problem

To illustrate the challenges of routing in a service network,
consider a very simple scenario: Two end-systems are con-
nected through a sequence of routers such that there is only a
single path connecting them. A connection setup request that
asks for a sequence of services to be performed along the way
is issued. As the connection request traverses the path, how
can a router determine if it should perform a service or if it is
better to pass the service request to a downstream router that
may be able to perform it at lower cost? In particular, how can
this question be answered without having a complete view of
the network?

We have discovered that a solution to this problem can be
obtained by using a dynamic programming approach similar
to what Bellman proposed for shortest path routing [22]. Let
cj1,...,jk
v (t) denote the cost of the shortest path from nodev to

node t where servicesSj1 , . . . , Sjk
are performed along the

way. For shortest path computation (i.e., no services), we use
the notationc−v (t). Thus, a nodev can determine the least
cost path by considering to processi (0 ≤ i ≤ k) services
and forwarding the request to any neighboring nodenv (nv ∈
{x ∈ V |ev,x ∈ E}):

cj1,...,jk
v (t) = min

0≤i≤k

(

i
∑

l=1

cv,jl
+ min

nv

(

wv,nv
+ cji+1,...,jk

nv
(t)
)

)

.

(1)
The argumenti on the right side determines how many of
the k services that need to be performed should be processed
on nodev. Note that if i = 0, no service is processed. The
argumentnv determines to which neighbor ofv the remaining
request should be sent.

B. DSMR Implementation

Using the above solution, we can design a distributed dy-
namic programming algorithm to solve the service placement
problem.

v�
v� - S� S� ...

destinations
c

��(v�)c�(v�) c
��(v�)

c
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��(v�) ......
.
.
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Fig. 3. Service Matrix Data Structure.

1) Routing Exchange:Clearly, a distributed solution to
this problem requires that nodes exchange theirc∗v(∗) values
(‘*’ represents any service sequence or any destination) to
neighboring nodes (similar to how it is done in RIP for
distance vector routing [19]). To capture this information, we
define a control plane data structure called “service matrix”
(see Figure 3). This matrix is a two-dimensional extension of a
distance vector, where the second dimension is an enumeration
of all possible services. As in distance vector routing, thefirst
dimension is a list of destinations (or destination prefixes).

For the routing exchange, each node advertises its service
matrix to its neighbors. Thus, all nodes can collect allc∗n(∗)
values from their neighbors and thus solve Equation 1 to
populate their own service matrices.

2) Request Routing:When handling connection routing and
setup, a requestR = (s, t, (Sj1 , . . . , Sjk

)) is propagated from
s to t. A nodev along the path needs to determine from its
service matrix which servicesSj1 , . . . , Sji

should be processed
locally. This can be done simply by looking upc

Sj1
,...,Sjk

v (t).
Rather than having to compute Equation 1 for each connection
request, we assume that the control plan precomputesc∗v(∗)
and the corresponding number of local servicesi and next
hop nv. Additionally, the list of nodes where services are
allocated,vm1

, . . . , vmk
, can also be stored (and exchanged

with neighbors).
Using a simple lookup into the service matrix, a node can

determine that it should allocatei services to itself and pass
a request for the remaining services along to its neighbornv

(i.e., R′ = (s, t, (Sji+1
, . . . , Sjk

))). By the time the request
reachest, all services (except for those that may be optimally
placed ontot) are allocated to nodes along the path.

3) Practical Constraints:DSMR provides the globally op-
timal path and service allocation under the following assump-
tions:

• The information exchange between routers has converged
to stable service matrices.

• All possible service sequencesSj1 , . . . , Sjk
are listed in

these service matrices.
The first point has been sufficiently addressed in the context

of shortest path routing and, for the purpose of this paper,
we assume that all routes are stable. The second point is
more critical for a practical implementation. If there are|S|
different services available in a network and all of them could
be combined arbitrarily to service request of maximum length
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Fig. 4. DSMR Approximation and Path Bounds.

kmax, a total of ofO
(

|S|kmax
)

columns would be required
in the service matrix. Clearly, that does not provide a levelof
scalability necessary for large networks.

To address this problem, we discuss an approximate solution
to the placement problem, where only the routing information
for no services or single service (i.e.,|S| + 1 columns in the
service matrix) are necessary.

C. Approximate DSMR

To reduce the size of the service matrix, we can use an
approximation that requires only information about the optimal
placement of single services, no matter what sequence of
service are requested. The idea is illustrated in Figure 4 for a
sequence of three services.

The approximate DSMR algorithm processes the sequence
of services from requestR = (s, t, (Sj1 , . . . , Sjk

)), from back
to front. First, the optimal path betweens and t for Sjk

is
determined. SinceSjk

is a single service, it’s optimal path and
allocation to nodevmk

can be determined from the reduced
service matrix, which contains only|S|+1 columns. This step
corresponds to placingS3 in Figure 4. WithSjk

placed, the
same service matrix can now be used to determine where to
placeSjk−1

along a path froms to vmk
. This step corresponds

to placing S2 in Figure 4. The process is repeated until all
services have been placed.

Using this approximate placement algorithm, a node
can compute an upper bound for the optimal path cost
C(P opt): The upper bound path,P+, is the path that
is determined by the approximate DSMR algorithm. Its
cost is the sum of all paths for individually placed ser-
vices minus the redundant portions of the path. Thus,
C(P+) =

∑k−1
i=1

(

c
Sji
s (vmi+1

) − c−s (vmi+1
)
)

+c
Sjk
s (t). Since

c
Sji
s (vmi+1

) > c−s (vmi+1
), the sum within the expression

yields a positive cost.
An important question is how tight the upper bound is, since

it determines the quality of the approximate DSMR algorithm
compared to the optimal solution (provided by either DSMR
or the layered graph algorithm).

V. EVALUATION OF DSMR

We evaluate DSMR and approximate DSMR in comparison
the to the centralized layered graph algorithm to quantify their

TABLE I
TIME AND SPACE COMPLEXITY OF ALGORITHMS

Algorithm Time (route lookup) Space
Layered graph O(k(|E| + |V |) log(k|V |)) O(k · (|E| + |V |))

DSMR O(1) O
(

|S|kmax · |V |
)

Approximate DSMR O(k) O(|S| · |V |)

effectiveness in solving the service placement problem. For
the entire evaluation, we assume that approximate DSMR
maintains a service matrix for single services (i.e.,k + 1
columns).

A. Algorithmic Complexity

The time and space complexity of DSMR is compared
to the layered graph algorithm in Table I. The centralized
layered graph algorithm requires a significant amount of time
to perform a route lookup since it needs to create the layered
graph on demand and compute the shortest path. In contrast,
DSMR requires only constant time to perform a lookup since
the service matrix contains the optimal path for all possible
destinations and service combinations. However, the data
structure size for DSMR is prohibitively large. Approximate
DSMR strikes a good balance between lookup time and space
requirement. It’s lookup time is proportional to the numberof
services. The service matrix data structure is also small and
proportional in size to the number of services and destination
nodes. This comparison, again illustrates the benefits of using
a distributed algorithm over a centralized algorithm, but also
highlights the need for using approximate DSMR over the
original DSMR to limit space requirements.

B. Simulation Results

To quantify the quality of approximate DSMR compared to
the optimal DSMR or layered graph, we built a prototype of a
network with 14 ASs (56 nodes) on Emulab and implemented
the approximate DSMR for routing between these ASs. These
results are compared with results from a corresponding sim-
ulation of the same topology which uses layered graph for
routing. Each of the nodes is capable of performing between
zero and four different types of services. After the service
matrix exchange has stabilized in the emulab prototype, we
evaluate approximate DSMR by iterating through connection
requests from all possible sources to all possible destination
using all possible service combinations. The same requests
are issued to the simulation of the layered graph algorithm.
This process allows us to obtain the cost of the upper bound,
C(P+) (i.e., the cost of the path that approximate DSMR
calculates), and the cost of the optimal path,C(P opt) (i.e.,
the cost of the layered graph result).

1) Correctness of DSMR:Figure 5 shows the optimal path
costC(P opt) on the x-axis and the approximate DSMR path
cost C(P+) on the y-axis. Each data point represents one
connection request. In Figure 5(a), we can see that fork =
0 and k = 1, C(P+) = C(P opt) as all points fall on the
diagonal. Thus, for zero or one service, approximate DSMR
indeed provides the optimal solution as we expect. This results
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Fig. 5. Quality of Approximate DSMR Compared to Optimal Path for
Requests with Different Numbers of Services.

validates that the service matrix exchange (i.e., DSMR) is a
correct substitute of the layered graph program.

2) Approximation at Source:Figure 5(b) and 5(c) show the
quality of approximate DSMR routes for two or more services
(k = 2 and k = 4) compared to the optimal centralized
algorithm. As expected, we observe thatC(P+) ≥ C(P opt).
With more services (k = 4), the distance from the diagonal
increases for some solutions, indicating the approximation
decreases in quality. However, numerous solutions remain
close to the optimal path.

We can quantify how many requests are served how well by
considering the cumulative distribution function (CDF) shown
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Fig. 7. Example Path For Layered Graph and Approximate DSMR Algo-
rithm. Approximate DSMR may improve the path quality as request traverses
the network. Computation cost is1 for all services.

in Figure 6. The x-axis shows the relative cost the approx-
imate DSMR solution relative to the optimal path cost (i.e.,
C(P+)/C(P opt)). We can see that for two services, around
68% of requests are routed with identical cost as the optimal
solution. More than 95% of the requests are less than 50%
more costly than the optimal path (i.e.,C(P+)/C(P opt) ≤
1.5). For four services, these percentages drop as it becomes
more difficult to find the optimal path by approximation. Still,
nearly 30% of requests are routed optimally, and 95% are less
than double the optimal cost.

3) Approximation Along Path:The above results consider
the quality of the path when comparing the view of the
source node with the overall optimum. However, connection
requests are passed from node to node. Along this process,
the path quality may be improved. This effect is illustrated
in Figure 7, where the optimal path for a connection request
is compared to two approximate DSMR solutions. The first
DSMR approximation is the path determined by the source
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Fig. 8. CDF of Approximate DSMR Path Cost to Optimal Path Cost for
Different Path Lengths and four Services (k = 4).

(i.e., node 41), which has a cost ofC(P+) = 80. When
the connection request is passed to the next node (i.e., node
44), the new approximate DSMR computation yields a better
path with C(P+) = 76. Thus, the solution provided by
approximate DSMR at the source really is a bound and may
improve as requests traverse the network.

To further illustrate the improvement of routing as a request
gets closer to the destination, Figure 8 shows the CDF for
four services for different path lengths (counted in hops).
We observe that short paths are more frequently close to
the optimal path, whereas longer paths are less likely to be
optimal. However, in the vast majority of all cases, the relative
cost is less than 2 (i.e., (C(P+)/C(P opt) ≤ 2).

It is important to note that an approximation of an optimal
path that yields nearly 2× longer paths would be unacceptable
in the current Internet. Since only shortest path routing (with-
out any services) is currently used, optimality in finding the
path is expected. However, when multiple services are required
for a connection, longer paths and less tight approximations
are acceptable. It may be acceptable to route a connection
along a longer path in order to avoid the heavy computational
overhead that finding the optimal solution with the layered
graph algorithm would entail.

VI. CONCLUSIONS

In next-generation network architectures, services in the
data path will be used to provide a diverse set of packet
processing features. Network will need to be able to route
connection requests such that nodes along the path can provide
the requested service combinations. We present a novel dis-
tributed algorithm to solve the problem of finding optimal and
approximate routes. Distributed Service Matrix Routing can
find the optimal routes with a constant-time lookup in a data
structure that may be very large depending on the number of
services. Our approximate Distributed Service Matrix Routing
algorithm can provide near-optimal routing information with
significantly less space requirements and only a small increase
in processing complexity. Our evaluation results show that
the quality of the approximation is such that the majority
of connection requests (for two services) still is routed along
the optimal path. We believe that this algorithm provides an
important step towards making network architectures with data
path services a practical reality.
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