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Abstract—Detecting anomalies during the operation of a anomaly trees; and (3) results from a prototype system based

network is an important aspect of network management and on an Intel IXP2400 network processor that illustrates the
security. Recent development of high-performance embedded detection accuracy of MPAD systems.

processing systems allow traffic monitoring and anomaly detec- Th ind f thi . ized foll
tion in real-time. In this paper, we show how such processing € remander o IS paper IS organized as follows.

capabilities can be used to run several different anomaly detection Section 1l discusses related work including some anomaly
algorithms in parallel on thousands of different traffic subclasses detection algorithms that we use in our system. Section llI
The main challenge in this context is to manage and aggregate describes the overall MPAD architecture. Section IV présen

the vast amount of data generated by these processes. Wey ,r hormalization and aggregation process. Results from ou

propose (1) a novel aggregation process that uses continuous - ) -
anomaly information (rather than binary outputs) from existing prototype system are shown in Section V. Section VI summa-

algorithms and (2) an anomaly tree representation to illustrate izes and concludes this paper.
the state of all traffic subclasses. Aggregated anomaly detectio
results show a lower false positive and false negative rate than Il. RELATED WORK
any single anomaly detection algorithm. _ There exists an extensive body of work on anomaly detec-
Index Terms—Network measurement, anomaly detection, data tion algorithms. These algorithms use different types &frin
aggregation, network processor. . ' !
mation from the packet stream: Holt-Winter uses a volume-
based forecasting model [2]; Barford et al. use frequency
information to determine anomalies from a signal procegsin
One important goal of passive network measurement is goint of view [3]; Gu et al. have proposed a maximum-entropy-
monitor the operational characteristics of a network. Diatg  based anomaly detection algorithm [4]; Lakhina et al. [4] as
anomalies in network traffic is one of the key functionalsubspace method to identify anomalies in byte counts, packe
ities of a measurement system in this context. Anomaliggunts, and IP-flow counts; Siris and Papagalou [6] present
can arise from a number of different causes, ranging fromstatistical anomaly detection algorithm that identifi&NS
benign changes in traffic patterns (e.g., routing changesIn flooding attacks using adaptive threshold and cumulative. su
networking applications and protocols) to malicious deafa We use several of these algorithms in our MPAD prototype.
service attacks or intrusion attempts (e.g., TCP SYN astackVhile most algorithms consider anomalies in terms of traffic
port scans). To detect such changes, numerous anomaly ii#ume, there are also anomalies caused by transmission
tection algorithms have been developed. However, pralticatiming and packet header values [7], which we do not consider
all existing algorithms are limited in what anomalies they ¢ in this work.
detect.
To expand the capabilities of anomaly detection, we present  !ll- PARALLEL ONLINE ANOMALY DETECTION
a system that can implement multiple anomaly detection-algo Before describing the system design of our massively paral-
rithms that monitor a large number of traffic classes in paltal lel anomaly detection node, we briefly discuss our motivatio
Such a massively parallel anomaly detection (MPAD) systefor online operation and parallelism.
has become technologically feasible in recent years as high ) _ )
performance embedded multi-core network processors hdveOnline Operation and Parallelism
been developed and used for online passive measurement [1An online anomaly detection system must be able to process
A key capability of this system is to monitor traffic forall observed traffic in real-time in order to inform the user
anomalies in real-time (i.e., online, as traffic traver$esrtode, of anomalies during online operation. This leads to strict
rather than processing trace files offline). performance requirements on how quickly processing needs
Our contributions towards making such MPAD systemsta be complete before the next packet arrives, but it also
reality are: (1) a normalization and aggregation proceas tisimplifies the system design. It is not necessary to colledt a
effectively combines and interprets the results from midti transfer large trace files (which can easily amount to tens of
different anomaly detection algorithms; (2) a visualiaatof Gigabytes per hour for headers alone) from the measurement
anomaly levels in different traffic classes through the uke node to a storage facility for off-line processing. Insteaily

I. INTRODUCTION
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Fig. 1. Data Flow Through MPAD Node
the summary information of the anomaly detection process is IV. NORMALIZATION AND AGGREGATION

reported to the user. _ _ _ With a general understanding of the MPAD architecture, we
One drawback of such an approach is that most informatigg,y turn towards the key technical challenge: how to aggre-

about the network traffic is not retained in the summary mfobate information from multiple anomaly detection algarith
mation provided by the anomaly detection system. Therefalgy how to visualize this information.

it is crucial that the anomaly detection system considers as
many characteristics of the network traffic as possiblethier A. Continuous Anomaly Metric

purpose, we exploit two dimensions of parallelism in angmal \when using multiple different anomaly detection algo-
detection: rithms, it is important to consider how outputs from diffiere
« Parallelism across multiple anomaly detection algorithmalgorithms can be aggregated into a single metric. Existing
The MPAD node implements several existing anomalyigorithms typically yield a binary decision (i.e., & fif an
detection algorithms that analyze traffic in parallel tanomaly is detected an@’‘if not). One could aggregate such
leverage their capabilities and to make aggregate debinary outputs by using majority decision or similar binary
sions. functions. However, we believe that such an approach is too
o Parallelism across multiple traffic subsets: The MPARoarse.
node applies all anomaly detection algorithms to numer- Instead, we observe that practically all anomaly detection
ous different subsets of traffic to detect targeted anomaliglgorithms use continuous metrics internally, before yippla
that would be difficult to notice in the overall traffic.  threshold and generating the binary output. Thereforesgsy
We focus on finding anomalies that can be characterized &yn uses these continuous metrics for aggregation andeappli
changes in traffic volume and occur in conventional subdetstbe threshold as late as possible (e.g., just before theubutp
traffic (e.g., TCP SYN packets, traffic with certain port rasg as shown in Figure 1). Since different algorithms use cffier
etc.). It would be conceivable to extend MPAD and attemternal metrics, it is crucial to normalize these metriegobe
finding new anomalies by randomized search over new trafiggregation. This normalization process is explained afte
subsets, but this is beyond the scope of this paper. introduce the necessary notation.

B. MPAD Node Design B. Notation

The architecture of our MPAD node design is shown in The anomaly detection algorithms we consider in this paper
Figure 1. After packet headers are captured from the madtoruse traffic volume information to determine anomalies. Thus
link, a packet classification module divides traffic intofelient we denote the packet count during the intefval+7) with ¢f
subsets. Any given packet may belong to multiple subsets. Ktpacket count”). We assumeto be a fixed time interval (e.g.,
each subset to which the packet belongs, all anomaly detecti=1 second). The packet classifier classifies these packets into
algorithms process the packet. The outputs from all algorst one or more ofs different traffic subsets;, 1 <i <s.
are normalized and aggregated. The aggregated informiation The packet count for each subsetcfs The MPAD system
used to visualize the state of the network traffic and to yotitisesa parallel anomaly detection algorithras;, 1 < j < a.

users of anomalies. These algorithms use some metrig; ;, that determines the
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interval [¢, ¢+ 7). For most algorithms, this metric is based on

a prediction of traffic volume (in number of packets},;, Fig. 3. Anomaly Tree Example. Dashed lines indicate nodes mows to
that is considered “normal.” This prediction is based on thge user.

history of previous packet countéﬁ, tr < t. Once the actual

packet count¢!, for this interval is available, it is compared o

to the predictionp! .. The continuous anomaly metric is then Finally, the aggregated anomaly metric is compared to

mi =ct/p ., which relates the actual packet count to th@ threshold,¢”, to make a binary decision regarding the
predicted volume. occurrence of an anomaly. This information is provided to

the user via report! with
. . . . 0, if gt <0*
Before aggregating the anomaly metrics from all algorithms ri= { Ui th> o 3
we need to normalize them to ensure equal influence on ’ =0
the aggregate value. We normalize to an intefgall] with
0 representing no anomaly td representing an anomaly.D. Visualization
We define a normalization functiony, that provides the
normalized anomaly metricz,;?’j, for algorithmj and subset
at timet:

C. Normalization and Aggregation of Algorithm Outputs

The normalization and aggregation process reduces the
amount of information for each traffic subsé from a
continuous valueSn@j, 1 < j < a) to a single binary
anomaly report!. For a system that monitors a large number
of traffic subsets (in the order of thousands), this amount of
Parametery; determines the shape of the normalization funéaformation may still be too much for a user to understand.
tion. We use this parameter to adjust the normalized intensThus, we use a graphical representation that we call “anpomal
metric such that optimal separation between anomalies andtree.” The tree structure relates all traffic subs§tsto tree
anomalies occurs exactly in the middle of the ran@e..1] nodesV;, where V; is placed into the subtree below;
at 6*=0.5 for o = ’;—7 (as illustrated in Figure 2). if S; € S;. Each tree node contains the normalized and

We have explored other normalization function (e.gaggregated anomaly metrig/. For the visualization of the
N(m, o)=max(1 —e~*™™ 0), N(m,a)=1—e"l*mm) pbut anomaly tree we use the following rules:

the function shown in Equation 1 provides the best overall, Node visibility: By default, nodes are hidden. A Notie

1
nfj =N (m;ﬁaj) = min(1, max(0, 3 a;-m)). (1)

performance. is shown if (1) the anomaly metric is high enough to have

With the availability of this normalized anomaly indicator caused an anomaly report (i.e/{=1) or (2) the subtree
we can aggregate; ; across all algorithmsd;. We use the below nodeV; contains a node for which (1) applies.
aggregation functiortz to determine the aggregated anomaly  Only nodes that are anomalous and their path to the root
intensity g! across alla algorithms for subset at time ¢. node are shown.

We have evaluated arithmetic mean, geometric mean, median, Node coloring: The color intensity of the node is pro-

mlnlmum, maXimUm, etc., but fOUnd the fOIIOWing linear portiona| to the aggregated anoma|y me?ﬂc Co|0ring
combination of maximum and arithmetic average to be most gjjows for quick identification of anomalous nodes, the

effective (as suggested in [8]): level of anomaly, and relationship between anomalous
e node.
90 =G (nipnia) =5 | - > nl;+maxn!; |. (2) The treeis dynamically updated every intervalAn example
, : a g Tmaxn;

j=1 of an anomaly tree is shown in Figure 3.



TABLE |
PACKET TRACES USED INEXPERIMENTS

Trace | Source Trace Duration| Anomaly Type Description
Persistent low packet rate traffic from |5
T Los Nettos Trace 4 [9] 439 sec TCP SYN flood sources targeting single victim IP on 4 ports.
Persistent traffic of different intensities from
TCP SYN large number of sources targeting a single
port on 7 victim IPs.
Ty Los Nettos Trace 18 [9] 1057 sec TCP No-Fla High intensity attack targeting single IP on
9 65530 ports from 788820 sources.
Persistent flooding of 3 ports on a single |P
UDP flood from 5 source IPs and 250 source ports.
Persistent traffic of different intensities from
TCP SYN a large number of source IPs targeting djf-
T3 Los Nettos Trace 29 [9] 956 sec ferent ports on 5 victim IPs.
UDP flood Persistent flooding of 4 victim IPs fron]
large number of sources.
Single IP scans HTTP port on a large num-
Ty Code Red Il [10] 248 sec TCP SYN portscan ber of victim IPs.
. Single IP flooded by a large number of
Ts MIT Lincoln Labs DDoS [11] | 6167 sec TCP RST flood spoofed source IPs.
V. EVALUATION Thus, the MPAD system receives traffic that is identical to

We have implemented a prototype MPAD node to evaluafe realistic online scenario while ensuring that results are

the effectiveness of parallel anomaly detection. reproducible. _
3) Labeling Methodology: In order to quantify the detec-

A. Experimental Setup tion accuracy of MPAD, we need to determine manually when
1) Prototype System: Our prototype is based on an on-2anomalies occur in the traces we use. We have labeled each

line measurement node that we have developed on an IrftBle interval of each trace by comparing the packets in the
IXP2400 network processor platform [1]. The system uséce with the verbal description of the anomaly (shown in
multiple data path processors to classify packets and apda@ble I). If during any interval ofr=1 seconds any packets
packet counts for each monitored subset of traffic. TheBgatch the anomaly description, that interval is labeled as
packet counts are stored in shared SRAM. At fixed intepnomalous. This labeling is then compared to the output
vals of 7=1 second, the XScale control processor reads tfi®m the MPAD system.

appropriate SRAM locations and computes ;, n; ;. gf,

andr!. The resulting summary information gf andr* can B. Results

then be transmitted to the user via a socket interface. Whilel) Metrics over Time: We start the presentation of results

it is conceptually possible to implement all functionalty \ith an jllustration of the operation of the MPAD system over
computing summary information and generating the anomgfy,e Figure 4 shows the main steps of the MPAD system for
tree on the embedded control processor on the 1XP2400, ®HceT. Since tracd’; consists of TCP SYN attacks, we only
current prototype .stiII performs some computations Oﬁ"”(i’iscuss the TCP SYN traffic subset, denotedasy. The top
(e.g., tree generation). _ _ graph in Figure 4 shows the TCP SYN packet coufy, v,

_ The a=5 different anomaly detection algorithms that Weyng the manual classification into normal and anomalous time
implement in our prototype are (with examples where the§geryals. The middle graph shows the normalized anomaly

algorithms have been used in practice): metrics, nf, y ;, provided by the five anomaly detection
« HW: Holt Winter Forecasting Model (e.g., [2]). algorithms we have implemented on the prototype system.
« ADAP: Adaptive Threshold Algorithm (e.g., [6]). The bottom graph shows the aggregate anomaly metfic,,.
o AVG: Average over Window (e.g., [12]). Also shown are the binary classification results, , indi-
« EWMA: Exponential Weighted Moving Average (e.g.cating by color if an anomaly is reported. In this example, th
[13)). MPAD system yields a false positive rate of 4.4% and a false
o« CUSUM: Cumulative Sum Algorithm (e.g., [14]). negative rate of 3.3%.

At runtime the system monitors a total 2031 subsets of ~ 2) Normalization Parameters: For each algorithmd;, we
traffic including subsets that distinguish UDP and TCP, TCieed to determine the best normalization function shape pa-
flags (e.g., SYN, RST), and port numbers (as done in [4]). rametera;. The results for each trace are shown in Table I.

2) Traces. We evaluate the performance of our prototyp®/e can observe that most parameter values for a given
system by comparing its ability to identify anomalies inlpggtc algorithm are similar across different traces. The agdesga
traces with known anomalies. We use the traces shown garameters used in the MPAD implementation are obtained
Table |, where each trace is played back udimgr epl ay. by averaging across traces.
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Fig. 4. Behavior of Metrics Over Time.

TABLE I
NORMALIZATION PARAMETER «j FOR ALL ALGORITHMS AND TRACES. ALL SUBSETS THAT TRIGGER ANOMALIES ARE SHOWN THE AGGREGATE
NORMALIZATION PARAMETER o (USED IN THE AGGREGATION FUNCTIONG) SHOWS THE AVERAGE OFx; ACROSS ALL TRACES

Algorithm Normalization Parametex ; Aggregate
T Ty T3 Ty Ty Normalization

j | name Ssyn | Ssyn | Srst | Snorrag | Supp | Ssyn | Supp | Ssyn | Srsr | Parameten?
1| HW 0.95 0.95 0.99 0.94 0.97 0.88 0.97 0.74 0.93 0.927
2 | ADAP 1.12 1.14 1.16 1.11 1.12 1.11 1.15 0.63 1.12 1.075
3 | AVG 0.95 0.96 0.98 0.94 0.96 0.94 0.97 0.57 0.95 0.915
4 | EWMA 0.98 0.99 0.99 0.97 1.01 0.95 0.98 0.61 0.98 0.940
5 | CUSUM 1.39 1.22 1.03 1.23 1.18 1.49 1.09 2.86 2.27 1.529

3) Detection Performance of MPAD: The key question any given algorithm. The differences in these error rates ar
about MPAD is if the aggregated anomaly metric indeeshown in percentage in the last row. The median improvement
provides better detection performance than individuabalgis a 10.0% lower false positive rate and a 37.9% lower
rithms. To answer this question, we compare receiver operatfalse negative rate. These results show that MPAD provides
characteristic (ROC) curves. An ROC curve is an illustratiosignificantly better detection accuracy than any singlevzalp
of the sensitivity of a binary classifier (i.e., anomaly d¢ittn  detection algorithm.
algorithm) for different threshold values (i.#@) [15]. The x-
axis shows the false positive rate and the y-axis shows the
true positive rate. The point along the ROC curve that is most
ir!teresting_ to us is where dista_mce bgtv\_/een the curve and theye pave discussed the design of a massively parallel
diagonal (i.e., random guess) is maximized. anomaly detection system that analyzes traffic in real-time

Figure 5 shows the ROC curves for all individual algorithmand can detect anomalies by using multiple existing anomaly
(using the best possible parameters shown in Table Il) amd ttetection algorithms in parallel. The evaluation of ourtpro
ROC curve for the MPAD system using aggregated parametdsgpe implementation on an Intel IXP2400 network processor
We observe that MPAD outperforms any individual algorithnmshows the effectiveness of this approach as the MPAD system
even though a single set of parameters is used for all tracgsovides false positive rates and false negative ratesateat
significantly lower than those of any single algorithm.

VI. SUMMARY AND CONCLUSION

To quantify this improvement in classification quality ireth
MPAD system, we show the false positive and false negative
rate in Table Ill. Entries shown in bold are the lowest false ACKNOWLEDGEMENTS
positive or false negative rates achieved by any algorithm.
Except for the false negative rate fél's subsetSgy y, the This material is based upon work supported by the National
MPAD system provides lower Type | and Type Il errors thaBcience Foundation under Grant No. CNS-0325868.
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Fig. 5.  ROC Curves Comparing Detection Performance for Alc&saand All Anomalous Traffic Subsets.

TABLE Il
FALSE POSITIVE RATE / FALSE NEGATIVE RATE OF INDIVIDUAL ALGORITHM AND MPAD SYSTEM.

Algorithm False Positive Rate / False Negative Rate
Ty P T3 Ty 15
j | name Ssy N Ssy N SRsT Snorrac | Supp Ssy N Supp Ssy N SRsT
1| HW .085/.115| .188/058 | .365/.056 | .146/.043 | .107/.230| .210/038 | .364/.017 | .093/000 | .117/.147
2 | ADAP .237/082 | .225/.102| .243/.493| .182/.109 | .255/.264| .170/.157 | .212/.247| .047/.079| .090/107
3 | AVG .240/082 | .226/.102| .253/.493| .187/.116 | .259/.272| .185/.152| .221/.247| .018.074 | .092/.109
4 | EWMA .233/.115| .277/.069| .409/.279| .136/.167 | .375/.145| .214/.114| .390/.086 | .035/.064 | .076.121
5 | CUSUM | .057.156 | .046.105 | .029.000 .060.036 .050.017 | .058.095 | .020.011 | .041/.118 | .092/.282
MPAD .044/.033| .043/.036| .027/.000| .052/.025 | .047/.009| .055/.000| .018/.011| .000/.053| .066/.004
Improve- 22.8%/ 6.5%/ 6.9%/ 13.3%/ 6.0%/ 5.2%/ 10.0%/ 100.0%/ | 13.2%/
ment 59.8% 37.9% 0% 30.6% 47.1% 100.0% 0% -100.0% 96.3%
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