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Abstract—Novel network architectures with distributed service
components on both routers and end-systems have been proposed
to provide the necessary flexibility in the next-generation Internet.
Such architectures allow services to be composed along the data
path to satisfy different communication requirements. A major
operational challenge in such systems is to determine where to
perform the required services along the data path. This problem,
which we call as the “service placement problem’ is proven to be
NP-complete when considering resource (e.g., link and processing
capacity) constraints. In this paper, we present an evaluation of
several existing and newly developed heuristic algorithms for
solving the problem. We explore the quality of the achieved
placement in terms of effective use of system resources, end-to-
end delay, connection drop rate, and load balancing. Our results
show the design trade-offs of these different algorithms.

I. INTRODUCTION

The current Internet architecture has been vastly successful
in providing simple end-to-end connectivity. However, this
architecture also shows its inherent shortcomings of not being
able to adapt to the increasing diversity of systems, protocols,
and data communication paradigms. To address these prob-
lems, the network research community is in the process of
designing new networks architectures for the next-generation
Internet [1].

In the context of next-generation network architectures, we
have proposed and developed the concept of a network service
architecture [2]. In this architecture, the network provides pro-
cessing services in the data path of packets. Connections can
request a custom sequence of services to achieve the necessary
communication functionality. Examples of such services are
any form of packet processing in the data or control plane (e.g.,
VPN, firewalls, IDS, NAT, web switching, multicast, payload
transcoding, encryption, etc.).

A major challenge in this network architecture (as well
as in any other architecture where traffic needs to traverse
nodes that provide specific functionality) is to determine a
suitable routing solution. Traffic does not simply follow the
shortest path, but needs to be routed across nodes where certain
services are available. Considering the cost of both commu-
nication and service processing is essential when optimizing
for the least-cost path. We call the problem of determining
where service processing takes place and how traffic is routed
between these nodes the “service placement problem.” This
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problem is known to be NP-complete when considering re-
source constraints and several heuristic approaches have been
proposed.

In this paper, we explore the service placement problem.
We present a novel heuristic algorithm for solving the problem
and evaluate this and several existing algorithms extensively.
Specifically, the contributions of our paper are:

« A novel service placement algorithm (service step search)
that can achieve good mapping results under resource
constrains.

« A prototype implementation of service step search and
two other existing service placement algorithms (random-
ized mapping and layered graph) on a single platform.

e A detailed comparison between all three algorithms to
determine quantitative tradeoffs in terms of mapping
quality and resource utilization.

Our results show that our proposed service step search al-
gorithm performs particularly well in resource constrained
networks, where as the layered graph algorithm is less compu-
tationally demanding and more suitable for networks without
resource constraints.

The remainder of the paper is organized as follows. Sec-
tion II discusses related work. Section III formalizes the
problem statement. Mapping algorithms are introduced in
Section IV. Evaluation results are presented in Section V.
Section VI summarizes and concludes this paper.

II. RELATED WORK

Configurability in the data path functionality of networks
has been suggested in our own work [2] as well as on
end-system protocol stacks [3]. An efficient implementation
of such network architectures can be achieved with pro-
grammable routers [4], [5] or virtualized router platforms [6].

The related service placement problem has been described
in the context of active networks by Choi et al. in [7]. When
considering processing and link bandwidth constraints, it has
been shown in [8] that the problem of finding the optimal
solution for even a single connection can be reduced to the
NP-complete traveling salesman problem.

A distributed solution to the (unconstrained) service place-
ment problem has been explored in our recent work [9],
[10]. Such a distributed solution could be used for inter-
AS routing for service placement. However, since a scalable
solution inherently requires a “limited view” of the network,
a centralized solution is more desirable for intra-AS routing.
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Fig. 1. An Example of the Service Placement Problem. Communication
costs and processing costs are unit cost. Processing complexities are 1
instruction/byte.

III. SERVICE PLACEMENT PROBLEM

The service placement problem is stated as follows.
The network is represented by a weighted graph, G =
(V,E), where nodes V' correspond to routers and end sys-
tems and edges EF correspond to links. A node v; is la-
beled with the set of services that it can perform u; =
{Sk|service Sy, is available on v;}, the processing cost c;
(e.g., processing delay) of each service, and the node’s total
available processing capacity p;. An edge e; ; that connects
node v; and v; is labeled with a weight d; ; that represents
the link delay (e.g., communication cost) and a capacity /; ;
that represents the available link bandwidth. A connection
request is represented as R = (vs, v, b, (Skys---, Sk, ))s
where v, is the source node, v; is the destination node, b is
the requested connection bandwidth, and S, ,..., Sk, is an
ordered list of services that are required for this connection.
For simplicity, we assume that the processing requirements
for a connection are directly proportional to the requested
bandwidth b. For service S, a complexity metric z; j, defines
the amount of computation that is required on node v; for
processing each byte transmitted. An example of the service
placement problem is shown in Figure 1.

Given a network G and a request R, we need to find a path
for the connection such that the source and the destination are
connected and all required services can be processed along the
path. The path is defined as P = (E¥, M) with a sequence
of edges, E¥, and services mapped to processing nodes, M*:
P = ((eihiw ) einflain)7 (Slﬁ = Vg Sk, — U.j‘m.))’
where v;, = vs, v, = vy, {Vj,,.. 05, C {viy, .0}
and nodes {vj,,...,v;, } is traversed in sequence along the
path.

The path P is valid if (1) all edges have sufficient link
capacity (i.e., Vey, € EP,lz,y > (b - t), assuming link
sy appears t times in ET), and (2) all service nodes
have sufficient processing capacity (i.e., VS, — wv;, €
MFP p; > Y y1s, —vy, e b+ i k,)- In the above ex-

ample, paths Pl = ((es1,€14,€4¢),(52 — wv1,84 —
v1,83 — V1,81 — v4)), P2 = ((es2,€2,1,€1,4,€4), (52 —
vy,84 — V1,83 — V4,81 — v4)), and P3 =

((es2,€2,1,€1,3,€35,€506,€6,), (52 — V2,84 — v1,83 —

v3,81 — v5)) are all valid.

To determine the quality of a path, we define the total
cost C'(P) of accommodating connection request R as the
sum of communication cost and processing cost: C'(P) =

Yol dim,ml) + (Z{(jz,kz)lskw v, €MP} Ciz k., ) -In many
cases, it is desirable to find the optimal connection setup. This
optimality can be viewed (1) as finding the optimal (i.e., least-
cost) allocation of a single connection request or (2) as finding
the optimal allocation of multiple connection request. In the
latter case, the optimization metric can be the overall least
cost for all connections or the best system utilization, etc. In
this paper, we define optimal as the first case. Thus, for the
above example, the problem is to find the least-cost path (P1)
among all the valid paths.

In the context of this problem statement, we make several
assumptions. We assume connection requests are for constant
bit rate (CBR) connections. Once link and processing re-
sources are reserved, they are dedicated to the connection for
which they were allocated. We assume that the type and order
of services is known at connection setup time and does not
change over the lifetime of the connection. We assume that
cost for communication and cost for service processing can
be represented using a single metric (e.g., delay).

Unfortunately, it has been shown in [8] that even the prob-
lem of finding the optimal solution for a single connection in
a capacity-constrained network can be reduced to the traveling
salesman problem, and thus is NP-complete. This means that
no deterministic, polynomial-time algorithm can be found.
Therefore, the only feasible solution for a practical system is to
use a heuristic algorithm that can find a near-optimal solution.
The following section introduces several such approaches.

IV. MAPPING ALGORITHMS

In this section, we introduce three algorithms that find
approximate solutions to the service placement problem in
capacity-constrained networks: (1) randomized placement, (2)
layered graph, and (3) service step search. We have chosen
these three algorithms for our discussion and evaluation be-
cause randomized placement represents the naive approach to
solving the problem, layered graph represents the current state
of the art in network service placement, and service step search
is our novel contribution to solve practical problems that occur
in the layered graph algorithm.

A. Algorithm I: Randomized Placement

The randomized placement algorithm is a very simple
approach to service placement. As indicated by the name,
nodes where processing is performed are chosen randomly
among the nodes that can provide the requested service. Then,
the shortest path between these nodes is determined to connect
the entire path. If a node does not have sufficient processing
capacity or if no path with sufficient link capacity can be found
to that node, the random node selection process for that service
is repeated. The algorithm terminates when a valid path is
found or if the random selection fails a predetermined number
of times. Note that the solution is likely to be different every
time the placement is repeated.



The benefit of randomized placement lies in its simplicity.
Random choices for processing nodes can be computed easily
and quickly. To determine the shortest path between these
nodes, a simple shortest path algorithm (e.g., Dijkstra’s algo-
rithm) can be used. Another benefit of randomized placement
is that randomization avoids the problem of systematically
getting stuck in a non-optimal solution. The main drawback is
that the randomized placement is completely oblivious to the
quality of its choices. However, it has been shown that repeated
randomized placement can lead to solutions that converge on
the optimum [11].

The computational complexity of the randomized placement
algorithm for a single request with |s| services in a network
with |V] nodes and |E| edges is O(|s| (|E| + |V |log|V])).
This is derived from |s| iterations of the shortest path
algorithm, which has a computational complexity of
O(E| + |Vlog V).

B. Algorithm II: Layered Graph

The layered graph algorithm attempts to find a lowest cost
path by combining communication cost and processing cost
into a single graph structure, called layered graph. Then,
a simple shortest path algorithm is run on the structure to
determine the best sequence of communication and processing
steps. The construction of the layered graph is done as follows:
a total of |s| + 1 copies of the original network are used to
represent the graph layers. The top layer (layer 0) is used
for communication before service 1 is performed. The next
layer (layer 1) represents communication that is performed
after service 1 (and before service 2) is completed. Layer O
and 1 are connected with vertical edges on all nodes where
service 1 processing is possible. The costs of these edges
correspond to the processing costs of service 1 on the nodes
that they connect. The layering and connecting with vertical
edges is continued until all |s| 4+ 1 layers are in place. Then,
using Dijkstra’s algorithm, the shortest path from the source
node’s instance in layer O to the destination node’s instance
in layer |s| is determined. This resulting path provides the
least cost connection from the source to the destination while
ensuring that all services are performed in sequence (due
to vertical edges). To obtain the final path in the original
network, all nodes and edges are projected onto a single
instance of the network. Vertical edges in the path correspond
to service placements and horizontal edges are used to connect
the path. The layered graph for the example problem is shown
in Figure 2. This algorithm was described by Choi et al. in [8].

The benefit of the layered graph algorithm lies in its ability
to find the least-cost path while considering all service require-
ments. While this appears to be an ideal solution, we explain
in Section IV-D that it shows limitations when considering
link and processing capacity constraints. Thus, it may not be
able to find a suitable path for a connection request at all.

The computational complexity of the layered graph al-
gorithm is simply that of Dijkstra’s algorithm on the lay-
ered graph. Since it contains |s| + 1 times as many
nodes and edges as the original graph, the complexity is
O(s||E| + |s/[V] + |sl[V| log(||[V']))-

Fig. 2. Layered Graph Algorithm Solution for the Problem in Fig. 1.
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Fig. 3. Service Step Search Algorithm Solution for the Problem in Fig. 1.

C. Algorithm III: Service Step Search

We introduce a new approach called service step search
to address some of the shortcomings of the layered graph
algorithm. The idea behind service step search is to build
a service step search graph that is structured according to
the sequence of services that are requested. In the service
step search graph, all nodes that can perform a particular
service are placed into one level. Nodes in one level are
fully connected to all nodes in the next level (i.e., the next
service). The weights of these edges correspond to the cost
of the shortest path between the corresponding nodes. The
service step search graph for the example problem is shown
in Figure 3. To determine the least-cost path in the network,
Dijkstra’s shortest path algorithm is run across the service step
search graph. This shortest path algorithm is slightly modified
to: (1) consider the processing cost of each service node along
the path in addition to link cost, and (2) consider the resource
constraints (i.e., the processing and link capacities that may
have already been committed to earlier steps in the path).

The benefit of the service step search lies in its ability to
consider that processing and link capacities may have already
been committed to earlier steps in the path. Thus it solves
one of the key problems of the layered graph algorithm. The
drawback of the algorithm lies in the higher computational
complexity due to the multiple instances of shortest path



computations for constructing the service step search graph.

The computational complexity of service step search is
dominated by the cost for constructing the search graph, which
requires |s| - |[V'| shortest path tree computations, and thus is
O(|s||VI|E| + |s||V[*log |V]). The actual search for the best
path can be done in O([s||V|*> + |s||V|log(|s||V])).

D. Capacity Constraints

Link and processing capacity constraints are the key con-
sideration for solving the service placement problem. The
capacity limitation can occur at two instances: (1) when links
or nodes do not have sufficient capacity for a particular
connection before the placement algorithm is run and (2) when
capacity becomes insufficient while the algorithm is run.

The first case can be dealt with easily. Before attempting
to map connection request R, all links e; ; that do not have
sufficient bandwidth (i.e., I; ; < b) are (virtually) removed
from the network. Similarly, the set of available services wu;
for node v; is adjusted such that service Sy are (virtually)
removed if the node does not have sufficient processing
capacity for processing the service with required bandwidth
(i.e., p; < b- z ). The remaining graph thus contains only
links and processing nodes that can accommodate request K.

However, it is also possible that the available resources
run out while an algorithm is computing the best path (e.g.,
when reusing a link or a processing node). In such cases,
the connection allocation may fail. This issue of capacity
constraints has been explored in [12] and is partially addressed
by the service step search algorithm. This algorithm can
consider which nodes and links have been used along the (so
far) shortest path and thus exclude the constrained links and
nodes when calculating for the following steps. As shown in
Figure 3, when searching the node for .57, node v, is ignored.
This is because the shortest paths from source s to all the
available nodes for service S3, map Sy and Sy both on v;.
The processing capability of vy is thereby used up. Thus the
service step search algorithm can avoid oversubscribing a node
or link. However, it may still not be able to find the optimal
solution under all circumstances. Nevertheless, our results in
Section V show that service step search performs considerably
better than layered graph due to this improvement.

V. EVALUATION RESULTS

With an understanding of the placement problem and the
three algorithms that we consider, we turn to the question of
how well these algorithms perform, and what are the tradeoffs
of using different algorithms to solve the service placement
problem.

To evaluate algorithms from the perspective of an individual
connection, we consider the following metrics: (1) Successful
Connection Establishment: This binary metric considers if the
algorithm was able to determine a valid path. As explained
earlier, the connection establishment may fail due to resource
constraints or due to the inability of the algorithm to find a
path. (2) End-to-End Delay: This metric reflects the quality
of the path found. Shorter paths and more powerful service
processing nodes lead to lower end-to-end delay. This metric

is equivalent to the cost of the path, C'(P), as described above.
In our experiments, we use millisecond (ms) as the unit of the
delays.

From the perspective of the entire system, we consider
the following metrics: (3) Link Resource Usage: This metric
reflects how much network link bandwidth is used by an
algorithm to accommodate a set of connection requests. This
metric is measured in bandwidth (Mbps) times link delay
(ms). (4) Processing Resource Usage: This metric reflects the
usage of processing power measured in MIPS. It considers the
processing load balancing, i.e., how the required processing
power is distributed on each individual service node. The more
evenly load is spread across all available service nodes, the
more balanced the algorithm performs. Instead of condensing
load balance into a single metric, we compare the cumulative
distribution function of each algorithm.

A. Evaluation Setup

We use simulation to evaluate performance of the three
mapping algorithms. We use two different network setups to
highlight different scenarios:

o Network 1 (not resource constrained): In this configura-
tion, we use 96 nodes (divided into 12 ASes of 8 nodes
each) with a choice of 4 different services. The Inter-AS
link delays are set as 10ms, and the Intra-AS link delays
are set as 2 ms. A total of 10,000 connection requests is
tested on this network. For each request, the bandwidth
is chosen randomly to be between 10 Mbps and 100
Mbps. The source and destination nodes as well as service
requirements are also chosen randomly. The bandwidth
for each link in the network is configured such that
there is just enough link resource for accommodating the
corresponding shortest-path connections. The processing
capacity for each node is configured such that there is just
enough processing resource for all 10,000 connections
evenly distributed across all nodes capable of providing
a particular service.

o Network 2 (resource constrained): In this configuration,
we use again 96 nodes, but the network is divided into
2 subnets (6 ASs in each subnet) such that service sy is
provided only in subnet 1 and service sg is only provided
in subnet 2 (no other services are provided). The two
subnets are connected by 192 parallel “bottleneck™ Inter-
AS links, whose bandwidth capacity is set at 100 Mbps.
While the Intra-AS delay and Inter-AS delay within the
same subnet are set as 2 ms and 10 ms, we set the delay
for each of these bottleneck links to be slightly more
than 100 ms. This setup is carefully chosen to illustrate
the capacity constrained scenario where layered graph is
forced to traverse the same bottleneck link twice during
a connection setup while the link only has the bandwidth
of supporting once. A total of 200 connection requests
are tested on this network.

B. Performance Results

We first compare the performance of the three algorithms
in terms of connection drop rate and end-to-end connection
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delay on Network 1. In Figure 4, we show the cumulative
distribution function of connection delay for all three algo-
rithms in comparison to the shortest path. Clearly, allocating
services along a path increases the delay, no matter what
algorithm is used. Since the bandwidth resource are limited
to the maximum requirement for shortest path, we can also
observe that some connections are dropped (y-axis cutoff). The
randomized algorithm can only successfully allocate around
40% while layered graph and service step search algorithms
can successfully allocate around 70%. This shows the (ex-
pected) inefficiencies in choosing service nodes randomly.

To consider how over-provisioning of link and processing
resources changes the drop rates, consider Figure 5. The over-
provisioning factor (shown on the x-axis for bandwidth and
on the y-axis for processing capacity) ranges from 1x to 2x.
The color indicates the fraction of connections dropped (e.g.,
0.3=30%). As expected, increasing either the bandwidth or the
processing capacity helps to reduce the connection drop rate.
However, it is apparent that for all three algorithms, increasing
bandwidth decreases connection drop rate much faster than
increasing processing capacity. That is, bandwidth has more
impact on successfully allocate connections than processing
capacity. Furthermore, the figures again show that randomized
algorithm gives higher connection drop rate than the other two
algorithms.

To illustrate the benefits of service step search over layered
graph (which have both performed equally well in the non-
resource-constrained case), we consider Network 2. Figure 6
shows the delay and flow drop rate for this scenario. Clearly,
layered graph performs more poorly than the other two algo-
rithms. This is due to resource bottlenecks that are discovered
during connection setup and cannot be resolved by layered
graph. In contrast, the service step search and randomized
algorithms perform better. Looking more carefully at the
number of dropped connections over the number of connec-
tion attempts, we see in Figure 7 that layered graph drops
connections from the very beginning. The other algorithms
start dropping when network resources are exhausted.

In terms of systems metrics, Figure 8 shows the link
resource usage over an increasing number of successful con-
nections for all the three algorithms as well as a shortest path
baseline. As expected, the randomized placement algorithm
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requires most link resources to connect service nodes. This
is due to the random choice of service nodes that does
not consider the overall path cost. The service step search
algorithm performs better and uses less link resources. The
layered graph requires the least link resources among all
algorithms, but as discussed before is limited in its ability
to find valid paths for connections.

When considering processing load on service nodes, Fig-
ure 9 shows the cumulative distribution function of the load.
We observe that randomized algorithm achieves the most
balanced load, followed by layered graph and service step
search. The imbalance in the latter two algorithms is due to
nodes on the shortest path being chosen first before other nodes
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TABLE I
TIME TO COMPUTE PATH FOR CONNECTION REQUEST.

Computation Time
Algorithm Network 1 | Network 2
Randomized placement 2.83s 40 ms
Layered graph 13.14 s 480 ms
Service step search 29.30 s 700 ms

are used. From the figure, we can see that nearly 80% of the
nodes are idle for the service step search, 63% for the layered
graph and 45% for randomized algorithm.

The above results show that service step search provides
the best mapping result when considering both unconstrained
and constrained networks. However, the improvements come
at the price of higher computational complexity. The results
in Table I show the time it takes to place 10,000 connection
requests with 0-4 services in Network 1 and 200 connections
with 2 services in Network 2. Both layered graph and service
step search are considerably more computationally demanding
than randomized mapping. Service step search is the most
complex algorithm among these three.

In summary, these results show that there is a clear trade-
off between the quality of mapping and the runtime of the
algorithm. While service step search performs well in some
of the scenarios, it has the highest running time. Randomized
placement, while performing lower in terms of link resource
usage and end-to-end delay, may still be a choice to consider
due to its fast run time and ease of implementation.

VI. CONCLUSION

We have presented a discussion of the service placement
problem, which occurs in networks where protocols and net-
working features are composed dynamically and service tasks
are distributed across the network. We have evaluated three
algorithms for the problem, among which the service step
search is a novel contribution. The results show the service step
search performs best in terms of finding low delay path and
minimizing connection drop rate. We believe this algorithm is
an important step towards making network services practical
in next-generation network architectures.
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