128.119.91.53

74.125.39.99

sender receiver
(client) (server)
source IP 128.119.91.53
1 destination IP 74.125.39.99
source port 35466 —p
destination port 80
protocol TCP
source IP 74.125.39.99
destination IP 128.119.91.53 —
l¢—— source port 80
destination port 35466
protocol TCP
v v




flow 5-tuple

hash
function

index

flow table

A 4

next flow

next flow

5-tuple

output port

packet count

5-tuple
output port 7
packet count | 93
next flow
5-tuple
output port 2
packet count |755
next flow
5-tuple
output port 7
packet count | 12
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guadtree subspace
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cutting ©
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TCAM entries <
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search word

N
' I
1% dimension 2" dimension
N N
4 e N
0 x x x 0 0 x x A
1 0 x x 0 0 x X B
0 x x¥ x 01 x x C
1 x x x 0 x X X D
X X X X 1 X X X E
_
~

data word




Internet

firewall

source IP‘ dest IP ‘ src port ‘dest port‘ protocol

connection table

128.119.91.53 ‘74.125.39.99‘ 35466 ‘ 80 ‘ TCP

A A
check 5-tuple

add 5-tuple

interface

<«——{new connection? «—nterface

128.119.91.124



Internet

NAT

connection table

local local global global global
protocol
source IP| src port | src port | dest IP |dest port
192.168.1.12‘ 35466 ‘ 9387 74.125.39.99‘ 80 ‘ TCP

A

v
interface<—4 translate |P/p0rt F—»interface

128.119.91.53

192.168.1.1

\ - / \_ - /
global IP local IP
addresses addresses
receiver sender
NAT :
(server) (client)
source IP 192.168.1.12
destination IP 74.125.39.99 —|
source IP 128.119.91.53 l¢—— source port 35466
destination IP 74.125.39.99 — destination port 80
l¢—— source port 9387 protocol TCP
destination port 80
protocol TCP
source IP 74.125.39.99
[~ destination IP 128.119.91.53
source port 80 —p source IP 74.125.39.99
destination port 9387 —— destination IP 192.168.1.12
protocol TCP source port 80 ()
destination port 35466
‘ protocol TCP
v \ \
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