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Abstract

Internetaddresdookup is a challengingproblembecauseof in-
creasingrouting table sizes,increasedraf®c, higher speedlinks,
and the migrationto 128 bit IPv6 addresses.IP routing lookup
requirescomputingthe bestmatchingpre®x,for which standard
solutionslike hashingwere believedto be inapplicable. The best
existing solutionwe know of, BSD radix tries, scalesbadly asIP
movesto 128 bit addressesOur paperdescribesa new algorithm
for bestmatchingpre®xusingbinary searchon hashtablesorga-
nized by pre®xlengths. Our schemescalesvery well asaddress
androutingtablesizesincreaseindependentf thetablesize,it re-
quiresaworstcasetime of hashlookups.Thus
only 5 hashlookupsareneededor IPv4 and7 for IPv6. We also
introduceMutatingBinary Searchandotheroptimizationghat, for
atypical IPv4 backboneouterwith over 33,000entries,consider
ably reducethe averagenumberof hashego lessthan?2, of which
onehashcanbe simpli®edto anindexed arrayaccess We expect
similar averagecasebehavior for IPv6.

1 Intr oduction

The Internetis becomingubiquitous: everyonewantsto join in.
Sincethe adwent of the World Wide Web, the numberof users,
hosts domainsandnetworksconnectedo theInternetseemso be
exploding. Not surprisingly networktraf®cis doublingevery few
months. The proliferationof multimedianetworkingapplications
anddevicesis expectedo give tral®canothemajorboost.

The increasingtraf®c demandrequiresthree key factorsto
keeppaceif the Internetis to continueto provide good service:
link speedsrouterdatathroughputandpacketforwardingrates.
Readily available solutionsexist for the ®rsttwo factors: for ex-
ample, ®beroptic cablescan provide fasterlinks, and switching
technologycanbe usedto move packetsfrom the input interface
of arouterto the correspondingutputinterfaceat gigabitspeeds.

In our paper we distinguishbetweerrouting (a procesghatcomputesa database
mappingdestinationnetworksto outputlinks) and forwarding (a processby which
a routing databases consultedto decidewhich outputlink a single packetshould
be forwardedon.) Routecomputationis lesstime critical thanforwardingbecause
forwardingis donefor eachpacket,while route computationneedsto be doneonly
whenthetopologychanges.

ForexampleMClI is currentlyupgradingts linesfrom 45 Mbits/sto 155Mbits/s;
theyplanto switchto 622 Mbits/swithin ayear
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Our paperdealswith thethird factor, packetforwarding,for which
currenttechniqueperformpoorly asnetworkspeedsncrease.

The major stepin packetforwardingis to lookup the desti-
nation addresg(of an incoming packet)in the routing database.
While thereare otherchores,suchasupdatingTTL ®elds,these
arecomputationallyinexpensve comparedo themajortaskof ad-
dresslookup. Datalink Bridgeshave beendoingaddressookups
at 100 Mbps [Dig95] for mary years. However, bridgesonly do
exact matchingon the destination(MAC) addresswhile Internet
routershaveto searchtheir databaséor thelongespre®xmatching
adestinationP addressThusstandardechniquegor exactmatch-
ing, suchasperfecthashing binary searchandstandardContent
Adressabléviemories(CAMs) cannotdirectly be usedfor Internet
addressookups.

Pre®xmatchingwasintroducedn the early1990s whenit was
foreseerthat the numberof endpointsand the amountof routing
informationwould grow enormously The addressclassesA, B,
andC (allowing sitesto have 24, 16, and8 bits respectiely for ad-
dressing)proved too in exible andwastefulof the addresspace.
To makebetteruseof thisscarceesourceespeciallytheclassB ad-
dressedyundlesof classC networksweregivenoutinsteadf class
B addressesThis resultedin massve growth of routingtable en-
tries. So,in turn, Classlessnte-DomainRouting(CIDR) [F 93]
wasdeployedto allow for arbitraryaggreationof networksto re-
duceroutingtableentries.

To reduceoutingtablespaceaggreationis doneaggressiely.
Supposall the subnetsn abig networkhave identicalroutingin-
formationexceptfor a single,smallsubnethathasdifferentinfor-
mation. Insteadof having multiple routing entriesfor eachsubnet
in the large network, just two entriesare needed:one for the big
network,anda more speci®®nefor the small subnet(which has
preferenceif both shouldmatch). This resultsin betterusageof
theavailablelP addresspaceanddecreasethe amountof routing
tableentries. On the otherhand,the processingpower neededor
forwardinglookupis increased.

Thustodayan|IP routers databaseonsistof a numberof ad-
dresspre®xesWhenan IP routerreceivesa packet,it mustcom-
pute which of the pre®®esin its databasénasthe longestmatch
whencomparedo thedestinatioraddresdn the packet. Thepacket
is thenforwardedto theoutputlink associategvith thatpre®x.For
exampleaforwardingdatabasenayhave thepre®xes ,

and . An addressvhose®rs
12 bitsare haslongestmatchingpre®x . Onthe
otherhand,an addressvhose®rst12 bits are has

longestmatchingpre®x

The useof bestmatchingpre®xin forwardinghasallowed IP
routersto accomodateariouslevelsof addressierarchiesandhas
alloweddifferentpartsof thenetworkto have differentviews of the



addresdhierarchy Given that bestmatchingpre®xforwardingis
necessaryor hierarchiesandhashingis a naturalsolutionfor ex-
actmatchinganaturalguestionis: 2Why can't we modify hashing
to do bestmatchingpre®x However, for severalyearsnow, it was
considerecdhot to be 2apparenthow to accommodatéaierarchies
while usinghashingotherthanrehashindgor eachlevel of hierar
chy possible9[Skl93.

Ourpaperdescribes novel algorithmicsolutionto longestpre-
®x match, usingbinary searchover hashtablesorganizedby the
lengthof thepre®x.Our solutionrequiresaworstcasecompleity
of , With being the length of the addressn bits.
Thus,for the currentinternetprotocolsuite (IPv4) with 32 bit ad-
dresseswe needat most5 hashlookups.For theupcominglP ver
sion6 (IPv6) with 128 bit addressesye cando lookupin at most
7 steps,asopposedo 128 in currentalgorithms(seeSection?2),
giving an order of magnitudeperformancemprovement Using
perfecthashing,we canlookup 128 bit IP addressesn at most
7 memoryaccessesThis is signi®canbecausen currentRISC
processorshashfunctions can be found whose computationis
cheapethanamemoryaccess.

In addition,we useseveraloptimizationgo signi®cantlyeduce
theaveragenumberof hashesieededFor example,ouranalysisof
an IPv4 forwardingtablefrom an Internetbackbonerouterat the
Mae-Eastnetworkaccesgoint (NAP) [Mer96] shav an average
caseperformancef lessthantwo hasheswherethe ®rsthashcan
bereplacedy a simpleindex tablelookup.

The rest of the paperis organized as follows. Section2
describesdravbacks with existing approachego IP lookups.
Section3 describe®urbasicschemen a seriesof re®nementthat
culminatein the basicbinary searchscheme.Sectiond describes
a seriesof importantoptimizationsto the basicschemethat im-
prove averageperformance.Section5 describesour implementa-
tion, including algorithmsto build the datastructureand perform
insertionsanddeletions Section6 describeperformanceneasure-
mentsusingour schemdor IPv4 addressesndperformancepro-
jectionsfor IPv6 addressediVe concludein Section?7 by assessing
thetheoreticaindpracticalcontributionsof this paper

2 Existing Approachesto IP Lookup

We suney existing approacheso IP lookupsandtheir problems.
We discussapproachesasedon modifying exact matchingsche-
mes,trie basedschemeshardwaresolutionsbasedn parallelism,
proposaldor protocolchangego simplify IP lookup,andcaching
solutions.For therestof this paperwe useBMP asa shorthandor
BestMatchingPre®x.

Modi®cations of Exact Matching Schemes Classical fast
lookup techniquesuchhashingandbinary searchdo not directly
applyto thebestmatchingore®xBMP) problemsincethey only do
exactmatchesA modi®edinary searchtechniquepriginally due
to ButlerLampsonjs describedn [Per93. However, this method
requires stepswith  beingthe numberof routingtable
entries.With currentroutingtablesizestheworstcasevouldbel7
datalookups,eachrequiringatleastonecostlymemoryaccessAs
with ary binary searchschemethe averagenumberof accesses

. A seconctlassicabkolutionwould beto reapplyary
exact matchscheméfor eachpossiblepre®xlength[SkI93]. This
is evenmoreexpensve, requiring  iterationsof the exactmatch
schemeaused(e.g. for IPv6).

This assumesssuming for hashingwhich canbe achiesed usingperfect
hashingalthoughlimited collisionsdo notaffect performanceigni®cantly

Trie BasedSchemes The mostcommonly available IP lookup
implementations foundin the BSD kernel,andis a radix trie im-
plementatior{Skl93. If s thelengthof anaddresstheworst-
casetime in thebasicimplementatiorcanbe shovn to be
Currentimplementationtave madea numberof improvementson
Sklower's original implementation.The worstcasewasimproved
to by requiring that the pre®xbe contiguous(previously
non-contiguousnaskswere allowed, a featurewhich was never
used). Despitethis, the implementatiorrequiresup to 32 or 128
costlymemoryaccesseffor IPv4or IPv6, respectiely). Triesalso
canhave large storagaequirements.

Hardware Solutions Hardwaresolutionscanpotentiallyusepar
allelismto gainlookupspeedFor exactmatchesthisis doneusing
ContentAddressabléviemories(CAMS) in which every memory
location,in parallel,comparesheinputkey valueto the contentof
thatmemorylocation.

SomeCAMs allow a maskof bits that mustbe matched. Al-
thoughthereare expensve so-calledternary CAMs available al-
lowing amaskto be speci®egerword,the maskmusttypically be
speci®edn advance. It hasbeenshowvn thattheseCAMs canbe
usedto do BMP lookups[MF93, MTW95], but the solutionsare
usuallyexpensve.

Large CAMs areusuallysloverandmuchmoreexpensvethan
ordinarymemory Typical CAMs aresmall,bothin the numberof
bits per entry andthe numberof entries. Thusthe CAM memory
for large address/masfairs(256 bits neededor IPv6) anda huge
amountof pre®esappeargcurrently)to be very expensve. An-
otherpossibilityis to usea numberof CAMs doing parallellook-
upsfor eachpre®xlength. Again, this seemsxpensve. Probably
the mostfundamentaproblemwith CAMs is that CAM designs
have not historically kept pacewith improvementsn RAM mem-
ory. Thusa CAM basedsolution(or indeedanyhardwaresolution)
runstherisk of beingmadeobseletejn a few years,by software
technologyrunningon fasterprocessorandmemory

Protocol BasedSolutions Oneway to getaroundthe problems
of IP lookupis to have extrainformationsentalongwith thepacket
to simplify or even totally getrid of IP lookupsat routers. Two
major proposalsalongtheselinesarelP Switching[NMH97] and
Tag Switching[CV95, CV96,R 96]. Both schemesequirelarge,
contiguougartsof the networkto adopttheir protocolchangede-
forethey will shov amajorimprovement.Thespeedups achiesed
by addinginformationonthedestinatiorto every IP packet.

In IP Switching, this is doneby associatinga ow of packets
with an ATM Virtual Circuit; in Tag Switching, this is done by
addinga @tag® to eachpacketwherea?tag® is a smallintegerthat
allowsdirectlookupin therouters forwardingtable. Tagswitching
is basedon a conceptriginally describedby Chandranmenoand
Vamghesq[CV95, CV96]) usingthe name?threadedndices®. The
currenttag switching proposal[R 96] goesfurther thanthreaded
indicesby addinga stackof indicesto dealwith hierarchies.

Neither schemecan completely avoid ordinary IP lookups.
Both schemesequiretheingressrouter(to the portionsof thenet-
work implementingtheir protoocol)to performa full routing de-
cision. In their basicform, both systemspotentially require the
boundaryroutersbetweenautonomoussystems(e.g., betweena
compaly andits ISP or betweern SPs)to performthefull forward-
ing decisionagain,becausef trustissuesscarceesourcesor dif-
ferentviews of the network. Scarceesourceganbe ATM VCs or
tags,of which only asmallamountexists. Thustowardsthe back-
bone,they needto be aggrgated;away from the backbonethey
needto be separateagain.



Differentviews of the network can arisebecausesystemsof-
tenknow moredetailsabouttheir own andadjacennhetworksthan
aboutnetworksfurther away. Although Tag Switchingaddresses
that problemby allowing hierarchicalstacking of tags, this af-
fectsroutingscalability Tag Switchingassignsanddistributestags
basedon routinginformation; thusevery originatingnetworknow
hasto know tagsin the destinatiometworks. Thuswhile bothtag
switchingandIP switchingcanprovide goodperformanceavithin a
level of hierarchyneithersolutioncurrentlydoeswell at hierarchy
boundariesvithout scalingproblems.

Caching For years, designersof fast routershave resortedto

cachingto claim high speedlP lookups. This is problematicfor

severalreasons.First, informationis typically cachedon the en-

tire addresspotentially diluting the cachewith hundredsof ad-

dresseghat mapto the samepre®x. Second,a typical backbone
routerof thefuturemayhave hundred®f thousandef pre®esand
be expectedto forward packetsat Gigabitrates. Although studies
have showvn thatcachingin thebackbonecanresultin hit ratiosup

to andexceeding90 percenfPar96,NMH97], the simulationsof

cachebehaior weredoneon large, fully associatie cachesvhich

commonlyareimplementedisingCAMs. CAMs, asalreadymen-
tioned, are usually expensve. It is not clearhow setassociatie

cachewill performandwhethercachingwill beablekeepup with

thegrowth of theInternet.Socachingdoeshelp,but doesnotavoid

the needfor fastBMP lookups,especiallyin view of currentnet-

work speedups.

Summary In summaryall existingschemes$ave problemsof ei-
ther performancescalability generality or cost. Lookup schemes
basedon tries and binary searchare (currently) too slow and do
not scalewell; CAM solutionsare expensie and carry the risk
of beingquickly outdated;tag andIP switchingsolutionsrequire
widespreadigreemenbn protocolchangesandstill requireBMP
lookupsin portionsof thenetwork;®nally locality patternsatback-
boneroutersmakeit infeasibleto depencdentirelyon caching.

We now describea schemehat hasgoodperformancegexcel-
lentscalability anddoesnot requireprotocolchangesOurscheme
alsoallows a cheapfastsoftwareimplementationandalsoa more
expensve (but faster)hardwarémplementation.

3 BasicBinary Search Scheme

Our basicalgorithmis basedon threesigni®canideas,of which
only the ®rsthasbeenreportedbefore. First, we use hashingto
checkwhetheran address matchesary pre®xof a particular
length;secondwe usebinary searctto reducenumberof searches
from linearto logarithmic;third, we useprecomputatiomo prevent
backtrackingin caseof failuresin the binary searchof a range.
Ratherthan presentthe ®nalsolutiondirectly, we will gradually
re®neheseadeasin Section3.1, Section3.2,andSection3.5to ar
rive at a working basicscheme We describdurtheroptimizations
to thebasicschemen thenext section.

3.1 Linear Search of Hash Tables

Our point of departurds a simple schemethat doeslinear search
of hashtablesorganizedby pre®xlengths. We will improve this
schemeshortlyto do binarysearctonthe hashtables.

Theideais to look for all pre®esof a certainlength  using
hashingand usemultiple hashedo ®ndthe bestmatchingpre®x,
startingwith the largestvalueof —andworking backwards.Thus
we startby dividing the databasef pre®esaccordingto lengths.

Hash tables

Length | Hash | [01010
5 O//V
,|0101011
! ©—(o110110
12 O\\‘

011011010101

Figurel: HashTablesfor eachpossiblepre®xength

Assuminga particularly tiny routing table with four pre®xes of
length5, 7, 7, and 12, respectrely, eachof themwould be stored
in thehashtablefor its length(Figurel). Soeachsetof pre®xesof
distinctlengthis organizedasa hashtable. If we have a sortedar
ray correspondingo thedistinctlengthswe only have 3 entries
in the array with a pointerto the longestlengthhashtablein the
lastentryof thearray

To searchor address , wesimply startwith thelongestength
hashtable (i.e. 12in theexample),andextractthe®rst bits of
anddoasearclin thehashtablefor length entries.If we succeed,
we have founda BMP ; if not, we look at the ®rstlengthsmaller
than , say (thisis easyto ®ndif we havethearray by simply
indexing one positionlessthanthe positionof ), andcontinuing
thesearch.

More concretelylet beanarrayof records. is
thelengthof pre®esfoundatposition , and isapointer
to a hashtable containingall pre®esof length . The
resultingcodeis showvnin Figure?2.

Function LinearSearch( ) (* searchfor address *)

Initialize to theemptystring;
:= Highestindex in array ;
While and do
Extractthe®rst bitsof into ;
:= Search( , ); (* searcthashfor  *)
Endwhile

Figure2: LinearSearch

3.2 Binary Search of Hash Tables

The previous schemeessentiallydoes(in the worst case)linear
searchamongall distinct string lengths. Linear searchrequires
expectedtime (moreprecisely , Where

is thenumberof distinctlengthsin thedatabase.)

A bettersearchstrat@y is to usebinary searchon the array
to cutdown the numberof hasheso . However, for
binary searchto work, we needmarkersin tablescorresponding
to shorterlengthsto pointto pre®esof greaterengths. Markers
areneededo directbinarysearcho look for matchingpre®esof
greatetength.Hereis anexampletoillustratetheneedor markers.

Supposewe have the pre®es , ,
(Figure3 (b)). Assumethatthe zerothentry of pointsto S
hashtable,the ®rstto  's hashtable, and the secondpointsto

's hashtable. Supposewe searchfor . Binary search(a)
would startat the middle hashtableandsearchfor  in the hash
tablecontaining  (thetrianglesdenotea pointerto thehashtable

Recall that BMP standsfor Best Matching Pre®x. We use this abbreviation
throughtherestof the paper
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Figure3: Binary Searcton HashTables

to search)It wouldfail andhave noindicationthatit shouldsearch
amongthe longerpre®xtablesfor a bettermatchingpre®x.To ®x
this problem,we simply addamarkerentry  to themiddletable.
Now whenbinarysearchs donefor , wewill lookup inthe

middle hashtable and®ndthe markernode. This canbe usedto

directbinarysearctto thelower half of thetable.

Binary Search Trie Structure

<«— Increasing Prefix Length

Figure4: Binary Searcton Trie Levels

Eachhashtable(markerlusrealpre®es)canbethoughtof as
ahorizontallayerof a trie correspondingo somelength  (except
thatthe hashtablecontainsthe completepathto thatlayerof each
entryin thatlayer). Our basicschemess essentiallydoing binary
searchon the levels of a trie (Figure4). We startby doinga hash
on pre®escorrespondingo the medianlengthof the trie. If we
match,we searchtheupperhalf of thetrie; if wefail we searcithe
lower half of thetrie.

Figure4 andother®guresiescribingsearchordercontainsev-
eral elements:(1) Horizontal stripesgroupingall the elementsof
a speci®egre®xlength, (2) a trie containingthe pre®x s, shovn
on the right of the ®gureandrootedon the top of the ®gure,and
(3) abinarytree,shovn on the left of the ®gureandrootedat the
left, which depictsall possiblepathsthat binary searchcan fol-
low. We will useupperhalf to meanthe half of thetrie with pre®x
lengthsstrictly lessthanthe medianlength. We alsouselower half
for the portion of the trie with pre®xlengthsstrictly greaterthan
themedianlength. It is importantto understandhe conventionsin
Figure4 to understandhe later®guresndtext.

3.3 ReducingMarker Storage

Thefollowing de®nitionsare usefulbeforeproceeding For a pre-
®x P in the table, de®ne to be theinteger for which
(i.e., theindex of theentryin  that

Total entries 33199 | 100%
Entriesneedinghomarkers| 4743 | 14%
Entriesneedingl marker | 22505| 68%
Entriesneeding2 markers | 3562 | 11%
Entriesneeding3 markers | 2389 7%
Total markergequested 36796 | 111%
(beforesharing)
Total markers 8699 | 26%
Puremarkers 8336 | 25%

Tablel: MarkerOverheador Backbondg-orwardingTable

pointsto 'shashtable).Also, 2up® to refersto shorter2down® to
longerpre®s.

How mary markersdo we need? A nawe view would indi-
cateplacing a markerfor pre®x atall levelsin  higherthan
thelevel of . However, it sufdcesto placemarkersat all levels
in  that could be visited by binary search whenlooking for an
entry whoseBMP is . This reduceshe numberof markersto
at most per real pre®x,which keepsthe storageexpan-
sion modest. More precisely if the is written down
in binary as , thenwe needa markerat eachlevel

suchthat . (We assumethat
is paddedso that its sizeis a power of 2). In fact, the number
of markernodesis limited by the numberof 1 bits in
Clearlythis resultsin alogarithmicnumberof markers.

In thetypical case mary pre®eswill sharemarkergTablel),
reducingthemarkerstoragdurther In oursampleroutingdatabase
[Mer96], the storagerequiredwill increaseby 25%. However, it is
easyto give aworstcaseexamplewherethe storageneedsrequire

markersper pre®x. (Consider pre®eswhose®rst
bits areall distinctandwhoseremainingbitsareall 's).

3.4 Problemswith Backtracking

Function NaiveBinarySearch() (* searcHor address *)
Initialize searclrange to coverthewholearray ;
While isnotasingleentrydo

Let correspondo themiddlelevelin range ;

Extractthe®rst bitsof into ;
Search( ); (* searcthashtablefor  *)
If foundthenset :=lowerhalfof (*longerpre®es*)
ElsesetR := upperhalfof ; (*shorterpre®es*)
Endif

Endwhile

Figure5: Naive Binary Search

Binary searchof hashtablescan be expressedas shavn in
Figure5. Unfortunately this algorithmis not correctasit stands
and doesnot take logarithmictime if implementedhaively. The
problemis thatwhile markersaregoodthings(they leadto poten-
tially betterpre®eslower in the table), they canalso causethe
searchto follow falseleadswhich mayfail. In caseof failure, we
would have to modify the binary search(for correctnesso back-
trackandsearchtheupperhalf of again.Suchanaive modi®ca-
tion canleadusbackto lineartime search An examplewill clarify
this.



First considerthe pre®es , , .
As discussedibore, we add a markerto the middle table so that
the middlehashtablecontains (arealpre®x)and (amarker
pointingdownto ). Now considera searchfor . We startat
the middle hashtable andget a hit; thuswe searchthe third hash
tablefor andfail. But the correctbestmatchingpre®xis atthe
®rstlevel hashtableb i.e., . Themarkerindicatingthatthere
will belongerpre®xes,indispensibléo®nd , wasmisleadingn
this case;so apparentlywe have to go backandsearchthe upper
half of therange.

The fact that eachentry contritutesat most markers
may causesomereaderdo suspecthatthe worstcasewith back-
trackingis limited to . Thisis incorrect.Theworstcase
is . Theworst-caseexamplefor say  bits is asfollows:
we have apre®x of length , for that containsall
0s. In additionwe have the pre®x whose®rst bits are
all zeroes,but whoselast bit isa . If we searchfor the bit
addresgontainingall zeroeghenwe canshaw thatbinary search
with backtrackingwill take time andvisit every levelin the
table. (The problemis thatevery level containsa falsemarkerthat
indicateghepresencef somethingoetterbelow.)

3.5 Precomputationto Avoid Backtracking

We useprecomputatiorio avoid backtrackingvhenwe shrinkthe
currentrange to the lower half of  (which happensvhenwe
®nda markerat the mid pointof ). Supposesvery markernode

is arecordthat containsa variable , whichis thevalue
of the bestmatchingpre®xof the marker canbepre-
computedvhenthemarker s insertednto its hashtable. Now,
whenwe®nd atthemid pointof , weindeedsearctthelower
half, but we alsoremembethevalueof asthecurrentbest
matchingpre®x. Now if thelower half of  fails to produceary-
thing interestingwe neednot backtrackpecausehe resultsof the
backtrackingarealreadysummarizedn the valueof . The
new codeis showvn in Figure6.

Function BinarySearch( ) (* searcHor address *)
Initialize searctrange to coverthewholearray ;
Initialize foundsofar to null string;
While is notemptydo

Let correspondothemiddlelevelin range ;

Extractthe®rst bitsof into ;

:= Search( , ); (* searcthashfor  *)

If  isnil Thenset :=upperhalfof ;(* notfound*)

Elseif isapre®xandnotamarker

Then ; break;(* exit loop*)

Else(*  isapuremarkeror markerandpre®x*)

; (* updatebestmatchingpre®xsofar *)
:=lowerhalfof ;

Endif

Endwhile

Figure6: Binary Search

Thestandardnvariantfor binarysearctwhensearchindor key
is:2 isinrange °. Wethenshrink while preservinghisin-
variant. Theinvariantfor thisalgorithm,whensearchindor key
is: aEITHER (TheBestMatchingPre®of is BMP) OR (There
is alongermatchingpre®xin )°.
It is easyto seethatinitialization preseresthis invariant,and
eachof the searchcasespreseres this invariant(this can be es-
tablishedusingan inductive proof.) Finally, the invariantimplies

the correctresult when the rangeshrinksto 1. Thus the algo-
rithm works correctly; also sinceit hasno backtracking,it takes
time.

4 Re®nement$o BasicScheme

Thebasicschemealescribedn Section3 takegust7 hashcomputa-
tions,in theworstcasefor 128bit IPv6 addresseddowever, each
hashcomputationtakesat leastone accesgo memory;at gigabit
speedsachmemoryaccesds signi®cant. Thus, in this section,
we explore a seriesof optimizationsthatexploit the deeperstruc-
tureinherentin the problemto reducethe averagenumberof hash
computations.

4.1 Asymmetric Binary Search

Prefix Length

- 2 —BEEE

10 100 1000 10,000100,000
Frequency

Figure7: Histogramof the Pre®x_engthDistribution

We ®rstdescribea seriesof simple-mindedptimizations.Our
mainoptimization,mutatingbinarysearchjs describedn the next
section.A readercansafelyskipto Sectior4.2 on a ®rstreading.

The currentalgorithmis a fast, yet very general BMP search
engine.Usually, the performancef generallgorithmscanbeim-
proved by tailoring themto the particulardatasetshey will be ap-
plied to. As canbe seenin Figure7, the distribution of a typical
backboneouters forwardingtable asobtainedfrom [Mer96], the
entriesarenot equallydistributedover the differentpre®xiengths.
All theconceptsve describedelon applyto ary setof addresses;
however, wewill quantifythepotentialimprovementaisingtheex-
istingtable.

As the ®rstimprovement,which hasalreadybeenmentioned
andusedin the basicschemethe searchcanbe limited to those
pre®xlengthswhich do contain at leastone entry, reducingthe
worst casenumberof hashesrom (5 with ) to

(4.5with , thenumberof non-emptybuck-
etsin the histogram),asshawn in Figure8. (While thisis anim-
provementfor the worst case,in this case,it harmsthe average
performanceaswe will seelater)
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Figure8: SearchTreesfor Standarc&andDistinct Binary Search

A more promisingapproachs to changethe tree structureto
searchin themostpromisingpre®xlengthlayers®rst,introducing
asymmetryinto the binary tree. While this will improve average
caseperformancejntroducingasymmetrieswill not improve the
maximumtree height; on the contrary somesearchewill make
a few more stepswhich hasa negative impacton the worst case.
Giventhatrouterscantemporarilybuffer packetsworstcasetime
is notasimportantasthe averagetime. The searchfor a BMP can
only be terminatedearly if we have a 2stop searchhere® (3termi-
nal®) conditionstoredin thenode.This conditionis signalledby a
nodebeinga pre®xbut no marker(Figure6).

But how can we selectthese2most promising® layers men-
tionedearlier? Optimally, they would correspondo layerswhose
addressesrerequestednostd i.e. wheremostof the network
traf®cis destined Aslongasonly afew entrieswith evenfewer dis-
tinct pre®xdengthsdominatethe traf®ccharacteristicghesolution
canbe found easily However, with a large numberof frequently
accessedntriesbuilding anoptimaltreeis acomple optimization
problem especiallybecauseestructuringhetreealsoremoresthe
terminalconditionon mary markersandaddsit to others.

To build a usefulasymmetricatree, we canrecursvely split
both the upperand lower part of the binary searchtree’s current
nodes searchspace,at a point selectedby a heuristicweighting
function. Two differentweighting functionswith different goals
(onestrictly picking the level covering mostaddresseshe other
maximizing the entrieswhile keepingthe worst casebound)are
shawvn in Figure9, with coverageandaverage/worstaseanalysis
for bothweightingfunctionsin Table2. As canbe seenpalancing
givesfasterincreasesfterthe secondstep,resultingin generally
betterperformancehan@narrov-minded®algorithms.

Now we canseewhy our ®rstattempt,while improving the
worstcase makeghe averagecaseworse:the pre®xeswith length
8, 16,and24 arevery commonandalsocover a big partof the ad-
dressspacesothey shouldbereachedn earlystagef the binary
tree. In the original binary searchthey werereachedn step2, 1,
and?2, respectiely. In the new, 2optimized® approachthey were
movedto step4, 3, and5, respectiely (Figure8, to the bottomof
thetree.Besidesslowing down the searchthis increasedhe num-
berof puremarkersrequiredto exceedthe real pre®x s, resulting

Maximize
Addresses Covered
(Usage Probability)

Maximize Entries,
Keeping Balance

Figure9: AsymmetricTreesproducedy two WeightingFunctions

Steps Usage Balance
Al E A% | E%
1]43% | 14% | 43% | 14%
2| 83%| 16% | 46% | 77%
3|88%|19% | 88% | 80%
41 93% | 83% | 95% | 87%
5| 97% | 86% | 100% | 100%
Average| 2.1| 39 2.3 24
Worstcase 9 9 5 5

Table 2: Address(A) and Entry (E) Coveragefor Asymmetric
Trees

in alarge growth in memoryrequirementandinsertiontime.

4.2 Mutating Binary Search

In this subsectionwe furtherre®nethe basicbinary searchreeto
changeor mutateto more specializedbinary treeseachtime we
encountera partial matchin somehashtable. We believe this a
far moreeffective optimizationthanthe useof asymmetricatrees
thoughthetwo ideascanbe combined.

In the last section,we looked at pre®xdistritutions sortedby
pre®xlengths. This resultinghistogramled us to proposeasym-
metricalbinary searchwhich canimprove averagespeed.Further
informationaboutpre®xdistributionscanbe extractedby dissect-
ing the histogram:For eachpossible bit pre®x,we could draw

individual histogramswith possiblyfewer non-emptybuckets,
thusreducingthe depthof thesearchree.

When partitioningaccordingto 16 bit pre®es , and counting
thenumberof distinctpre®xengthsin thepartitionswe discovera

Thereis nothingmagicaboutthe 16 bit level, otherthanit beingagoodrootfor a
binary searctof 32 bit IPv4 addresses.
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Table3: Numberof Distinct Pre®x_engthsin the 16 bit Partitions
(Histogram)

nice propertyof theroutingdata(Table3). Thoughthe whole his-
togram(Table7) shows 23 distinctpre®xlengthswith mary buck-
etscontaininga signi®canhumberof entries noneof theasliced®
histogramsontainmorethan12 distinctpre®xs;in fact, the vast
majority only containonepre®x which oftenhappengo bein the
16 bit pre®xlengthhashtableitself. This suggestshatif we start
with 16 bits in the binarysearchandgeta match,we needonly do
binary searchon a setof lengthsthatis muchsmallerthanthe 16
possibldengthswe would have to searchin naive binarysearch.
In generalevery matchin the binarysearchwith somemarker
, meanghat we needonly searchamongthe setof pre®esfor
which s a pre®x. This s illustratedin Figure10. On a match
we needonly searchn the subtrierootedat  (ratherthansearch
the entirelower half of thetrie, which is whatnaive binary search
would do.) Thusthe wholeideain mutatingbinary searchis as
follows: when&er we geta matd and moveto a new subtrie,we
only needto do binary seaich on thelevelsof new subtrie In other
words,thebinary searchmutatesor changeghelevelsonwhich it
searchedynamically(in awaythatalwaysreduceghelevelsto be
searched)asit getsmoreandmorematchinformation.

Root

New Trie on Failure

m = Median Length
_ _among all prefix
lengths in trie

New Trie on Match
< (first m bits of

\ Prefix =X)

Figure10: Showving how mutatingbinary searchfor pre®x  dy-
namicallychangeshetrie onwhichit will dobinarysearctof hash
tables.

Thuseachentry in the searchtablecould containa descrip-
tion of a searchtree specializedor all pre®esthat startwith
This simpleoptimizationcutstheaveragesearchimeto below two

Steps Usage Balance
Al E A% | E%
1]43.9%| 14.2%| 43.9%| 14.2%
21 98.4%]| 65.5%| 97.4%| 73.5%
31995%]| 84.9%| 99.1%| 93.5%
41 99.8%| 93.6% | 99.9%| 99.5%
51 99.9% | 97.8% | 100.0% | 100.0%
Average 1.6 24 1.6 2.2
Worstcase 6 6 5 5

Table4: Addresg(A) andEntry (E) Coveragefor Mutating Binary
Search

steps(Table4), assumingprobability proportionalto the covered
addressspace.Also with otherprobability distributions, (i.e., ac-
cordingto actualmeasurementsyye expectthe averagenumberof
lookupsto bearoundtwo.

As anexample considebinarysearcho beoperatingonatree
of levelsstartingwith arootlevel, say16. If we geta matchwhich
isamarkerwe go2down® to thelevel pointedto by thedown child
of the currentnode;if we geta matchwhich is a pre®xandnot a
marker we aredone;®nally if we getnomatch,we go2up®. In the
basicschemeawithout mutation,we startwith root level 16; if we
getamarkermatchwe godown to level 24,andgo upto Level 8 if
we getno match.

Mutating Search Trees Hash Tables

16

17
5 18
5
) [ Fv111, Tree3 | | H:%101, Tree 4 |
]
% 20 g
2
§
: 21 > /11100,
T 22

23

24

Tree 1 2 3 4
Name of this node

Structure of Prefix (V4" is the 16 bit

Hash Table F: %111, Tree 3 | prefix corresponding to E)

Entry: Tree to use from now on

Figurell: MutatingBinary SearchExample

Doing basicbinarysearchor anlPv4 addressvhoseBMP has
length21 requirescheckingthe pre®xlengths16 (hit), 24 (miss),
20 (hit), 22 (miss),and®nally21. Oneachhit, we godown, andon
misseaup.

Using Mutating Binary Search,looking for an address(see
Figurell) is different. First, we explain somenew corventions
for readingFigurell. As in Figure4, we continueto drav atrie
on theright. However, in this ®gurewe now have multiple binary
treesdravn on the left of the®gureJabeledasTreel, Tree2, etc.
Thisis becaus¢éhesearctprocessill movefromtreeto tree.Each
binary tree hastheroot level (i.e., the ®rstlengthto be searched)
attheleft; the upperchild of eachbinarytreenodeis the lengthto
be searchedn failure, andwhenever thereis a match,the search
switchego themorespeci®dree.

Finally, Figure11 hasanumberof pre®esandmarkerghatare
labeledas for corvenience Every suchentryin our



examplehas asa pre®x. Thusratherthandescribeall the bits
in , wedenotethebits as ;thebitsin say aredenotedas

, which denoteghe concatenatiowf thebitsin  with the
suf®x . Finally, eachhashtableentry consistsof the nameof
the node,followed by the bits representinghe entry, followed by
thelabelof the binarytreeto follow if we getamatchonthisentry.
The valuesarenotshown for brevity.

Considemow a searchfor anaddressvhoseBMP is  in the
databasef Figurell. The searchstartswith a generictree, Tree
1, solength16is checked®nding . Amongthe pre®esstarting
with , thereare known to be only ®@ve distinctlengths(say 17,
18, 19, 20, 21,and22). So containsa descriptionof the new
tree, Tree 2, limiting the searchappropriately Using Tree 2, we
®nd , giving a new treewith only a singlelength,leadingto
Thebinarytreehasmutatedrom the original treeof 32 lengthsto
a secondaryreeof 5 lengths,to atertiary tree® containingjust a
singlelength.

Lookingfor issimilar UsingTreel,we®nd . Switchingto
Tree2,we®nd , but after switchingto Tree4, we missatlength
21. Sinceamiss(noentryfound)cant updateatree,we follow our
currenttreeupwardgo length20, wherewe ®nd .

In generalwhenerer we go down in the currenttree, we can
potentiallymove to aspecializedinarytreebecauseachmatchin
the binary searchis longerthanary previous matchesandhence
may containmore specializednformation. Mutating binary trees
arise naturally in our application(unlike classicalbinary search)
becauseachlevel in the binary searcthasmultiple entriesstored
in a hashtable. asopposedo a singleentry in classicalbinary
search Eachof themultiple entriescanpointto amorespecialized
binarytree.

In otherwords thesearchis nolongerwalkingthroughasingle
binary searchtree,but througha whole networkof interconnected
trees.Branchingdecisionsarenot only basedn the currentpre®x
lengthandwhetheror not a matchis found, but alsoon whatthe
bestmatchso far is (which in turn is basedon the addresave're
looking for.) Thus at eachbranchingpoint, you not only select
whichwayto branch put alsochangeo themostoptimaltree.This
additionalinformation aboutoptimal tree brancheds derived by
precomputatiobasedn the distribution of pre®xesin the current
datasetThis givesusafastersearctpatternthanjust searchingon
eitherpre®xengthor addresslone.

Two possibledisadwantagef mutatingbinary searchimme-
diately presenthemseles. First, precomputingoptimal treescan
increasethe time to inserta new pre®x. Second the storagere-
quiredto storean optimalbinarytreefor eachpre®xappeardo be
enormousWe dealwith insertionspeedn Section5. For now, we
only obsere that while routesto pre®es may frequentlychange
in cost,the additionof a new pre®x(which is the expensve case)
shouldbe muchrarer We proceedo dealwith the spaceissueby
compactlyencodinghe networkof trees.

Rope A key obsenationis thatweonlyneedo storethesequence
of levelswhich binary search on a givensubtriewill follow on re-
peatedfailuresto ®nda matd. Thisis becausevhenwe geta suc-
cessfumatch(seeFigure10) we move to acompletelynew subtrie
andcangetthenew binary searchpathfrom the new subtrie. The
sequenc®f levels which binary searchwould follow on repeated
failuresis whatwe call the Ropeof a subtrie,andcanbe encoded
ef®ciently We call it Rope,becausehe Ropeallows usto swing
from treeto treein our networkof interconnectedinarytrees.

If we consideratrie, we de®neheRopefor theroot of thetrie
nodeto bethe sequencef trie levelswe will considemwhendoing
binary searchon the trie levels while failing at every point. This
is illustratedin Figure12. In doingbinary searchwe startat Level

which is the medianlengthof thetrie. If we fail, we try at the
quartilelength(say ), andif we fail at
level (say ). Thesequence

we try at the one-eight
is the Ropefor thetrie.

Figurel?2: In termsof atrie, aropefor thetrie nodeis thesequence
of lengthsstartingfrom the medianlength,the quartilelength,and
soon, which is the sameasthe seriesof left children (seedotted
oval in binarytreeon right) of a perfectlybalancedinarytreeon
thetrie levels.

Figure13 shonsthe Ropescontainingthe sameinformationas
thetreesin Figurell. Notethata Ropecanbe storedusingonly
(7 for IPv6) pointers.Sinceeachpointerneedgo only dis-
criminateamongat most  possiblelevels, eachpointerrequires
only bits. For IPv6, 64 bits of Ropeis morethansuf®cient,
thoughit seemgossibleto getaway with 32 bits of Ropein most
practicalcasesThusa Ropeis usuallynot longerthanthe storage
requiredto storea pointer To minimize storagein the forwarding
databasesinglebit canbeusedo decidewhethertheropeor only
apointerto aropeis storedin anode.

Ropes Hash Tables
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Note: Rope 1 contains the partially invisible layers 16, 8, 4, 2, and 1.

Figure13: SampleRopes

Using the Ropeasthe datastructurehasa secondadvantage:
it simpli®eghe algorithm. A Ropecaneasilybe followed, by just
picking pointerafter pointerin the Rope,until the next hit. Each
strandin the Ropeis followed in turn, until thereis a hit (which
startsa new Rope),or theendof the Ropeis reached.

Pseudocodéor the Ropevariationof Mutating Binary Search
is shavn belov. An elementhatis a pre®xbut nota marker(i.e.,
the aterminal® condition) speci®esan empty Rope, which leads
to searchtermination. The algorithmis initialized with a starting



Rope. The startingRopecorrespondso the defaultbinary search
tree. For example,using32 bit IPv4 addresseghe startingRope
containsthe startinglevel 16, followed by Levels 8, 4, 2, 1. The
Levels8, 4, 2,and1 correspondo the2up® pointersgto follow when
no matchesarefoundin thedefaulttree. Theresultingpseudocode
(Figurel4) is elegantand simpleto implement. It appeargo be
simplerthanthebasicalgorithm.

Function RopeSearch() (* searchfor address *)
Initialize Rope containingthedefaultsearchsequence;
Initialize sofar to null string;
While is notemptydo
Pull the®rststrand(pointer)off —andstoreit in ;
Extractthe®rst bitsof into ;
:= Search( , ); (* searcthashtablefor  *)
If  isnotnil then
; (* updatebestmatchingpre®xsofar *)
; (* getthenew Rope,possiblyempty*)
Endif
Endwhile

Figurel4: RopeSearch

4.3 UsingArrays

In casesvhereprogramcompleity andmemoryusecanbetraded
for speedit mightbe desirablgo changeghe®rsthashtablelookup
to asimpleindexedarraylookup,with theindex beingformedfrom
the®rst  bits of the addresswith beingthe pre®xlengthat
which the searchwould be started.For example,if , we
wouldhave anarrayfor all possible  valuesof the®rst16 bits of
adestinatiormddressEacharrayentryfor index will containthe

of aswell asa Ropewhichwill guidebinarysearchamong
all pre®esthatbegin with . An initial arraylookup is not only
fasterthana hashlookup, but alsoresultsin reducingthe average
numberof lookups(to around0.5 usingthe currentdatasetswe
have examined.)

4.4 Hardware Implementations

As we have seenin both Figure6 andFigure14, the searchfunc-
tionsarevery simple,soideally suitedfor implementatiorin hard-
ware. The inner component,most likely done as a hashtable
in softwareimplementationscanbe implementedusing (perfect)
hashinghardwaresuchas describedn [Dig95]. Alternatiely, a
fastCAM couldbeused.

The outerloop in the Ropeschemecan be implementedasa
shiftregister Usingmultiple shiftregistersit is possibleo pipeline
the searchestesultingin one completedrouting lookup per hash
lookuptime.

5 Implementation

Besidedashingandbinarysearchapredominanideain thispaper
is precomputation Every hashtable entry hasan associated
®eldand (possibly)a Rope®eld,both of which areprecomputed.
Precomputatiomllows fast searchbut requiresmore complex In-
sertionroutines. However, as mentionedearlier while routesto
pre®esmay changefrequently the additionof a new pre®x(the
expensve case)s muchrarer Thusit is worth payinga penaltyfor
Insertionin returnfor improved searctspeed.

5.1 BasicSchemeBuilt from Scratch

Settingup the datastructurefor the Basic Schemes straightfor
ward,asshawvn in the BuildBasicfunction (Figure15, with a com-
plexity of ). For simplicity of implementationthe
list of pre®esis assumedo be sortedby increasingore®xlength
in advance( usingbucketsort). For optimal searchperfor
mancethe®nalhashtablesshouldensureminimal collisions.

Function BuildBasic;
For all entriesin thesortedist do
Readnext pair ( , ) from thelist;
Let betheindex for the 's hashtable;
UseBasicAlgorithm on whathasbeenbuilt by now
to ®ndthe BMP of andstoreit in ;
Add anew pre®xnodefor in the hashtablefor ;
(* Now insertall necessarynarkerstabove® *)
For everdo
(* Gobackonelevel in thebinarysearchree*)
Cleartheleastsigni®canbnebit in ;

If thenbreak;(* endreached)

Set to theappropriatdengthfor ;
Shorten to bits;

If thereis alreadyanentryfor at then

Makeit amarkerif it isn't already;
break;(* higherlevelsalreadydo have markers¥)

Else
Createanew marker at ' hashtable;
Setit's ®eldto ;
Endif
Endfor
Endfor

Figure15: Building for theBasicScheme

5.2 RopeSearch from Scratch

Building a RopeSearchdatastructurebalancedor optimalsearch
speedis more comple, sinceevery possiblebinary searchpath
needsto be optimized. To ®ndthe valuesassociatedvith
markersit helpsto have anauxiliarytrie. Thuswe havetwo passes:

Pass1 builds a conventionaltrie. Eachtrie nodecontainsa list
of all pre®xlengthsusedby its 2child® nodes(subtredengthset,
SLS). If a weightingfunctionis beingusedto optimize accesses
basedon known or assumedccespatternsfurther statisticsand
forecastshouldbe summarizedAll this additionalinformationis
keptup-to-datewhile inserting,in time.

In the secondpassall pre®esareinsertednto thehashtables,
startingwith the shortestpre®x:for eachpre®x,it's Ropeandthe
BMP for it's markersare calculatedandthenthe markersandthe
pre®xareinserted.Thistakes , aswewill seelater

Insertingfrom shortesto longestpre®xhasthe nice property
thatall BMPsfor the newly insertednarkersareidenticalandthus
only needto be calculatedonce. This can easily be seenby re-
calling thateachmarkeris (1) a pre®xof all the entriesit guides
the searchto, (2) that the markers BMP is also a pre®xof the
marker and (3) insertingentrieslongerthan the markers length
cannotchanget's BMP.

Thereareatmost markerdo insertfor eachrealpre-
®x, and eachpre®xand markerneedsa rope, which canbe cal-
culatedfrom the SLS in The overall work thusis

using®nd®rstbit instructionsprecompute@rrayswouldbe



[ Algorithm [ Build | Search [ Memory | | | Basic | Rope] Array | Radix |
Binary Search Memoryusage [MB] 1.4 1.4 1.2 1.2
Trie aPrimary® Memory [MB] 0.6 0.6 0.3
RadixTrie Firststep(sXcached) [ns] 40 40 15
BasicScheme Laterstepg(notcached)ns] 100 | 110 110
AsymmetricBS Averagdookup [ns] 180 100 80 | 1400
RopeSearch Worstcaselookup [ns] 850 | 600 450 | 2000
TernaryCAMs

Table5: SpeecandMemoryUsageCompleity

. We areworking on a fasterand more
elegant algorithmfor building the Rope Searchdatastructurein
time (that also doesnot requirebuilding a trie).
We will describehisandotheroptimizationsn afuturepaper

Oneproblemfor theinsertionis thatthe numberof markerdor
eachlengthis notknown in advance which makest dif®cultto al-
locatememoryfor thehashtablein advance.This problemcanbe
avoidedby puttingall entriesin a single hashtableandincluding
the pre®xlengthin the hashcalculation. Sincethereis an upper
limit of markergerreal pre®x.we cansizethesinglehash
table. For typical IPv4 forwardingtables,abouthalf of this maxi-
mumnumberis beingused.

5.3

Addingandremoring singleentriesfrom thetreecanalsobedone,
but sinceno rebalancingoccurs,the performanceof the lookups
might slowly degradeover time. However, additionand deletion
arenottrivial. Adding or deletinga single pre®xcan changethe
valuesof alarge numberof markersandthusinsertionis po-

tentially expensvein theworstcase.Similarly, addingor deleting
anew pre®xthatcauses new pre®xlengthto beaddedor deleted
cancauseheRopeof anumberof entriesto change The simplest
solutionis to batcha numberof changesanddo a completebuild

of thesearctstructure Suchsolutionswill have adequatehrough-
put(becausevheneverthebuild procesdalls behind we will batch
more ef®ciently),but have poorlateng. We are working on fast
incrementalinsertionand deletionalgorithms,but we do not de-
scribethemherefor wantof space.Ourincrementainsertionand
deletionalgorithmsstill requirethe treeto be retuilt afteralarge
numberof differentinsertsanddeletes.

Insertions and Deletions

6 PerformanceEvaluation

Recollectingsomeof the datamentionedearlier we shav mea-
suredandexpectedperformancdor our scheme.

6.1 Complexity Comparison

Table5 collectsthe (worstcase)compleity necessaryor the dif-

ferentschemesnentionedhere. Be aware that thesecompleity

numbersdo not sayarything aboutthe absolutespeedor memory
usage.SeeSection2 for a comparisorbetweenthe schemes For
Radix Tries,BasicSchemeAsymmetricBinary SearchandRope
Search, is thenumberof distinctlengths.Memory compleity

isgivenin  bit words.

Table6: Performanc&€omparison

6.2 Measurementsfor IPv4

Sofar we have describechow long our algorithmtakes(in the av-
erageor worstcase)in termsof the numberof hashcomputations
required.It remaingo quantifythetime takenfor acomputatioron
anarbitrarypre®xengthusingsoftware.To do so,we ranthefol-
lowing experimentoon a200MHz PentiumProfrom C codeusing
the compilers maximumoptimization(Table6). The forwarding
tablewasthe same33,000entryforwardingtable[Mer96] usedbe-
fore.

Basic Scheme Memoryusages closeto 1.2 MByte, for the pri-
mary datastructuregthe mostcommonlyaccessetiashtablesfor
length8, 16, and24) ®tmostlyinto secondevel cache sothe ®rst
two stepsg(which is the averagenumberneededprevery likely to
befoundin thecache Laterstepsseldomneededwill beremark-
ably slower.

Rope Search  Althoughthe averagenumberof searcHevelsand
thusthe numberof markerentriesneededlecreaseshe memory
needegernodeincreases.

Rope Search starting with Array Lookup This arrayfully ®ts
into the cacheeaving amplespacefor the hashtables. The array
lookupis muchquicker andtherewill belesstotallookupsneeded
thanfor the Ropescheme.

Radix Tries TheRadix Trie functionswereextractedfrom opti-
mized NetBSD kernel codeand put into userspacefor measure-
ment.

6.3 Projectionsfor IP Version6

IPv6 addressassignmenprincipleshave not been®nallydecided
upon.However, threemethodsarecurrentlybeingdiscussedh the

IPngworkinggroupof thelnternetEngineeringraskForce(IETF).

All of them use hierarchicalschemego provide as much rout-

ing aggr@ation as possible: providerbasedaddressindR 97],

geographicahddressingand @GSEP° (Global, Site, End-system)
[O'D97].

All theseschemeselpto reduceroutinginformation.In theop-
timal caseof astrictly hierarchicabrvironmentjt cangodownto a
handfulof entries.But with massve growth of theInternettogether
with theincreasingorcesfor connectvity to multiple ISPs(@mul-
tihoming®) and meshingbetweerthe ISPs,we expectthe routing
tablesto grov. Anothernew featureof IPv6, Anycastaddresses
[HD96, DH9€], may (dependingnhow popularthey will become)
adda very large numberof hostroutesandotherrouteswith very
long pre®s.



Somostsiteswill still haveto copewith alarge numberof rout-
ing entriesatdifferentpre®Xengths.Thereis likely to bemoredis-
tinct pre®x¥engths sotheimprovementsachiezedby binarysearch
will besimilaror betterthanthoseachievedon IPv4.

For thearrayaccessmprovementshovn in Sectiond.3 theim-
provementmaynotbeasdramaticasfor IPv4. Althoughit will im-
prove performancédor IPv6, it is lessattractve, becaus@ddresses
will belonger Goodstartingpointsmay requireratherlarge pre-
®es(i.e. 24 bits or longer). With necessargntries,it is no
longerfeasibleto have a whole array storedin memory requiring
usto selecta lessoptimal startingpoint to still gainimprovement
from the arrayaccessDependingon the actualdata,this may still
beawin. All otheroptimizationsareexpectedo yield similarim-
provements.

7 Conclusionsand Future Work

We have designech new algorithmfor bestmatchingsearch.The
bestmatchingpre®xproblemhasbeenaroundfor twenty yearsin
theoreticacomputescienceto thebestof ourknowledge the best
theoreticalalgorithmsare basedon tries. While inef®cientalgo-
rithmsbasedon hashing[Skl93] wereknown, we have discorered
an extremely ef®cientalgorithmthat scaleswith the logarithm of
the addresssize and so is very closeto the theoreticallimit of

Our algorithm containsboth intellectualand practical contri-
butions. On the intellectualside, after the basicnotion of binary
searchingn hashtables we foundthatwe hadto addmarkersand
useprecomputationto ensurdogarithmictime in the worst-case.
Algorithmsthatonly usebinary searchof hashtablesareunlikely
to provide logarithmictime in the worst case. Among our opti-
mizations,we single out mutatingbinary treesasan aesthetically
pleasingideathat leverageoff the extra structureinherentin our
particularform of binarysearch.

On the practicalside, we have a fast, scalablesolutionfor 1P
lookupsthat can be implementedn eithersoftwareor hardware.
Our softwareprojectionsfor IPv4 are 80 ns andwe expect 150+
200 ns for IPv6. Our averagecasespeedprojectionsare based
on the structureof existing routing databaseshat we examined.
We expectmostof the characteristicef this addressstructureto
strengthenin the future, especiallywith the transitionto 1Pv6.
Evenif our predictions,basedon the little evidenceavailableto-
day, shouldprove to be wrong,the overall performanceaneasily
berestrictedto thatof the basicalgorithmwhich alreadyperforms
well.

With algorithmssuchasours,we believe thatthereis no more
reasonfor routerthroughputgo be limited by the speedof their
lookup engine. We alsodo not believe that hardwarelookup en-
ginesarerequiredbecauseour algorithm can be implementedn
softwareandstill performwell. For similarreasonsye do not be-
lieve thatthereis a compellingneedfor protocolchangedo avoid
lookupsasproposedn TagandIP Switching.Evenif theseproto-
col changesvereacceptedfastlookupalgorithmssuchasoursare
likely to beneededt severalplacesin thenetwork.

Futurework on our algorithmincludestheoreticalwork on a
choiceof balancingfunction, hopefully yielding an improvement
over our ad-hocheuristicfunctions. Otheravenuesof researchn-
clude the choice of a heuristicfunction basedon actualnetwork
traf®c,andwork on fasterinsertionalgorithms.We arealsotrying
to optimizethebuilding andmodi®catiorprocesseOuralgorithm
belonggo aclassof algorithmsthatspeedip searchatthe expense
of insertion;we arelooking for otherapplicationsandgeneraliza-
tionsof ouralgorithm.

In spite of potentialimprovements,we believe our algorithm
is readyfor practicaluse. To prove this, it will be incorporated
into the Crossbav project[D 97], a joint projectbetweenETH
and WashingtonUniversity The goal of Crossbav is to build a
extensibleframewvork for IPv6 aswell asa high-speedPv6 cell-
switchedrouterwith QoSguarantees.
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