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Abstract

Internetaddresslookup is a challengingproblembecauseof in-
creasingrouting tablesizes,increasedtraf®c,higherspeedlinks,
and the migration to 128 bit IPv6 addresses.IP routing lookup
requirescomputingthe bestmatchingpre®x,for which standard
solutionslike hashingwerebelieved to be inapplicable.The best
existing solutionwe know of, BSD radix tries,scalesbadly asIP
movesto 128 bit addresses.Our paperdescribesa new algorithm
for bestmatchingpre®xusingbinary searchon hashtablesorga-
nizedby pre®xlengths. Our schemescalesvery well asaddress
androutingtablesizesincrease:independentof thetablesize,it re-
quiresaworstcasetimeof �����
	���
���������������������� hashlookups.Thus
only 5 hashlookupsareneededfor IPv4 and7 for IPv6. We also
introduceMutatingBinarySearchandotheroptimizationsthat,for
a typical IPv4 backbonerouterwith over 33,000entries,consider-
ably reducetheaveragenumberof hashesto lessthan2, of which
onehashcanbesimpli®edto an indexedarrayaccess.We expect
similaraveragecasebehavior for IPv6.

1 Intr oduction

The Internet is becomingubiquitous: everyonewantsto join in.
Sincethe advent of the World Wide Web, the numberof users,
hosts,domains,andnetworksconnectedto theInternetseemsto be
exploding. Not surprisingly, networktraf®cis doublingevery few
months. The proliferationof multimedianetworkingapplications
anddevicesis expectedto give traf®canothermajorboost.

The increasingtraf®c demandrequiresthree key factors to
keeppaceif the Internet is to continueto provide good service:
link speeds,routerdatathroughput,andpacketforwardingrates.�
Readilyavailablesolutionsexist for the ®rsttwo factors: for ex-
ample,®ber-optic cablescan provide fasterlinks,

	

and switching
technologycanbe usedto move packetsfrom the input interface
of a routerto thecorrespondingoutputinterfaceat gigabitspeeds.

�

In ourpaper, wedistinguishbetweenrouting(aprocessthatcomputesadatabase
mappingdestinationnetworksto output links) and forwarding (a processby which
a routing databaseis consultedto decidewhich output link a singlepacketshould
be forwardedon.) Routecomputationis lesstime critical thanforwardingbecause
forwardingis donefor eachpacket,while routecomputationneedsto be doneonly
whenthetopologychanges.

 

Forexample,MCI is currentlyupgradingits linesfrom 45Mbits/sto 155Mbits/s;
theyplanto switchto 622Mbits/swithin ayear.

Our paperdealswith thethird factor, packetforwarding,for which
currenttechniquesperformpoorlyasnetworkspeedsincrease.

The major stepin packetforwarding is to lookup the desti-
nation address(of an incoming packet)in the routing database.
While thereareotherchores,suchasupdatingTTL ®elds,these
arecomputationallyinexpensivecomparedto themajortaskof ad-
dresslookup. Datalink Bridgeshave beendoingaddresslookups
at 100 Mbps [Dig95] for many years. However, bridgesonly do
exact matchingon the destination(MAC) address,while Internet
routershaveto searchtheirdatabasefor thelongestpre®xmatching
adestinationIP address.Thusstandardtechniquesfor exactmatch-
ing, suchasperfecthashing,binary search,andstandardContent
AdressableMemories(CAMs) cannotdirectlybeusedfor Internet
addresslookups.

Pre®xmatchingwasintroducedin theearly1990s,whenit was
foreseenthat the numberof endpointsandthe amountof routing
informationwould grow enormously. The addressclassesA, B,
andC (allowing sitesto have24,16,and8 bits respectively for ad-
dressing)proved too in¯exible andwastefulof theaddressspace.
Tomakebetteruseof thisscarceresource,especiallytheclassB ad-
dresses,bundlesof classC networksweregivenout insteadof class
B addresses.This resultedin massive growth of routingtableen-
tries. So, in turn,ClasslessInter-DomainRouting(CIDR) [F ! 93]
wasdeployed,to allow for arbitraryaggregationof networksto re-
duceroutingtableentries.

To reduceroutingtablespace,aggregationis doneaggressively.
Supposeall thesubnetsin abig networkhave identicalroutingin-
formationexceptfor asingle,smallsubnetthathasdifferentinfor-
mation. Insteadof having multiple routingentriesfor eachsubnet
in the large network,just two entriesareneeded:onefor the big
network,anda morespeci®conefor thesmall subnet(which has
preference,if both shouldmatch). This resultsin betterusageof
theavailableIP addressspaceanddecreasestheamountof routing
tableentries.On theotherhand,theprocessingpower neededfor
forwardinglookupis increased.

ThustodayanIP router's databaseconsistsof anumberof ad-
dresspre®xes. Whenan IP routerreceivesa packet,it mustcom-
pute which of the pre®xes in its databasehasthe longestmatch
whencomparedto thedestinationaddressin thepacket.Thepacket
is thenforwardedto theoutputlink associatedwith thatpre®x.For
example,aforwardingdatabasemayhavethepre®xes "$#&%('�#�'�# ,

"*)*%('+#,'+#�#�'+# and ".-/%0'�#�'�#�#�'�#�'�#�'+#�# . An addresswhose®rst
12 bitsare '+#�'�#�'�#�#�'�#�'�#�# haslongestmatchingpre®x"$# . On the
otherhand,an addresswhose®rst12 bits are '+#�'�#�#,'+#�'�#�#,'+# has
longestmatchingpre®x".- .

The useof bestmatchingpre®xin forwardinghasallowed IP
routerstoaccomodatevariouslevelsof addresshierarchies,andhas
alloweddifferentpartsof thenetworkto havedifferentviewsof the



addresshierarchy. Given that bestmatchingpre®xforwardingis
necessaryfor hierarchies,andhashingis a naturalsolutionfor ex-
actmatching,anaturalquestionis: ªWhy can't wemodify hashing
to do bestmatchingpre®x.º However, for severalyearsnow, it was
considerednot to be ªapparenthow to accommodatehierarchies
while usinghashing,otherthanrehashingfor eachlevel of hierar-
chypossibleº[Skl93].

Ourpaperdescribesanovel algorithmicsolutionto longestpre-
®x match,usingbinary searchover hashtablesorganizedby the
lengthof thepre®x.Oursolutionrequiresaworstcasecomplexity

�

of
�

� �����

	��

� , with � being the length of the addressin bits.
Thus,for thecurrentInternetprotocolsuite(IPv4) with 32 bit ad-
dresses,weneedatmost5 hashlookups.For theupcomingIP ver-
sion6 (IPv6) with 128bit addresses,we cando lookupin at most
7 steps,as opposedto 128 in currentalgorithms(seeSection2),
giving an order of magnitudeperformanceimprovement. Using
perfecthashing,we can lookup 128 bit IP addressesin at most
7 memoryaccesses.This is signi®cantbecauseon currentRISC
processors,hash functions can be found whosecomputationis
cheaperthanamemoryaccess.

In addition,weuseseveraloptimizationsto signi®cantlyreduce
theaveragenumberof hashesneeded.For example,ouranalysisof
an IPv4 forwardingtablefrom an Internetbackbonerouterat the
Mae-Eastnetworkaccesspoint (NAP) [Mer96] show an average
caseperformanceof lessthantwo hashes,wherethe®rsthashcan
bereplacedby asimpleindex tablelookup.

The rest of the paper is organized as follows. Section2
describesdrawbacks with existing approachesto IP lookups.
Section3 describesourbasicschemein aseriesof re®nementsthat
culminatein the basicbinary searchscheme.Section4 describes
a seriesof importantoptimizationsto the basicschemethat im-
prove averageperformance.Section5 describesour implementa-
tion, including algorithmsto build the datastructureandperform
insertionsanddeletions.Section6describesperformancemeasure-
mentsusingour schemefor IPv4 addresses,andperformancepro-
jectionsfor IPv6addresses.Weconcludein Section7 by assessing
thetheoreticalandpracticalcontributionsof thispaper.

2 Existing Approachesto IP Lookup

We survey existing approachesto IP lookupsandtheir problems.
We discussapproachesbasedon modifying exactmatchingsche-
mes,trie basedschemes,hardwaresolutionsbasedon parallelism,
proposalsfor protocolchangesto simplify IP lookup,andcaching
solutions.For therestof thispaper, weuseBMP asashorthandfor
BestMatchingPre®x.

Modi®cations of Exact Matching Schemes Classical fast
lookuptechniquessuchhashingandbinarysearchdo not directly
applyto thebestmatchingpre®x(BMP)problemsincethey onlydo
exactmatches.A modi®edbinarysearchtechnique,originally due
to ButlerLampson,is describedin [Per92]. However, this method
requires�����

	

)�� steps,with � beingthenumberof routingtable
entries.With currentroutingtablesizes,theworstcasewouldbe17
datalookups,eachrequiringat leastonecostlymemoryaccess.As
with any binarysearchscheme,theaveragenumberof accessesis
�����

	

� )�� ��� # . A secondclassicalsolutionwouldbeto reapplyany
exactmatchschemefor eachpossiblepre®xlength[Skl93]. This
is evenmoreexpensive, requiring � iterationsof theexactmatch
schemeused(e.g. �

% #�)
	 for IPv6).
�

This assumesassuming��
���� for hashing,which canbeachievedusingperfect
hashing,althoughlimited collisionsdo notaffectperformancesigni®cantly.

Trie BasedSchemes The mostcommonlyavailable IP lookup
implementationis foundin theBSD kernel,andis a radix trie im-
plementation[Skl93]. If � is thelengthof anaddress,theworst-
casetime in thebasicimplementationcanbeshown to be

�

�

�

	

� .
Currentimplementationshavemadeanumberof improvementson
Sklower's original implementation.Theworstcasewasimproved
to

�

�

�

� by requiring that the pre®xbe contiguous(previously
non-contiguousmaskswere allowed, a featurewhich was never
used). Despitethis, the implementationrequiresup to 32 or 128
costlymemoryaccesses(for IPv4or IPv6,respectively). Triesalso
canhave largestoragerequirements.

HardwareSolutions Hardwaresolutionscanpotentiallyusepar-
allelismto gainlookupspeed.For exactmatches,this is doneusing
ContentAddressableMemories(CAMs) in which every memory
location,in parallel,comparestheinputkey valueto thecontentof
thatmemorylocation.

SomeCAMs allow a maskof bits that mustbe matched.Al-
thoughthereare expensive so-calledternaryCAMs availableal-
lowing amaskto bespeci®edperword,themaskmusttypically be
speci®edin advance. It hasbeenshown that theseCAMs canbe
usedto do BMP lookups[MF93, MTW95], but the solutionsare
usuallyexpensive.

LargeCAMs areusuallyslowerandmuchmoreexpensivethan
ordinarymemory. TypicalCAMs aresmall,both in thenumberof
bits perentryandthenumberof entries.ThustheCAM memory
for largeaddress/maskpairs(256bitsneededfor IPv6) anda huge
amountof pre®xesappears(currently)to be very expensive. An-
otherpossibility is to usea numberof CAMs doingparallellook-
upsfor eachpre®xlength. Again, this seemsexpensive. Probably
the most fundamentalproblemwith CAMs is that CAM designs
have not historicallykeptpacewith improvementsin RAM mem-
ory. ThusaCAM basedsolution(or indeedanyhardwaresolution)
runsthe risk of beingmadeobselete,in a few years,by software
technologyrunningon fasterprocessorsandmemory.

Protocol BasedSolutions Oneway to getaroundtheproblems
of IP lookupis to haveextra informationsentalongwith thepacket
to simplify or even totally get rid of IP lookupsat routers. Two
majorproposalsalongtheselinesareIP Switching[NMH97] and
TagSwitching[CV95, CV96,R! 96]. Both schemesrequirelarge,
contiguouspartsof thenetworkto adopttheirprotocolchangesbe-
fore they will show amajorimprovement.Thespeedupis achieved
by addinginformationonthedestinationto every IP packet.

In IP Switching,this is doneby associatinga ¯o w of packets
with an ATM Virtual Circuit; in Tag Switching, this is doneby
addinga ªtagº to eachpacket,wherea ªtagº is a smallintegerthat
allowsdirectlookupin therouter's forwardingtable.Tagswitching
is basedon a conceptoriginally describedby Chandranmenonand
Varghese([CV95, CV96]) usingthenameªthreadedindicesº.The
currenttag switchingproposal[R! 96] goesfurther than threaded
indicesby addingastackof indicesto dealwith hierarchies.

Neither schemecan completely avoid ordinary IP lookups.
Bothschemesrequiretheingressrouter(to theportionsof thenet-
work implementingtheir protoocol)to performa full routing de-
cision. In their basicform, both systemspotentially requirethe
boundaryroutersbetweenautonomoussystems(e.g., betweena
company andits ISPor betweenISPs)to performthefull forward-
ing decisionagain,becauseof trustissues,scarceresources,or dif-
ferentviewsof thenetwork.ScarceresourcescanbeATM VCsor
tags,of whichonly asmallamountexists. Thustowardstheback-
bone,they needto be aggregated;away from the backbone,they
needto beseparatedagain.



Differentviews of the networkcanarisebecausesystemsof-
tenknow moredetailsabouttheirown andadjacentnetworks,than
aboutnetworksfurther away. Although Tag Switchingaddresses
that problem by allowing hierarchicalstackingof tags, this af-
fectsroutingscalability. TagSwitchingassignsanddistributestags
basedon routinginformation;thusevery originatingnetworknow
hasto know tagsin thedestinationnetworks.Thuswhile bothtag
switchingandIP switchingcanprovidegoodperformancewithin a
level of hierarchy, neithersolutioncurrentlydoeswell at hierarchy
boundarieswithoutscalingproblems.

Caching For years,designersof fast routershave resortedto
cachingto claim high speedIP lookups. This is problematicfor
several reasons.First, informationis typically cachedon the en-
tire address,potentiallydiluting the cachewith hundredsof ad-
dressesthat mapto the samepre®x. Second,a typical backbone
routerof thefuturemayhavehundredsof thousandsof pre®xesand
be expectedto forwardpacketsat Gigabit rates.Althoughstudies
haveshown thatcachingin thebackbonecanresultin hit ratiosup
to andexceeding90 percent[Par96,NMH97], the simulationsof
cachebehavior weredoneon large, fully associativecacheswhich
commonlyareimplementedusingCAMs. CAMs, asalreadymen-
tioned, areusuallyexpensive. It is not clearhow setassociative
cacheswill performandwhethercachingwill beablekeepupwith
thegrowth of theInternet.Socachingdoeshelp,but doesnotavoid
the needfor fastBMP lookups,especiallyin view of currentnet-
work speedups.

Summary In summary, all existingschemeshaveproblemsof ei-
therperformance,scalability, generality, or cost. Lookupschemes
basedon tries and binary searchare (currently) too slow and do
not scalewell; CAM solutionsare expensive and carry the risk
of beingquickly outdated;tag andIP switchingsolutionsrequire
widespreadagreementon protocolchanges,andstill requireBMP
lookupsin portionsof thenetwork;®nally, locality patternsatback-
boneroutersmakeit infeasibleto dependentirelyon caching.

We now describea schemethat hasgoodperformance,excel-
lentscalability, anddoesnot requireprotocolchanges.Ourscheme
alsoallowsacheap,fastsoftwareimplementation,andalsoamore
expensive(but faster)hardwareimplementation.

3 BasicBinary Search Scheme

Our basicalgorithmis basedon threesigni®cantideas,of which
only the ®rsthasbeenreportedbefore. First, we usehashingto
checkwhetheran address

�

matchesany pre®xof a particular
length;second,weusebinarysearchto reducenumberof searches
from linearto logarithmic;third, weuseprecomputationto prevent
backtrackingin caseof failures in the binary searchof a range.
Ratherthanpresentthe ®nalsolutiondirectly, we will gradually
re®netheseideasin Section3.1, Section3.2,andSection3.5to ar-
rive at a workingbasicscheme.We describefurtheroptimizations
to thebasicschemein thenext section.

3.1 Linear Search of HashTables

Our point of departureis a simpleschemethat doeslinearsearch
of hashtablesorganizedby pre®xlengths. We will improve this
schemeshortlyto do binarysearchon thehashtables.

The ideais to look for all pre®xesof a certainlength � using
hashingandusemultiple hashesto ®ndthe bestmatchingpre®x,
startingwith the largestvalueof � andworking backwards.Thus
we startby dividing thedatabaseof pre®xesaccordingto lengths.

Length Hash

5

7

12

01010

0101011
0110110

011011010101

Hash tables

Figure1: HashTablesfor eachpossiblepre®xlength

Assuminga particularly tiny routing table with four pre®xes of
length5, 7, 7, and12, respectively, eachof themwould be stored
in thehashtablefor its length(Figure1). Soeachsetof pre®xesof
distinctlengthis organizedasa hashtable. If we havea sortedar-
ray � correspondingto thedistinctlengths,we only have3 entries
in the array, with a pointerto the longestlengthhashtablein the
lastentryof thearray.

Tosearchfor address
�

, wesimplystartwith thelongestlength
hashtable � (i.e. 12 in theexample),andextractthe®rst� bitsof

�

anddoasearchin thehashtablefor length � entries.If wesucceed,
we have founda BMP� ; if not, we look at the®rstlengthsmaller
than � , say ��� (this is easyto ®ndif we have thearray � by simply
indexing onepositionlessthanthe positionof � ), andcontinuing
thesearch.

More concretely, let � be an arrayof records. ��� �	��
 � �
��� ��� is
thelengthof pre®xesfoundatposition � , and ��� ����
 � 
���� is apointer
to a hashtablecontainingall pre®xesof length ��� ����
 � ����� ��� . The
resultingcodeis shown in Figure2.

Function LinearSearch(
�

) (* searchfor address
�

*)
Initialize ��� " to theemptystring;

� := Highestindex in array � ;
While ����� " %�� ����� and � ��� '�� do

Extractthe®rst��� ����
 � �
������� bitsof
�

into
�

� ;
��� " := Search(

�

� , ��� ����
 � 
���� ); (* searchhashfor
�

� *)
�! % � � # ;

Endwhile

Figure2: LinearSearch

3.2 Binary Search of Hash Tables

The previous schemeessentiallydoes(in the worst case)linear
searchamongall distinct string lengths. Linear searchrequires

�

�

�

� expectedtime (moreprecisely,
�

�

�#"%$'&�(

� , where �)"%$'&�(+*

� is thenumberof distinctlengthsin thedatabase.)
A bettersearchstrategy is to usebinarysearchon thearray �

to cutdown thenumberof hashesto
�

� �����

	
�,"-$�&�(

� . However, for
binary searchto work, we needmarkersin tablescorresponding
to shorterlengthsto point to pre®xesof greaterlengths.Markers
areneededto directbinarysearchto look for matchingpre®xesof
greaterlength.Hereisanexampleto illustratetheneedfor markers.

Supposewe have thepre®xes "$# % ' , "*) % '�' , ".- % #�#�#

(Figure3 (b)). Assumethat the zerothentry of � points to "$# 's
hashtable, the ®rstto "*) 's hashtable,and the secondpoints to

".- 's hashtable. Supposewe searchfor #�#�# . Binary search(a)
would startat themiddlehashtableandsearchfor #�# in thehash
tablecontaining"*) (thetrianglesdenoteapointerto thehashtable

.

Recall that BMP standsfor Best Matching Pre®x. We use this abbreviation
throughtherestof thepaper
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Figure3: BinarySearchon HashTables

to search).It wouldfail andhavenoindicationthatit shouldsearch
amongthe longerpre®xtablesfor a bettermatchingpre®x.To ®x
thisproblem,wesimplyaddamarkerentry #�# to themiddletable.
Now whenbinarysearchis donefor #�#�# , we will lookup #�# in the
middle hashtableand®ndthe markernode. This canbe usedto
directbinarysearchto thelowerhalf of thetable.
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Figure4: BinarySearchonTrie Levels

Eachhashtable(markersplusrealpre®xes)canbethoughtof as
ahorizontallayerof a trie correspondingto somelength � (except
thatthehashtablecontainsthecompletepathto that layerof each
entry in thatlayer). Our basicschemesis essentiallydoingbinary
searchon the levelsof a trie (Figure4). We startby doinga hash
on pre®xescorrespondingto the medianlengthof the trie. If we
match,wesearchtheupperhalf of thetrie; if wefail wesearchthe
lower half of thetrie.

Figure4 andother®guresdescribingsearchordercontainsev-
eral elements:(1) Horizontalstripesgroupingall theelementsof
a speci®edpre®xlength,(2) a trie containingthepre®xes,shown
on the right of the®gureandrootedon the top of the ®gure,and
(3) a binary tree,shown on the left of the®gureandrootedat the
left, which depictsall possiblepathsthat binary searchcan fol-
low. Wewill useupperhalf to meanthehalf of thetrie with pre®x
lengthsstrictly lessthanthemedianlength.We alsouselowerhalf
for the portionof the trie with pre®xlengthsstrictly greaterthan
themedianlength.It is importantto understandtheconventionsin
Figure4 to understandthelater®guresandtext.

3.3 ReducingMarker Storage

Thefollowing de®nitionsareusefulbeforeproceeding.For a pre-
®x P in the table,de®ne� �

�

� ��� "*� to be the integer � for which
��� �	��
 � �
��� ��� % � �
��� ��� � "*� (i.e., the index of the entry in � that

Total entries 33199 100%
Entriesneedingno markers 4743 14%
Entriesneeding1 marker 22505 68%
Entriesneeding2 markers 3562 11%
Entriesneeding3 markers 2389 7%
Total markersrequested 36796 111%
(beforesharing)
Total markers 8699 26%
Puremarkers 8336 25%

Table1: MarkerOverheadfor BackboneForwardingTable

pointsto " 's hashtable).Also, ªupº to refersto shorter, ªdownº to
longerpre®xes.

How many markersdo we need? A naive view would indi-
cateplacinga markerfor pre®x " at all levels in � higher than
the level of " . However, it suf®cesto placemarkersat all levels
in � that could be visited by binary search whenlooking for an
entry whoseBMP is " . This reducesthe numberof markersto
at most �����

	 � per real pre®x,which keepsthe storageexpan-
sion modest. More precisely, if the � �

�

� ��� "*� is written down
in binary as 


�

�
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�


�� , thenwe needa markerat eachlevel
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�

'

�

'

�


�
�


�

' suchthat 
�� % # . (We assumethat �

is paddedso that its size is a power of 2). In fact, the number
of markernodesis limited by the numberof 1 bits in ���

�

� � � "*� .
Clearlythis resultsin a logarithmicnumberof markers.

In thetypicalcase,many pre®xeswill sharemarkers(Table1),
reducingthemarkerstoragefurther. In oursampleroutingdatabase
[Mer96], thestoragerequiredwill increaseby 25%. However, it is
easyto give a worstcaseexamplewherethestorageneedsrequire

�

� ������	

�

� markersper pre®x. (Consider� pre®xeswhose®rst
�����

	

� bits areall distinctandwhoseremainingbitsareall # 's).

3.4 Problemswith Backtracking

Function NaiveBinarySearch(
�

) (* searchfor address
�

*)
Initialize searchrange

�

to cover thewholearray � ;
While

�

is notasingleentrydo
Let � correspondto themiddlelevel in range

�

;
Extractthe®rst ��� ����
 � ����� ��� bits of

�

into
�

� ;
Search(

�

� , ��� ����
 � 
���� ); (* searchhashtablefor
�

� *)
If foundthenset

�

:= lowerhalf of
�

(*longerpre®xes*)
ElsesetR := upperhalf of

�

; (*shorterpre®xes*)
Endif

Endwhile

Figure5: NaiveBinarySearch

Binary searchof hashtablescan be expressedas shown in
Figure5. Unfortunately, this algorithmis not correctasit stands
and doesnot take logarithmic time if implementednaively. The
problemis thatwhile markersaregoodthings(they leadto poten-
tially betterpre®xes lower in the table), they can alsocausethe
searchto follow falseleadswhich mayfail. In caseof failure, we
would have to modify thebinarysearch(for correctness)to back-
trackandsearchtheupperhalf of

�

again.Suchanaivemodi®ca-
tion canleadusbackto lineartimesearch.An examplewill clarify
this.



First considerthe pre®xes "$# % # , "*) % '�' , ".- % #�#�# .
As discussedabove, we adda markerto the middle tableso that
themiddlehashtablecontains'�' (a realpre®x)and #�# (a marker
pointingdown to ".- ). Now considera searchfor #�#�' . We startat
the middlehashtableandget a hit; thuswe searchthe third hash
tablefor #�#,' andfail. But thecorrectbestmatchingpre®xis at the
®rstlevel hashtableÐ i.e., "$# . The markerindicatingthat there
will belongerpre®xes,indispensibleto ®nd".- , wasmisleadingin
this case;so apparently, we have to go backandsearchtheupper
half of therange.

The fact that eachentry contributesat most �����

	�� markers
maycausesomereadersto suspectthat theworstcasewith back-
trackingis limited to

�

� �����

	

�

� . This is incorrect.Theworstcase
is

�

�

�

� . The worst-caseexamplefor say � bits is as follows:
we have a pre®x"

$ of length � , for #

*

�

�

� that containsall
0s. In additionwe have the pre®x � whose®rst �

� # bits are
all zeroes,but whoselast bit is a # . If we searchfor the � bit
addresscontainingall zeroesthenwe canshow thatbinarysearch
with backtrackingwill take

�

�

�

� timeandvisit every level in the
table. (Theproblemis thatevery level containsa falsemarkerthat
indicatesthepresenceof somethingbetterbelow.)

3.5 Precomputationto Avoid Backtracking

We useprecomputationto avoid backtrackingwhenwe shrinkthe
currentrange

�

to the lower half of
�

(which happenswhenwe
®nda markerat themid point of

�

). Supposeevery markernode
� is a recordthatcontainsa variable � 
 ����� , which is thevalue
of thebestmatchingpre®xof themarker � . � 
 ����� canbepre-
computedwhenthemarker� is insertedinto its hashtable.Now,
whenwe®nd� at themid pointof

�

, weindeedsearchthelower
half, but wealsorememberthevalueof � 
 ����� asthecurrentbest
matchingpre®x.Now if the lower half of

�

fails to produceany-
thing interesting,weneednot backtrack,becausetheresultsof the
backtrackingarealreadysummarizedin thevalueof � 
 ����� . The
new codeis shown in Figure6.

Function BinarySearch(
�

) (* searchfor address
�

*)
Initialize searchrange

�

to cover thewholearray � ;
Initialize ��� " foundsofar to null string;
While

�

is notemptydo
Let � correspondto themiddlelevel in range

�

;
Extractthe®rst ��� ����
 � �
������� bitsof

�

into
�

� ;
� := Search(

�

� , ��� ����
 � 
���� ); (* searchhashfor
�

� *)
If � is nil Then set

�

:= upperhalf of
�

; (* not found*)
Elseif � is apre®xandnotamarker
Then ��� "  % � 
 ����� ; break;(* exit loop*)
Else(* � is apuremarker, or markerandpre®x*)

��� "  % � 
 ����� ; (* updatebestmatchingpre®xsofar *)
�

:= lowerhalf of
�

;
Endif

Endwhile

Figure6: BinarySearch

Thestandardinvariantfor binarysearchwhensearchingfor key
�

is: ª
�

is in range
�

º. Wethenshrink
�

while preservingthisin-
variant.Theinvariantfor thisalgorithm,whensearchingfor key

�

is: ªEITHER (TheBestMatchingPre®xof
�

is BMP) OR (There
is a longermatchingpre®xin

�

)º.
It is easyto seethat initialization preservesthis invariant,and

eachof the searchcasespreserves this invariant (this can be es-
tablishedusingan inductive proof.) Finally, the invariantimplies

the correct result when the rangeshrinks to 1. Thus the algo-
rithm works correctly; alsosinceit hasno backtracking,it takes

�

� �����

	 �,"%$'&�(

� time.

4 Re®nementsto BasicScheme

Thebasicschemedescribedin Section3 takesjust7 hashcomputa-
tions,in theworstcase,for 128bit IPv6addresses.However, each
hashcomputationtakesat leastoneaccessto memory;at gigabit
speedseachmemoryaccessis signi®cant.Thus, in this section,
we explorea seriesof optimizationsthatexploit thedeeperstruc-
tureinherentin theproblemto reducetheaveragenumberof hash
computations.

4.1 Asymmetric Binary Search
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Figure7: Histogramof thePre®xLengthDistribution

We ®rstdescribeaseriesof simple-mindedoptimizations.Our
mainoptimization,mutatingbinarysearch,is describedin thenext
section.A readercansafelyskip to Section4.2on a®rstreading.

The currentalgorithmis a fast,yet very general,BMP search
engine.Usually, theperformanceof generalalgorithmscanbeim-
provedby tailoring themto theparticulardatasetsthey will beap-
plied to. As canbe seenin Figure7, the distribution of a typical
backbonerouter's forwardingtableasobtainedfrom [Mer96], the
entriesarenotequallydistributedover thedifferentpre®xlengths.
All theconceptswedescribedbelow applyto any setof addresses;
however, wewill quantifythepotentialimprovementsusingtheex-
isting table.

As the ®rstimprovement,which hasalreadybeenmentioned
andusedin the basicscheme,the searchcanbe limited to those
pre®xlengthswhich do containat leastone entry, reducingthe
worst casenumberof hashesfrom ����� 	

� (5 with �

% - ) ) to
�����

	 �
"%$�&�( (4.5with �

"-$�&�(
% )�- , thenumberof non-emptybuck-

etsin thehistogram),asshown in Figure8. (While this is an im-
provementfor the worst case,in this case,it harmsthe average
performance,aswewill seelater.)
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Figure8: SearchTreesfor StandardandDistinctBinarySearch

A morepromisingapproachis to changethe treestructureto
searchin themostpromisingpre®xlengthlayers®rst,introducing
asymmetryinto the binary tree. While this will improve average
caseperformance,introducingasymmetrieswill not improve the
maximumtree height; on the contrary, somesearcheswill make
a few moresteps,which hasa negative impacton theworst case.
Given thatrouterscantemporarilybuffer packets,worstcasetime
is not asimportantastheaveragetime. Thesearchfor a BMP can
only be terminatedearly if we have a ªstop searchhereº(ªtermi-
nalº) conditionstoredin thenode.Thisconditionis signalledby a
nodebeingapre®xbut no marker(Figure6).

But how can we selecttheseªmost promisingº layersmen-
tionedearlier?Optimally, they would correspondto layerswhose
addressesare requestedmostÐ i.e. wheremost of the network
traf®cisdestined.As longasonlyafew entrieswith evenfewerdis-
tinct pre®xlengthsdominatethetraf®ccharacteristics,thesolution
canbe foundeasily. However, with a large numberof frequently
accessedentries,building anoptimaltreeis acomplex optimization
problem,especially, becauserestructuringthetreealsoremovesthe
terminalconditiononmany markersandaddsit to others.

To build a useful asymmetricaltree,we can recursively split
both the upperand lower part of the binary searchtree's current
node's searchspace,at a point selectedby a heuristicweighting
function. Two different weighting functionswith different goals
(onestrictly picking the level covering mostaddresses,the other
maximizing the entrieswhile keepingthe worst casebound)are
shown in Figure9, with coverageandaverage/worstcaseanalysis
for bothweightingfunctionsin Table2. As canbeseen,balancing
givesfasterincreasesafter the secondstep,resultingin generally
betterperformancethanªnarrow-mindedºalgorithms.

Now we can seewhy our ®rstattempt,while improving the
worstcase,makestheaveragecaseworse:thepre®xeswith length
8, 16,and24 arevery commonandalsocoverabig partof thead-
dressspace,sothey shouldbereachedin earlystagesof thebinary
tree. In theoriginal binarysearch,they werereachedin step2, 1,
and2, respectively. In thenew, ªoptimizedº approach,they were
movedto step4, 3, and5, respectively (Figure8, to thebottomof
thetree.Besidesslowing down thesearch,this increasedthenum-
berof puremarkersrequiredto exceedthe real pre®xes,resulting
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Figure9: AsymmetricTreesproducedby two WeightingFunctions

Steps Usage Balance
A E A% E%

1 43% 14% 43% 14%
2 83% 16% 46% 77%
3 88% 19% 88% 80%
4 93% 83% 95% 87%
5 97% 86% 100% 100%

Average 2.1 3.9 2.3 2.4
Worstcase 9 9 5 5

Table 2: Address(A) and Entry (E) Coveragefor Asymmetric
Trees

in a largegrowth in memoryrequirementsandinsertiontime.

4.2 Mutating Binary Search

In this subsection,we furtherre®nethebasicbinarysearchtreeto
changeor mutateto more specializedbinary treeseachtime we
encountera partial matchin somehashtable. We believe this a
far moreeffective optimizationthantheuseof asymmetricaltrees
thoughthetwo ideascanbecombined.

In the last section,we lookedat pre®xdistributionssortedby
pre®xlengths. This resultinghistogramled us to proposeasym-
metricalbinarysearch,which canimprove averagespeed.Further
informationaboutpre®xdistributionscanbeextractedby dissect-
ing the histogram:For eachpossible� bit pre®x,we could draw

)

� individual histogramswith possiblyfewer non-emptybuckets,
thusreducingthedepthof thesearchtree.

Whenpartitioningaccordingto 16 bit pre®xes
�

, andcounting
thenumberof distinctpre®xlengthsin thepartitions,wediscovera

�

Thereis nothingmagicaboutthe16bit level, otherthanit beingagoodroot for a
binarysearchof 32bit IPv4addresses.



DistinctLengths Frequency
1 4977
2 608
3 365
4 249
5 165
6 118
7 78
8 46
9 35

10 15
11 9
12 3

Table3: Numberof DistinctPre®xLengthsin the16 bit Partitions
(Histogram)

nicepropertyof theroutingdata(Table3). Thoughthewholehis-
togram(Table7) shows23 distinctpre®xlengthswith many buck-
etscontainingasigni®cantnumberof entries,noneof theªslicedº
histogramscontainmorethan12 distinctpre®xes;in fact, thevast
majority only containonepre®x,which oftenhappensto bein the
16 bit pre®xlengthhashtableitself. This suggeststhat if we start
with 16 bits in thebinarysearchandgetamatch,weneedonly do
binarysearchon a setof lengthsthat is muchsmallerthanthe16
possiblelengthswewouldhaveto searchin naivebinarysearch.

In general,everymatchin thebinarysearchwith somemarker
�

, meansthat we needonly searchamongthe setof pre®xesfor
which

�

is a pre®x.This is illustratedin Figure10. On a match
we needonly searchin thesubtrierootedat

�

(ratherthansearch
theentirelower half of thetrie, which is whatnaive binarysearch
would do.) Thus the whole idea in mutatingbinary searchis as
follows: whenever wegeta match and moveto a new subtrie,we
onlyneedto do binarysearchon thelevelsof new subtrie. In other
words,thebinarysearchmutatesor changesthelevelson which it
searchesdynamically(in awaythatalwaysreducesthelevelsto be
searched),asit getsmoreandmorematchinformation.

X

Root

New Trie on Failure

m = Median Length
among all prefix
lengths in trie

New Trie on Match
(first m bits of
Prefix = X)

Figure10: Showing how mutatingbinarysearchfor pre®x " dy-
namicallychangesthetrie onwhichit will dobinarysearchof hash
tables.

Thuseachentry � in thesearchtablecouldcontaina descrip-
tion of a searchtreespecializedfor all pre®xesthat startwith � .
Thissimpleoptimizationcutstheaveragesearchtimeto below two

Steps Usage Balance
A E A% E%

1 43.9% 14.2% 43.9% 14.2%
2 98.4% 65.5% 97.4% 73.5%
3 99.5% 84.9% 99.1% 93.5%
4 99.8% 93.6% 99.9% 99.5%
5 99.9% 97.8% 100.0% 100.0%

Average 1.6 2.4 1.6 2.2
Worstcase 6 6 5 5

Table4: Address(A) andEntry (E) Coveragefor MutatingBinary
Search

steps(Table4), assumingprobability proportionalto the covered
addressspace.Also with otherprobabilitydistributions, (i.e., ac-
cordingto actualmeasurements),weexpecttheaveragenumberof
lookupsto bearoundtwo.

As anexample,considerbinarysearchto beoperatingonatree
of levelsstartingwith a root level, say16. If wegetamatchwhich
is amarker, wegoªdownº to thelevel pointedto by thedown child
of thecurrentnode;if we geta matchwhich is a pre®xandnot a
marker, wearedone;®nally, if wegetnomatch,wegoªupº. In the
basicschemewithout mutation,we startwith root level 16; if we
getamarkermatchwegodown to level 24,andgo upto Level 8 if
wegetno match.
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Figure11: MutatingBinarySearchExample

Doingbasicbinarysearchfor anIPv4addresswhoseBMP has
length21 requirescheckingthe pre®xlengths16 (hit), 24 (miss),
20(hit), 22(miss),and®nally21. Oneachhit, wegodown, andon
missesup.

Using Mutating Binary Search,looking for an address(see
Figure11) is different. First, we explain somenew conventions
for readingFigure11. As in Figure4, we continueto draw a trie
on theright. However, in this ®gure,wenow havemultiple binary
treesdrawn on theleft of the®gure,labeledasTree1, Tree2, etc.
Thisis becausethesearchprocesswill movefrom treeto tree.Each
binary treehasthe root level (i.e., the ®rstlengthto be searched)
at theleft; theupperchild of eachbinarytreenodeis thelengthto
be searchedon failure, andwhenever thereis a match,the search
switchesto themorespeci®ctree.

Finally, Figure11hasanumberof pre®xesandmarkersthatare
labeledas �

��� ��� ��� ��� for convenience.Every suchentryin our



examplehas � asa pre®x. Thusratherthandescribeall the bits
in � , wedenotethebits � as 
 
�
 ; thebits in say � aredenotedas


 
�
�#�#�# , which denotestheconcatenationof thebits in � with the
suf®x #�#�# . Finally, eachhashtableentry consistsof the nameof
thenode,followed by thebits representingtheentry, followedby
thelabelof thebinarytreeto follow if wegetamatchonthisentry.
The ����� valuesarenotshown for brevity.

Considernow a searchfor an addresswhoseBMP is � in the
databaseof Figure11. The searchstartswith a generictree,Tree
1, so length16 is checked,®nding� . Amongthepre®xesstarting
with � , thereareknown to be only ®ve distinct lengths(say17,
18, 19, 20, 21, and22). So � containsa descriptionof the new
tree,Tree2, limiting the searchappropriately. Using Tree2, we
®nd � , giving a new treewith only a singlelength,leadingto � .
Thebinarytreehasmutatedfrom theoriginal treeof 32 lengths,to
a secondarytreeof 5 lengths,to a tertiary ªtreeº containingjust a
singlelength.

Lookingfor � is similar. UsingTree1,we®nd� . Switchingto
Tree2, we®nd � , but afterswitchingto Tree4, we missat length
21. Sinceamiss(noentryfound)can't updateatree,wefollow our
currenttreeupwardsto length20,wherewe®nd � .

In general,whenever we go down in the currenttree,we can
potentiallymove to aspecializedbinarytreebecauseeachmatchin
the binarysearchis longerthanany previous matches,andhence
maycontainmorespecializedinformation. Mutatingbinary trees
arisenaturally in our application(unlike classicalbinary search)
becauseeachlevel in thebinarysearchhasmultipleentriesstored
in a hashtable. as opposedto a singleentry in classicalbinary
search.Eachof themultipleentriescanpoint to amorespecialized
binarytree.

In otherwords,thesearchis no longerwalkingthroughasingle
binarysearchtree,but througha wholenetworkof interconnected
trees.Branchingdecisionsarenotonly basedon thecurrentpre®x
lengthandwhetheror not a matchis found,but alsoon what the
bestmatchso far is (which in turn is basedon the addresswe're
looking for.) Thus at eachbranchingpoint, you not only select
whichwayto branch,but alsochangeto themostoptimaltree.This
additionalinformationaboutoptimal tree branchesis derived by
precomputationbasedon thedistribution of pre®xesin thecurrent
dataset.Thisgivesusa fastersearchpatternthanjustsearchingon
eitherpre®xlengthor addressalone.

Two possibledisadvantagesof mutatingbinary searchimme-
diately presentthemselves. First, precomputingoptimal treescan
increasethe time to insert a new pre®x. Second,the storagere-
quiredto storeanoptimalbinarytreefor eachpre®xappearsto be
enormous.We dealwith insertionspeedin Section5. For now, we
only observe that while routesto pre®xesmay frequentlychange
in cost,theadditionof a new pre®x(which is theexpensive case)
shouldbemuchrarer. We proceedto dealwith thespaceissueby
compactlyencodingthenetworkof trees.

Rope A key observationis thatweonlyneedtostorethesequence
of levelswhich binary search on a givensubtriewill follow on re-
peatedfailuresto ®nda match. This is becausewhenwegetasuc-
cessfulmatch(seeFigure10) wemoveto acompletelynew subtrie
andcanget thenew binarysearchpathfrom thenew subtrie.The
sequenceof levelswhich binarysearchwould follow on repeated
failuresis whatwe call theRopeof a subtrie,andcanbeencoded
ef®ciently. We call it Rope,becausetheRopeallows us to swing
from treeto treein ournetworkof interconnectedbinarytrees.

If weconsidera trie, wede®netheRopefor theroot of thetrie
nodeto bethesequenceof trie levelswewill considerwhendoing
binary searchon the trie levels while failing at every point. This
is illustratedin Figure12. In doingbinarysearchwe startat Level

� which is themedianlengthof the trie. If we fail, we try at the
quartilelength(say � ), andif we fail at � we try at theone-eight
level (say � ). Thesequence�

�

�

�

�

�


�
 
 is theRopefor thetrie.

m

n

o Eight Level

Quarter Level

Median Level

m

n

o

·

· · ·

Figure12: In termsof atrie, aropefor thetrie nodeis thesequence
of lengthsstartingfrom themedianlength,thequartilelength,and
so on, which is thesameastheseriesof left children(seedotted
oval in binarytreeon right) of a perfectlybalancedbinarytreeon
thetrie levels.

Figure13 showstheRopescontainingthesameinformationas
the treesin Figure11. Note that a Ropecanbe storedusingonly
�����

	 � (7 for IPv6)pointers.Sinceeachpointerneedsto only dis-
criminateamongat most � possiblelevels,eachpointerrequires
only �����

	 � bits. For IPv6,64bitsof Ropeis morethansuf®cient,
thoughit seemspossibleto getaway with 32 bits of Ropein most
practicalcases.Thusa Ropeis usuallynot longerthanthestorage
requiredto storea pointer. To minimizestoragein the forwarding
database,asinglebit canbeusedto decidewhethertheropeor only
apointerto aropeis storedin anode.
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Figure13: SampleRopes

Using the Ropeasthe datastructurehasa secondadvantage:
it simpli®esthealgorithm.A Ropecaneasilybefollowed,by just
picking pointerafterpointerin the Rope,until the next hit. Each
strandin the Ropeis followed in turn, until thereis a hit (which
startsanew Rope),or theendof theRopeis reached.

Pseudocodefor theRopevariationof MutatingBinary Search
is shown below. An elementthatis a pre®xbut not a marker(i.e.,
the ªterminalº condition) speci®esan empty Rope, which leads
to searchtermination. The algorithmis initialized with a starting



Rope. The startingRopecorrespondsto thedefaultbinarysearch
tree. For example,using32 bit IPv4 addresses,the startingRope
containsthe startinglevel 16, followed by Levels 8, 4, 2, 1. The
Levels8,4, 2,and1correspondto theªupº pointersto follow when
no matchesarefoundin thedefaulttree.Theresultingpseudocode
(Figure14) is elegantandsimple to implement. It appearsto be
simplerthanthebasicalgorithm.

Function RopeSearch(
�

) (* searchfor address
�

*)
Initialize Rope

�

containingthedefaultsearchsequence;
Initialize ��� " sofar to null string;
While

�

is notemptydo
Pull the®rststrand(pointer)off

�

andstoreit in � ;
Extractthe®rst ��� ����
 � �
������� bitsof

�

into
�

� ;
� := Search(

�

� , ��� ����
 � 
���� ); (* searchhashtablefor
�

� *)
If � is notnil then

��� "  % � 
 ����� ; (* updatebestmatchingpre®xsofar *)
�

 % � 
 �

�

�
� ; (* getthenew Rope,possiblyempty*)
Endif

Endwhile

Figure14: RopeSearch

4.3 UsingArrays

In caseswhereprogramcomplexity andmemoryusecanbetraded
for speed,it mightbedesirableto changethe®rsthashtablelookup
to asimpleindexedarraylookup,with theindex beingformedfrom
the®rst ��� bits of theaddress,with ��� beingthepre®xlengthat
which thesearchwould be started.For example,if �

�

% #

�

, we
wouldhaveanarrayfor all possible)

�

�

valuesof the®rst16bitsof
a destinationaddress.Eacharrayentryfor index � will containthe

����� of � aswell asa Ropewhich will guidebinarysearchamong
all pre®xesthat begin with � . An initial arraylookup is not only
fasterthana hashlookup,but alsoresultsin reducingtheaverage
numberof lookups(to around0.5 usingthe currentdatasetswe
haveexamined.)

4.4 Hardware Implementations

As we have seenin bothFigure6 andFigure14, thesearchfunc-
tionsareverysimple,soideallysuitedfor implementationin hard-
ware. The inner component,most likely done as a hashtable
in softwareimplementations,canbe implementedusing(perfect)
hashinghardwaresuchas describedin [Dig95]. Alternatively, a
fastCAM couldbeused.

The outer loop in the Ropeschemecanbe implementedasa
shift register. Usingmultipleshift registers,it is possibletopipeline
the searches,resultingin onecompletedrouting lookup per hash
lookuptime.

5 Implementation

Besideshashingandbinarysearch,apredominantideain thispaper
is precomputation.Every hashtableentryhasan associated�����

®eldand(possibly)a Rope®eld,bothof which areprecomputed.
Precomputationallows fast searchbut requiresmorecomplex In-
sertionroutines. However, as mentionedearlier, while routesto
pre®xesmay changefrequently, the additionof a new pre®x(the
expensivecase)is muchrarer. Thusit is worthpayingapenaltyfor
Insertionin returnfor improvedsearchspeed.

5.1 BasicSchemeBuilt fr om Scratch

Settingup the datastructurefor the BasicSchemeis straightfor-
ward,asshown in theBuildBasicfunction(Figure15, with a com-
plexity of

�

� �(�����+	

�

� ). For simplicity of implementation,the
list of pre®xesis assumedto be sortedby increasingpre®xlength
in advance(

�

� � � usingbucketsort). For optimal searchperfor-
mance,the®nalhashtablesshouldensureminimalcollisions.

Function BuildBasic;
For all entriesin thesortedlist do

Readnext pair ( "*����� ��� , � �
������� ) from thelist;
Let 	 � ���
� betheindex for the ���
������� 's hashtable;
UseBasicAlgorithm on whathasbeenbuilt by now

to ®ndtheBMP of "*����� ��� andstoreit in ��� " ;
Add anew pre®xnodefor "*����� ��� in thehashtablefor 	 � ���
� ;
(* Now insertall necessarymarkersªaboveº *)
For everdo

(* Gobackonelevel in thebinarysearchtree*)
Cleartheleastsigni®cantonebit in 	 � ���
� ;
If 	 � ���
� %(' thenbreak;(* endreached*)
Set � �
������� to theappropriatelengthfor 	 � ���
� ;
Shorten"*����� ��� to ������� ��� bits;
If thereis alreadyanentryfor "*����� ��� at 	 � ���
� then

Makeit amarkerif it isn't already;
break;(* higherlevelsalreadydo havemarkers*)

Else
Createanew marker"*����� ��� at 	 � ����� ' hashtable;
Setit's ����� ®eldto ��� " ;

Endif
Endfor

Endfor

Figure15: Building for theBasicScheme

5.2 RopeSearch from Scratch

Building aRopeSearchdatastructurebalancedfor optimalsearch
speedis more complex, sinceevery possiblebinary searchpath
needsto be optimized. To ®ndthe ����� valuesassociatedwith
markers,it helpstohaveanauxiliarytrie. Thuswehavetwopasses:

Pass1 buildsa conventionaltrie. Eachtrie nodecontainsa list
of all pre®xlengthsusedby its ªchildº nodes(subtreelengthset,
SLS). If a weighting function is beingusedto optimizeaccesses
basedon known or assumedaccesspatterns,furtherstatisticsand
forecastsshouldbesummarized.All this additionalinformationis
keptup-to-datewhile inserting,in

�

� �

�

� time.
In thesecondpass,all pre®xesareinsertedinto thehashtables,

startingwith theshortestpre®x:for eachpre®x,it's Ropeandthe
BMP for it's markersarecalculatedandthenthe markersandthe
pre®xareinserted.This takes

�

� �0�����

	

�

� , aswewill seelater.
Insertingfrom shortestto longestpre®xhasthe nice property

thatall BMPsfor thenewly insertedmarkersareidenticalandthus
only needto be calculatedonce. This can easilybe seenby re-
calling that eachmarkeris (1) a pre®xof all the entriesit guides
the searchto, (2) that the marker's BMP is also a pre®xof the
marker, and (3) insertingentrieslonger than the marker's length
cannotchangeit's BMP.

Thereareatmost
�

� �����

�

� markersto insertfor eachrealpre-
®x, andeachpre®xand markerneedsa rope, which canbe cal-
culatedfrom the SLS in

�

� �����

�

� .
�

The overall work thus is



using®nd®rstbit instructions;precomputedarrayswouldbe � 
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� � �

Table5: SpeedandMemoryUsageComplexity

�

� ������� �

�

�

�����

	

�

�

� � � . We areworking on a fasterandmore
elegant algorithmfor building the RopeSearchdatastructurein
time

�

� �(�����

	

�

�

� � (that also doesnot requirebuilding a trie).
Wewill describethisandotheroptimizationsin afuturepaper.

Oneproblemfor theinsertionis thatthenumberof markersfor
eachlengthis notknown in advance,whichmakesit dif®cultto al-
locatememoryfor thehashtablein advance.This problemcanbe
avoidedby puttingall entriesin a singlehashtableandincluding
the pre®xlengthin the hashcalculation. Sincethereis an upper
limit of �����

� markersperrealpre®x.wecansizethesinglehash
table. For typical IPv4 forwardingtables,abouthalf of this maxi-
mumnumberis beingused.

5.3 Insertions and Deletions

Addingandremoving singleentriesfrom thetreecanalsobedone,
but sinceno rebalancingoccurs,the performanceof the lookups
might slowly degradeover time. However, additionanddeletion
arenot trivial. Adding or deletinga singlepre®xcanchangethe

����� valuesof a largenumberof markers,andthusinsertionis po-
tentially expensive in theworstcase.Similarly, addingor deleting
anew pre®xthatcausesa new pre®xlengthto beaddedor deleted
cancausetheRopesof anumberof entriesto change.Thesimplest
solutionis to batcha numberof changesanddo a completebuild
of thesearchstructure.Suchsolutionswill haveadequatethrough-
put(becausewheneverthebuild processfallsbehind,wewill batch
moreef®ciently),but have poor latency. We areworking on fast
incrementalinsertionand deletionalgorithms,but we do not de-
scribethemherefor wantof space.Our incrementalinsertionand
deletionalgorithmsstill requirethe treeto be rebuilt after a large
numberof differentinsertsanddeletes.

6 PerformanceEvaluation

Recollectingsomeof the datamentionedearlier, we show mea-
suredandexpectedperformancefor ourscheme.

6.1 Complexity Comparison

Table5 collectsthe (worstcase)complexity necessaryfor thedif-
ferentschemesmentionedhere. Be aware that thesecomplexity
numbersdo not sayanything abouttheabsolutespeedor memory
usage.SeeSection2 for a comparisonbetweentheschemes.For
RadixTries,BasicScheme,AsymmetricBinary Search,andRope
Search,� is thenumberof distinct lengths.Memorycomplexity
is givenin � bit words.

Basic Rope Array Radix
Memoryusage [MB] 1.4 1.4 1.2 1.2
ªPrimaryº Memory [MB] 0.6 0.6 0.3
First step(s)(cached) [ns] 40 40 15
Latersteps(notcached)[ns] 100 110 110
Averagelookup [ns] 180 100 80 1400
Worstcaselookup

�

[ns] 850 600 450 2000

Table6: PerformanceComparison

6.2 Measurementsfor IPv4

Sofar we have describedhow long our algorithmtakes(in theav-
erageor worstcase)in termsof thenumberof hashcomputations
required.It remainsto quantifythetimetakenfor acomputationon
anarbitrarypre®xlengthusingsoftware.To do so,we ranthefol-
lowing experimentsona200MHz PentiumProfrom C codeusing
the compiler's maximumoptimization(Table6). The forwarding
tablewasthesame33,000entryforwardingtable[Mer96] usedbe-
fore.

BasicScheme Memoryusageis closeto 1.2MByte, for thepri-
marydatastructures(themostcommonlyaccessedhashtablesfor
length8, 16,and24) ®tmostlyinto secondlevel cache,sothe®rst
two steps(which is theaveragenumberneeded)arevery likely to
befoundin thecache.Latersteps,seldomneeded,will beremark-
ablyslower.

RopeSearch Althoughtheaveragenumberof searchlevelsand
thusthe numberof markerentriesneededdecreases,the memory
neededpernodeincreases.

RopeSearch starting with Array Lookup This arrayfully ®ts
into thecache,leaving amplespacefor thehashtables.Thearray
lookupis muchquicker, andtherewill belesstotal lookupsneeded
thanfor theRopescheme.

Radix Tries TheRadixTrie functionswereextractedfrom opti-
mizedNetBSDkernelcodeandput into userspacefor measure-
ment.

6.3 Projectionsfor IP Version6

IPv6 addressassignmentprincipleshave not been®nallydecided
upon.However, threemethodsarecurrentlybeingdiscussedin the
IPngworkinggroupof theInternetEngineeringTaskForce(IETF).
All of them use hierarchicalschemesto provide as much rout-
ing aggregation as possible: provider-basedaddressing[R ! 97],
geographicaladdressing,and ªGSEº (Global, Site, End-system)
[O'D97].

All theseschemeshelpto reduceroutinginformation.In theop-
timal caseof astrictlyhierarchicalenvironment,it cangodown to a
handfulof entries.But with massivegrowth of theInternettogether
with theincreasingforcesfor connectivity to multiple ISPs(ªmul-
tihomingº) andmeshingbetweenthe ISPs,we expectthe routing
tablesto grow. Anothernew featureof IPv6, Anycastaddresses
[HD96,DH96], may(dependingonhow popularthey will become)
adda very large numberof hostroutesandotherrouteswith very
longpre®xes.



Somostsiteswill still haveto copewith a largenumberof rout-
ing entriesatdifferentpre®xlengths.Thereis likely to bemoredis-
tinct pre®xlengths,sotheimprovementsachievedby binarysearch
will besimilaror betterthanthoseachievedonIPv4.

For thearrayaccessimprovementshown in Section4.3, theim-
provementmaynotbeasdramaticasfor IPv4. Althoughit will im-
prove performancefor IPv6, it is lessattractive, becauseaddresses
will be longer. Goodstartingpointsmay requireratherlarge pre-
®xes(i.e. 24 bits or longer). With )

	

� necessaryentries,it is no
longerfeasibleto have a wholearraystoredin memory, requiring
us to selecta lessoptimalstartingpoint to still gain improvement
from thearrayaccess.Dependingon theactualdata,this maystill
bea win. All otheroptimizationsareexpectedto yield similar im-
provements.

7 Conclusionsand Future Work

We have designeda new algorithmfor bestmatchingsearch.The
bestmatchingpre®xproblemhasbeenaroundfor twentyyearsin
theoreticalcomputerscience;to thebestof ourknowledge,thebest
theoreticalalgorithmsarebasedon tries. While inef®cientalgo-
rithmsbasedon hashing[Skl93] wereknown, we have discovered
an extremelyef®cientalgorithmthat scaleswith the logarithmof
the addresssize and so is very closeto the theoreticallimit of

�

� ����� ������� � .
Our algorithmcontainsboth intellectualand practicalcontri-

butions. On the intellectualside,after the basicnotion of binary
searchingon hashtables,we foundthatwehadto addmarkersand
useprecomputation,to ensurelogarithmictime in the worst-case.
Algorithmsthatonly usebinarysearchof hashtablesareunlikely
to provide logarithmic time in the worst case. Among our opti-
mizations,we singleout mutatingbinary treesasan aesthetically
pleasingideathat leveragesoff the extra structureinherentin our
particularform of binarysearch.

On the practicalside,we have a fast, scalablesolutionfor IP
lookupsthat canbe implementedin eithersoftwareor hardware.
Our softwareprojectionsfor IPv4 are80 ns andwe expect150±
200 ns for IPv6. Our averagecasespeedprojectionsare based
on the structureof existing routing databasesthat we examined.
We expectmostof the characteristicsof this addressstructureto
strengthenin the future, especiallywith the transition to IPv6.
Even if our predictions,basedon the little evidenceavailableto-
day, shouldprove to bewrong,theoverall performancecaneasily
berestrictedto thatof thebasicalgorithmwhichalreadyperforms
well.

With algorithmssuchasours,webelieve that thereis no more
reasonfor router throughputsto be limited by the speedof their
lookup engine. We alsodo not believe that hardwarelookup en-
ginesare requiredbecauseour algorithmcan be implementedin
softwareandstill performwell. For similar reasons,wedo not be-
lieve thatthereis a compellingneedfor protocolchangesto avoid
lookupsasproposedin TagandIP Switching.Evenif theseproto-
col changeswereaccepted,fastlookupalgorithmssuchasoursare
likely to beneededat severalplacesin thenetwork.

Futurework on our algorithmincludestheoreticalwork on a
choiceof balancingfunction,hopefully yielding an improvement
over our ad-hocheuristicfunctions.Otheravenuesof researchin-
clude the choiceof a heuristicfunction basedon actualnetwork
traf®c,andwork on fasterinsertionalgorithms.We arealsotrying
to optimizethebuilding andmodi®cationprocesses.Ouralgorithm
belongsto aclassof algorithmsthatspeedupsearchattheexpense
of insertion;we arelooking for otherapplicationsandgeneraliza-
tionsof ouralgorithm.

In spiteof potentialimprovements,we believe our algorithm
is readyfor practicaluse. To prove this, it will be incorporated
into the Crossbow project [D ! 97], a joint project betweenETH
and WashingtonUniversity. The goal of Crossbow is to build a
extensibleframework for IPv6 aswell asa high-speedIPv6 cell-
switchedrouterwith QoSguarantees.
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