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Abstract

The Internet israpidly changing from a set of wires and switchesthat carry packets to a sophisticated
infrastructure that delivers a set of complex value-added services to end users. Services can range from
bit transport all the way up to distributed val ue-added services like video tel econferencing, virtua private
networking, data mining, and distributed interactive simulations. Before such services can be supported
in a general and dynamic manner, we have to develop appropriate resource management mechanisms.
These resource management mechanisms must make it possible to identify and allocate resources that
meet service or application requirements, support both isolation and controlled dynamic sharing of
resources across services and applications sharing physical resources, and be customizable so services
and applications can tailor resource usage to optimize their performance.

The Darwin project has developed a set of customizable resource management mechanisms that
support value-added services. In this paper we present and motivate these mechanisms, describe their
implementation in aprototype system, and describetheresults of aseriesof proof-of-concept experiments.

Thiswork was sponsored by the Defense Advanced Research Projects Agency under contract N66001-96-C-8528.



1 Introduction

Thereisaflurry of activity in the networking community devel oping advanced services networks. Although
the focus of these efforts varies widely from per-flow service definitions like IntServ [4, 10] to service
frameworks like Xbind [16], they share the overall goal of evolving the Internet service model from what
is essentially a basic bitway pipe to a sophisticated infrastructure capable of supporting novel advanced
services.

In this paper, we consider a network environment that comprises not only communication services,
but storage and computation resources as well. By packaging storage/computation resources together with
communication services, value-added service providers will be able to support sophisticated services such
asintelligent caching, video/audio transcoding and mixing, virtual private networking, virtual reality games,
and datamining. In such aservice-oriented network, value-added services can be composed in a hierarchical
fashion: applications invoke high-level service providers, which may in turn invoke services from lower-
level service providers. Providers in the top of the hierarchy will typically integrate and add value to
lower-level services, while the lowest level services will supply basic communication and computational
support. Since services can be composed hierarchically, both applicationsand service providerswill be able
to combine their own resources with resources or services delivered by other service providersto create a
high-quality service for their clients. The design of such a service-oriented network poses challenges in
several areas, such as resource discovery, resource management, service composition, billing, and security.
In this paper, we focus on the resource management architecture and algorithmsfor such a network.

Service-oriented networks have several important differences from traditional networks that make ex-
isting network resource management inadequate. First, while traditional communication-oriented network
services are provided by switches and links, value-added services will have to manage a broader set of
resources that includes computation, storage, and services from other providers. Moreover, interdepen-
dencies between different types of resources can be exploited by value-added service providers to achieve
higher efficiency. For example, by using compression techniques, one can make tradeoffs between network
bandwidth and CPU cycles. Furthermore, value-added services are likely to have service-specific notions
of Quality of Service (QoS) that would be difficult to capture in any fixed framework provided by the
network. Therefore, the network must allow service providers to make resource tradeoffs based on their
own notion of service quality. Finally, the resources allocated to applications or providers will often not be
reserved for their exclusive use, but will be shared dynamically with other applications and providers for
efficiency reasons. As a result, resource availability will continuously evolve, and providers will have to
be able to make the above tradeoffs not only at startup, but also on an ongoing basis. The challengeisto
accommodate service-specific qualities of service and resource management policiesfor a large number of
service providers.

To support these new requirements, we argue that resource management mechanisms should be flexible
so that resource management policies are customizable by applications and service providers. We identify
three dimensions along which this customization is needed: space (what network resources are needed),
time (how the resources are applied over time), and services (how the resources are shared among different
service providers and applications). Additionally, the mechanisms along all three dimensions need to be
integrated, so that they can leverage off one another.

The Darwin project has developed an integrated set of customizable resource management tools that
support value-added electronic services. In this paper we first outline and motivate the Darwin architecture
in Sections 2 and 3. In Sections 4 through 7 we describe each of the four components of the Darwin
architecture in more detail, and we illustrate their operation using several proof-of-concept experiments.
We demonstrate the integrated operation of Darwin in Section 8, discuss related work in Section 9, and
summarize in Section 10.
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Figure 1: An Example Resource Management Hierarchy

2 Integrated customizable resour ce management

We discuss the requirements that complex, value-added el ectronic services impose on the network infras-
tructure. We propose the virtual mesh as a core abstraction that captures these requirements and we derive
the resource management support that is needed to realize the virtual mesh abstraction. The next section
describes how Darwin addresses these resource management requirements.

2.1 Servicerequirements

Our focusison complex, value-added el ectronic services. Complex means that the servicesinvolve multiple
end points and use a wide variety of data types with challenging timing and synchronization constraints.
Value-added meansthat the services integrate low level communication, computation, and storage services,
and provide high-level functionalities. Examples include distributed simulation, interactive games, and
tele-presence. For complex services, the definition of service quality is service specific and hardwired QoS
mechanisms will not be able to adequately support such a diverse set of services. Instead, we need a set of
resource management mechanisms that are customizable. Service providers must be able to influence how
their notion of service quality is mapped onto low-level QoS mechanisms (e.g. Integrated or Differentiated
Services) and to tailor the selection and use of resources to fit their specific needs.

We also expect electronic services to be structured in a hierarchical fashion: value-added services are
implemented in terms of lower-level services. The motivationfor thisisreuse of functionality and the need
for specialization, e.g. providers will build on specialized service providers rather than duplicating effort
and expertise in those areas. Hierarchical services require support for hierarchical resource management.
While there has been some work in this area, e.g. research on link-sharing [11], we need mechanisms that
support awide range of sharing policies and large, dynamic hierarchies [1, 22].

2.2 Virtual meshes

In Darwin, we usevirtual mesh, sometimesalso called avirtual network or supranet [8], asa core abstraction
for resource management in value-added service networks. A virtual mesh is the set of resources that are
allocated and managed in an integrated fashion to meet the needs or service providers or applications. A
virtual mesh does not contain physical resources, but rather slices of physical resources that are shared with
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other providers. A key feature of virtual meshes is that providers can manage and control the resources
in “their” virtual mesh in a way that best fits their needs, i.e. customized management. For example, they
can specify which of their customers may use virtual mesh resources and impose sharing policies for those
customers, similar to what they could do with physical resources. A virtual mesh should not be confused
with a virtual private network (VPN), which is a pure networking concept. A VPN only contains link
and router resources while meshes typically also have other resources, and people expect VPNs to support
specific protocols (e.g. for routing and network management) that may not be present in all virtual meshes.

Combining the notion of a virtual mesh with the concept of a service hierarchy results in a hierarchy
of virtual meshes. Focusing on a specific resource (e.g. a link) reveals a resource tree that captures how
that resource is shared. Figure 1 shows the virtual meshes of two value-added service providers and the
resource tree for one of the links they share. The root node represents the physical link resource; the |eaf
nodes represent the finest granularity of virtual resources, which can be individual flows or flow aggregates
(e.g. abest-effort traffic class). Interior nodes represent virtual resources that are managed by entities such
as service providers, organizations and applications. The set of edges connecting a parent to its children
specify how parent resources are shared by the children.

2.3 Resource management requirements

There are several requirementsfor managing a hierarchy of virtual meshes to support value-added services.
These requirements can be organized into the following classes:

¢ Resource type and location: Services need to be able to allocate and manage arich set of resources
(links, switch capacity, storage capacity, compute resources, etc.) in virtual meshes to meet their
needs. Resources should be allocated in a coordinated fashion, since there are often dependencies
between resources, and there should be support for global optimization of resource use.

e Resource sharing across services: Service providers will want to reserve some resources so they
can meet certain minimal QoS requirements; at the same time, they will want to dynamically share
resources for efficiency. Mechanisms are needed to isolate or dynamically share resources in a
controlled fashion across service providers and applications.

¢ Resource availability over time: Conditionsin the network and user requirements change over time.
Services must be able to quickly change how resources are used and alocated, so they can operate
under a broad range of conditions.

Because of the broad diversity in services and because service providers will want to differentiate
themselves from their competitors, there is a strong need for customization that cuts across these three
dimensions: providers will want to customize what resources they allocate, how they share resources with
other service providers, and how they adapt their resource use over time.

3 Darwin

The Darwin system comprisesaset of integrated resource management mechani smsthat support value-added
electronic services. In this section we present the mechanisms and discuss how they work together.

3.1 Darwin resource management mechanisms

The Darwin architecture consists of four resource management mechanisms:



Mechanism Operations
Time Scale | Scope of Information and Actions | Customization
Xena Coarse Global, High-Level Domain-Specific Optimizations
Delegates Medium Restricted, Detailed Customized Policies and Actions
Hierarchical Scheduler Fine Local, Network-Specific Network Parameters
Beagle Coordinates All Other Mechanisms

Figure 2: Complementary nature of the Darwin mechanisms

e High-level resource selection: This mechanism, sometimes called a resource or service broker,
performs global selection of the resources based on a high-level application request, typically using
domain knowledge for optimization. Its tasks include performing tradeoffs between services (for
example, trading computation for communication) according to the application-sel ected value metric
(e.g. maximizing service quality). It must also perform coordinated allocations for inter-dependent
resources (e.g. since the amount of processor power required by a software transcoder is proportional
to the bandwidth of video data flowing through it, these two alocations must be correlated.) We
must also be able to interconnect incompatible services or endpoints, for example by automatically
inserting atranscoder service between two otherwise incompatible videoconference participants. The
Darwin system contains an example broker called Xena.

e Runtime resource management: This mechanism injects application or service-specific dynamic
behavior into the network. Rather than performing runtime adaptation at flow endpoints (where the
information provided by network feedback is potentially stale and inaccurate), it allows rapid local
runtime adaptation at the switching pointsin the network’sinterior in response to changesin network
behavior. Darwin runtime customization is based on control delegates, Java code segments that
execute on routers.

e Hierarchical scheduling: This mechanism provides isolation and controlled sharing of individual
resources among service providers. For each physical resource, sharing and thus contention exist at
multiplelevels: at the physical resource level among multipleservice providers, at the service provider
level among lower level service providers, and at the application level among individual flows. The
hierarchical scheduler allows various entities (resource owners, service providers, applications) to
independently specify different resource sharing policiesand ensure that all these policy requirements
are satisfied simultaneously. Darwin uses the Hierarchical Fair Service Curve (H-FSC) scheduler.

e Low-level resource allocation: this mechanism is a resource alocation protocol that provides an
interface between Xena's abstract view of the network and low-level network resources. It has to
allocate real network resources—bandwidth, buffers, cycles, memory—uwhile hiding the details of
network heterogeneity from Xena. The Darwin resource allocation protocol is called Beagle.

These mechanisms were chosen because they cover the type/location, sharing, and time requirements
outlined above. Asisillustrated in Figure 2, hierarchical scheduling, delegates, and Xena handle resource
management on different time scal es (packet forwarding times, roundtrip times, and seconds, respectively).
The difference in time scale impacts the complexity and scope of the decisions that can be made by the
mechanisms. Xena can perform sophisticated resource optimization using global information on network
status and application requirements. On the other hand, the scheduler can make only simple decisions
using local information. The flexibility of customization differs similarly across the three mechanisms.
The Beagle resource allocation protocol coordinates the activities of the mechanisms so they can operate
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Figure 3: Darwin node software architecture

in an integrated fashion. Beagle is aso responsible for trandating the high-level resource allocations into
network-specific requests.

Thefour Darwin mechanismscorrespond directly to simpleoperationson avirtual mesh. Xenaidentifies
the resources that make up a virtual mesh while Beagle allocates the virtual mesh resources by contacting
individual resource managers. The hierarchical scheduler enforces the boundaries between different virtua
meshes, while del egates do runtime management for the resourcesinsidethe virtual mesh they are associated
with.

3.2 Darwin system architecture

Figure 3 shows how the components in the Darwin system work together to manage network resources.
Applications (1) running on end-points can submit requests for service (2) to aresource broker (Xena). The
resource broker identifies the resources needed to satisfy the request, and passes this information (3) to a
signaling protocol, Beagle (4), which allocates the resources. For each resource, Beagle interacts with a
local resource manager to acquire and set up the resource. The local resource manager modifieslocal state,
such asthat of the packet classifier and scheduler showninthefigure, sothat the new application will receive
the appropriate level of service. The signaling protocol can also set up delegates. Throughout this process,
appropriate resource authorizations must be made. Resource brokers have to know what resource pools
they are allowed to use, and the signaling protocol and local resource managers must be able to validate the
resource allocation request and set up appropriate billing or charging.

Figure 3 aso showsamoredetailed view of the router architecture. The bottom layer of the architecture



corresponds to the data plane. The focus in this component is on simplicity and high throughput. The
top layer corresponds to the control plane. Activitiesin the control plane happen on a coarser time scale;
although there is only a limited set of resources available to support control activities, there is more room
in the control plane for customization and intelligent decision making. The local resource manager will in
general execute on a CPU close to the data path. Routing, signaling and delegates, on the other hand, are
not astightly coupled to the data path, and could run on a separate processor.

The Darwin architecture is similar in many ways to traditional resource management structures. For
example, the resource management mechanisms for the Internet that have been defined in the IETF in the
last few years rely on QoS routing (resource brokers), RSVP [24] (signaling similar to Beagle), and local
resource managersthat set up packet classifiers and schedulers. The morerecent proposalsfor differentiated
service [3] require similar entities. The specific responsibilities of the entities differ, of course, in these
proposals. In Darwin, we emphasize the need for customization of resource management, hierarchical
resource management (link sharing), and support for resources including not only communication, but also
computation and storage.

The Darwin system has been implemented for PC-based routers running the NetBSD and FreeBSD
operating systems. The code for the Darwin scheduler, the delegate runtime environment, and the Beagle
resource allocation protocol has been released for use by the research community and is available from our
websitehttp://www.cs.cmu.edu/ “darwin.

3.3 Darwin usage

The Darwin resource management mechanisms can be used in a variety of ways, but uses can be roughly
classified into two classes. The first class consists of applications that have been modified to explicitly use
someor all of the Darwin mechanisms. For example, a video conferencing application could explicitly call
a resource broker to select the set of resources (e.g. transcoders, network bandwidth) that will optimize
the quality of the video conferencing session, and it can use Beagle to allocate those resources and to
install delegates as needed. We present an example of such an application in Section 8. Alternatively,
the Darwin mechanisms can be used by network services that support end-users indirectly, i.e. end-users
and applications running on endpoints benefit from the Darwin mechanisms without using Darwin directly.
For example, Darwin can be used to support rich virtual private network services [18] that allow network
managers to provide QoS guarantees for certain classes of traffic without requiring modifications to the
applications.

The Darwin mechanisms were designed to work together effectively, and throughout this paper we will
assume that the Darwin mechanisms are used in an integrated fashion. However, each mechanism can also
be used in isolation. For example, Beagle can be used to allocate network resources without necessarily
using Xena to select the resources, or for networks that use schedulers other than the H-FSC scheduler.
Similarly, the H-FSC scheduler can be used to support bandwidth reservations without needing the other
Darwin mechanisms.

The next four sections describe Xena, delegates, hierarchical scheduling, and Beagle in more detail.

4 Xena: selection of resourcetype and location

The process of allocating resources, either by an application or provider, has three components. The first
componentisresourcediscovery: locating availableresourcesthat can potentially be used to meet application
reguirements. The second component is solving an optimization problem: identifying the resourcesthat are
needed to meet the application requirements, while maximizing quality and/or minimizing cost. Finally, the
resources have to be allocated by contacting the providers that own them. In our architecture, the first two



functions are performed by a service broker called Xena, while the third function is performed by Beagle
(see Section 7).

4.1 Xenadesign

The application submitsits resource request to Xenain the form of an applicationinput graph, an annotated
graph structure that specifies desired services (as nodes in the graph) and the communication flows that
connect them (as edges). The annotations can vary in their level of abstraction from concrete specifications
(place this node at network address X) to more abstract directives (this node requires a service of class
S). These annotations are directly related to the degree of control the application wishes to exert over the
allocation: a mesh with fewer (or more abstract) constraints presents more opportunities for optimization
than a highly specified one.

In the most constrained specification, the application specifies the network addresses where the services
should be placed, the services themselves, and the QoS parameters for the flows that connect them. In this
style of specification, Xena's optimization opportunities are limited to coarse routing: selecting communi-
cation service providers for the flows in the mesh. In aless constrained specification, the application can
leave the network address of a service unspecified. This provides an additional degree of freedom: Xena
now has the ability to place nodes and route flows. In addition, the application can leave the exact QoS
parameters unspecified, but instead indicate the flow’s semantic content. An example of aflow specification
might be Motion JPEG, with specific frame rate and quality parameters. In addition to providing suffi-
cient information to maintain meaningful application semantics, this approach gives Xena the opportunity
to optimize cost or quality by inserting semantics-preserving transformations to the mesh. For example,
when a Motion JPEG flow needs to cross a congested network segment, Xena can insert matched pair of
transcoders at two ends of the network segment. The first transcoder converts the flow to amore bandwidth
efficient coding format (such asMPEG or H.261), and then convert it back to JPEG on the far side. Another
optimization is the lowest-cost type unification: a group of nodes receiving the same multicast flow (say,
a video stream) need to agree with the sender on the encoding that is used. If there is no single encoding
acceptable to all parties, Xenacan insert “type converter” nodes appropriately.

A feasible solution to the resource selection problem is one that satisfies al the constraints based on
service-specific knowledge or application specification, e.g. entities at flow endpoints must agree with the
type of data that will be exchanged. Given a set of feasible solutions, Xena evaluates each according
to the optimization criteria. In Xena, these optimization criteria are encoded by an application-specified
objective function that maps candidate solutionsto a numeric value: thisfunction is composed of a sum of
terms, where each term represents the “quality” of a particular layout choice. This allows applications to
define service quality in an application-specific way. By using application specific criteriato guide resource
selection, Xena in effect allows applications to customize the definition of service quality.

4.2 Xenaimplementation

Our current implementation of Xena includes the interfaces to the other system entities (applications,
service providers, and Beagle), plus the solving engine and optimizations described above. The application
interface allows the specification of request that include nodes, flows, types, and transcoders. The current
Xena implementation does not have a general resource discovery protocol. Instead, it offers a mechanism
through which services can register their availability and capabilities, i.e. a simple publish-subscribe
mechanism. This information alows Xena to build a coarse database of available communication and
computation resources, and an estimate of their current utilization. Additionally, Xena maintainsa database
that maps service and flow types (e.g. transcoding or transmitting MPEG of a certain quality) to their



effective resource requirements (e.g. CPU cycles or Mbps). Finaly, there is a database that contains the
various semantics-preserving transformations (e.g. JPEG-to-MPEG) and how to instantiate them.

The resource optimization problem can be addressed in many ways. In the first Xenaimplementation
we express it as a 0-1 integer programming problem and hand it to a solver package [2] that generates a
sequence of successively better solutions at successively greater computation cost. More specifically, the
following variables encode the decisions Xena has to make:

Service placement Pservice, Address 1if Service isplaced at Address; O otherwise

Flow type FFiowld,ContentType 1if Flowld isof type ContentType; O otherwise

Service configuration  Clservice,Con figuration 1 if Service is configured according

to Configuration; O otherwise
where the configuration of a service that receives and/or transmits 4 flowsisthe k-tuple of the content types
of those flows, i.e. Con figuration = (ContentType;)*.
Various requirements for semantically correct service delivery are expressed as constraintsin the linear

program. For example, the constraint

Vi Z PService,' JAddress; — 1
J

specifiesthat a service should be placed on precisely one node. Asanother example, thefollowing constraint
specifies that the flow types that enter or leave a service should match the configuration of the service:

Vimjv kvl : PService,' JAddress; |CService,‘,Configurationk — FFlow(Address],l),FlowType(SerUice,‘,Configurationk,l)

where thefunctions Flow(a, ) and FlowType(s, c, ) extract the " flow and flow type from the node and
service configuration respectively.

Besides the semantics of the service, the optimization problem also has to consider the quality of the
service being delivered. To do this, we need amathematical representation of service quality that isflexible
enough so it can be used to approximate the more subject notion of service quality for diverse services. Our
QoS definition for value-added services has two parts. First, the user or broker can specify the minimum
quality for different aspects of the service; this will result in additional constraintsin the linear program.
For example, the user could specify aminimum acceptabl e video quality (frame rate, frame size, resolution)
of amotion JPEG stream; thiswould be translated by the broker in a constraint on the required bandwidth.
Second, the broker or user can specify how QoS can be improved beyond the minimum QoS specified by
the additional constraints. Thisis done by providing an optimization functions of the form

mazximize Z v X quality(v)
By appropriately selecting the quality weights, brokers can customize the definition of QoS to the user’'s
needs. For example, assume a service combines video conferencing (quality metric is video quality) and
access to a set of remote databases (quality metric is response time of queries). By assigning more weight
to the bandwidth for video conferencing than to the communication and computation resource allocated for
database access, we can specify that a user prefers high quality video over fast response time.
An dternative to specifying a quality function isto provide a cost function:

minimize Z v X cost(v)

v

This indicates that the user is not interested in improving service quality beyond the minimal quality
expressed by the QoS constraints, but instead wants to minimize cost. Again, the weights in the cost
function can be chosen to reflect the context of this particular service regquest.
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Given the constraints derived from the semantics of the service, the minimal quality constraints, and the
quality/cost function to maximize/minimize, we can call asolver package to perform the actual optimization,
asisdescribed in more detail elsewhere [6]. An example of the use of Xena can be found in Section 8.

4.3 Resource brokering considerations

So far we have focused on the design and implementation of a single broker module. Such a module can
be deployed in different ways. For example, a broker could be linked into an application as a library or
it can be deployed as a network service that can be invoked by multiple applications. Clearly, in alarge
scale environment, many brokers will be needed to provide responsive service. Moreover, since brokers
incorporate domain knowledge, we envision the deployment of different types of brokers that specializein
different application domains (e.g., video conferencing, distributed games, ..).

Since the optimization problem that brokers have to solve is generally NP-hard, an approach based on
exact solutions is only appropriate for small to medium size problems. Work is in progress on defining
heuristicsthat will makethe problem tractable. Thisapproach will necessarily trade quality for performance;
i.e. our goal isto find high quality (but not, in general, optimal) solutions at a reasonable cost. To handle
large queries, we not only have to speed up individual brokers, but we also will have to partition queries
across multiple brokers. For example, to handle a query that combines video conferencing and distributed
simulationtasks, it may be best to break it into two smaller queriesthat are handed off to specialized brokers.
Similarly, a multi-site query may be broken into WAN and LAN components that are handled by brokers
specializing in resource selection for different administrative domains.

5 Customizable runtime resour ce management

In this section, we discuss how delegates perform customized runtime resource management and describe
the delegate runtime environment implemented in Darwin.

5.1 Delegates

We use the term “ delegate” for a code segment that is sent by applications or service providers to network
nodes in order to implement customized management of their data flows. Delegates execute on designated
routers, and can monitor network statusand adjust resource management on those routers through the Router
Control Interface (RCI), asshownin Figure 3. Delegates are afocused application of active networking [23]:
they alow usersto add customized traffic management and control functions to the network.

A critical design decision for delegates is the definition of the RCI, i.e. the interface that delegates use
to interact with the environment. Several design goals constrain the definition of the RCI. First, it ishighly
desirable that the RCI be usable across multiple platforms, without being tightly tied to a specific model
of resources. In the long run, standardized interfaces for use by control protocols will also be useful for
delegates. Second, the RCI should balance the flexibility of delegate actionswith the increase in complexity
and cost in routers that support delegates. If the RCI istoo restricted, delegates may be rendered virtually
useless, whiletoo broad an RCI may makeit difficult to efficiently and safely support delegates. Finally, the
RCI must support efficient interactionsbetween del egates and the router core under abroad set of conditions.
For example, delegates can detect congestion events either by polling router state, or by arranging to be
notified of events detected by the router core, whichever is more appropriate and efficient for the delegate.

The RCI can be viewed as an instruction set that operates on flows. We have identified the following
classes of operationsthat should be available to del egates:
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e Flow definition: A flow is a sequence of packets that belong together and should be treated in the
same way by the router. Flows are defined by a flow descriptor. Darwin uses the flow descriptor
specified by the IETF IntServ specification, although the flow spec can also include an application
identifier, which isimplemented as an | P option.

e Resources management: Delegates can change flows' quality of service by adjusting resource allo-
cation and sharing rules. Moreover, they can split or merge flows by adjusting packet classification.
Splitting allows different groups of packetsin aflow to betreated differently. For example, a delegate
can implement selective packet dropping by splitting off a subflow and marking it for discard. A
delegate can also elect to receive specia control packets by splitting off a subflow and marking it for
delivery toitself.

e Flow redirection: Delegates can reroute flows and can establish tunnels. For example, a delegate
might choose to reroute aflow inside a virtual mesh for load balancing reasons, or to direct a flow to
acompute server that will perform data manipulations such as compression or encryption.

e Monitor network status: This class of operations includes probing of network state, e.g. queue
occupancy, error flags, etc. It can aso involve posting requests for notification of a small set of
specific events, such as crossing of aqueue occupancy threshold and occurrence of afailure condition.

e Communication: Communication is needed to coordinate activities with peers on other routers, or
providing network feedback to applications on endpoints.

A fundamenta requirement is that potentially concurrent activities by delegates and other network
management and control functions maintain a consistent network state. Moreover, we would like these
activitiesto interact efficiently, without complex locking protocols. The hierarchical resource management
used in Darwin addresses both requirements. A delegate is associated with anode in the resource tree and it
istypically only authorized to operate on the flows in "its" subtree, which creates a notion of locality in the
organization space. Once the signaling protocol has set up a new flow (node) with an associated del egate,
the delegate can operate in relative isolation. Using the resource tree in Figure 1 as an example, a delegate
associated with the SCS node could increase the share of bandwidth available for Distributed Simulation
without having to be concerned about the rest of the system.

The use of delegates also raises significant safety and security concerns. Delegates are in general
untrusted, so the router has to ensure that they cannot corrupt state in the router or cause other problems.
This can be achieved through a variety of run time mechanisms (e.g. building “sandbox” that restricts what
the delegate can access) and compile time mechanisms. A related issue is that of security. The two main
threats are that delegates affect the use of resources or the behavior of traffic flows that are not under their
control. To address this problem, we fall back on the virtual mesh abstraction. Whenever a delegate makes
an RCI call, the Darwin kernel makes sure that the call can only affect the use of resources or the behavior
of traffic flows that are part of the virtual mesh that the delegate is associated with. Access to resources is
restricted by giving delegates only access to certain nodes in the resources trees of the output ports of the
router (see next section). Access to traffic is limited by making sure that the filter specification of an RCI
call covers only a subset of the traffic that flows within the delegate’s virtual mesh. These security checks
are implemented through the use of access control lists, ssimilar to the access control lists used to protect
the contents of file systems. These access control lists are created by the local resource manager when a
delegate is created.
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5.2 Implementation

Our current framework for delegates is based on a “standard” Java Virtua Machine (JVM). We use the
JVM from Sun Microsystems, which isavailable on many platforms, including NetBSD and FreeBSD. This
environment gives us acceptable performance, portability, and safety features inherited from the language.
Delegatesare executed as Javathreadsinsidethevirtual machine* sandbox.” Delegatescan runwithdifferent
static priorities, although a more controlled environment with real-time execution guarantees is desirable.

The RCI isimplemented as a set of native methods that call the local resource manager, which runsin
thekernel. Communication among del egates and between del egates and endpoi nts uses sockets, built on top
of the standard java.net classes. A more detailed description of delegates, including a set of examples,
can be found elsewhere [13].

6 Hierarchical scheduling

Thevirtual mesh offers an elegant abstraction sinceit allowsthe user to use and manage a set of resources as
if they were a dedicated infrastructure, even though the resources are part of alarger shared infrastructure.
However, the abstraction is meaningless unless the network can guarantee that the service provider or
application will be able to use and control the resources that are assigned to it. In Darwin, the resource
isolation and sharing that is needed to realize virtual meshesisimplemented by the hierarchical fair-service
curve packet (H-FSC) scheduler.

6.1 Schedulingalgorithm

As discussed in Section 2, from a resource management point of view, a service-oriented network can
be viewed as a hierarchy of virtual meshes and each virtual mesh represents the set of resources that are
managed by an entity such as a service provider or an application. For each individual physical resource,
sharing and thus contention exist at multiple levels. at the physical resource level among multiple service
providers, at the service provider level among lower level service providers or organizations, and at the
application level among individual flows. These relationships can be represented by a resource tree: each
node represents one entity (resource owner, service provider, application), the slice of the virtual resource
alocated to it, the traffic aggregate supported by it, and the policy of managing the virtual resource; each arc
represents the virtual resource owner/user relationships. An example of aresourcetreeisshowninFigure 1.

The ability to customize resource management policies at al sharing levels for a resource is one
of the key requirements and distinctive features for service-oriented networks. The challenge is to design
scheduling algorithmsthat can simultaneously satisfy diverse policiesset by different entitiesin the resource
management tree. In Darwinwe usethe Hierarchical Fair Service Curve (H-FSC) scheduling algorithm[22].
Animportant feature of H-FSC isthat entitiessharing theresource at different levelsin theresource hierarchy
can manage “their” share of the resources independently. For example, in the resource hierarchy shown in
Figure 1 the two service providers use radically different resource management policies. Service Provider
2 supports the IETF Intserv QoS model (guaranteed and controlled load) for individual traffic streams,
while the more sophisticated Service Provider 1 supports organization-based QoS, where the organizations
and applications can specify the dynamic sharing relationship for their traffic streams. Moreover, once the
resource sharing relationship between Provider 1 and Provider 2 is set up (weighted sharing with 100 Mbps
and 55 Mbps for each), the two providers can independently change resource use without affecting the
QoS properties of traffic supported by the other provider. For example, Provider 1 can admit new flows or
change the resource alocation for existing flows, without having to coordinate with Provider 2, aslong as
its stability conditions are met.
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6.2 Implementation

Besides the scheduler, the implementation of the H-FSC scheduler in Darwin also needs a packet classifier
and an API for signaling protocols. The classifier classifies incoming data packets to a specific flow and
packet queue. Thisisdoneby matching apacket’s header against aset of known flow descriptors. To support
traffic flows of various granularities, we have devised a highly flexible classification scheme. Each flow is
described by a nine-parameter flow descriptor: source |P address, source address prefix mask, destination
I P address, destination address prefix mask, protocol number, source port number, destination port number,
application-specific 1D (carried as an option in the IP header), and application-specific ID prefix mask.
For each parameter, zero denotes “don’t care”. Using this scheme, flows of various granularity, such as
end-to-end TCP connections, aggregates of traffic between networks (using network prefixes in the flow
descriptors), and HTTP, FTP, TELNET services can be specified. With the application-specific ID, we can
even sub-divide an end-to-end traffic flow into application-specific sub-flows, such as the different frame
typesin an MPEG flow.

A control API is exported by the scheduler and the classifier and is used to create and manage data
structures in the scheduler and the classifier. It is available to delegates and Beagle through the RCI, as
discussed in Section 5.

The processing overhead associated with classification and queueing in our implementation is fairly
low. Classification overhead is 3 microseconds per packet with caching on a 200 MHz Pentium Pro system.
Average queueing overhead is around 9 microseconds when there are 1000 flows in the system. This low
overhead alows us to easily support actual data speed of 100 Mbpsin our prototype network testbed. A
more detailed analysis of the performance of the H-FSC implementation can be found in [22] and some
experimental results can be found in [5].

7 TheBeagleresourceallocation protocol

The Beagle resource allocation protocol provides support for the customizable resource allocation model
of Darwin. Whiletraditional signaling protocols such as RSVP [24] and ATM PNNI operate on individual
flows, Beagle operates on virtual meshes. We will use the application example in Figure 4 to illustrate the
various tasks Beagle performs. The exampleis discussed in more depth in Section 8.

7.1 Beagledesign

On the input side, Beagle interfaces with Xena to obtain the virtual mesh specification generated by Xena.
Thevirtual meshisdescribed asalist of flowsand del egates, plusresource sharing specificationsthat describe
how flows within a mesh share resources amongst them. The example virtual mesh in Figure 4(b) shows
two video flows and two distributed interactive simulation flows. Each flow is specified by aflow descriptor
as described in Section 6.2 and information such as a tspec and a flowspec object (used to characterize
the properties of a traffic flow and the corresponding reservation), asin the IETF IntServ working group
model. A delegateischaracterized by itsresource requirements (on CPU, memory, and storage), itsruntime
environment, and a list of flows that the delegate needs to manipulate. The delegate runtime environment
is characterized by a code type (e.g. Java, Active-X) and runtime type (e.g. JDK 1.0.2, WinSock 2.1, etc.).
The virtual mesh typically aso includes a number of designated routers which identify the mesh core. In
the example, Aspen and Timberline are the designated routers.

After receiving a request, Beagle issues a sequence of flow setup messages to the different nodes in
the mesh, each message specifying what total resources are needed on a link, plus a resource sharing
specification (described below). Since Beagle has access to the resource specification for the full mesh, it
has many optionsfor setting up the mesh. In [7] we compare atraditional per-flow setup with a core-based
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setup, in which the different segments of the core are set up in parallel, followed by individual flow setups
initiated by the senders or receivers that rendezvous with the core in designated routers. For meshes in
which flows share resources in the core, core-based setup is more efficient because it can allocate resources
for flow aggregates in the core.

On each node, Beagle passes a resource trees (Figure 4(c)) to the Local Resource Manager to allocate
resources for flows using an interface similar to the one described in Section 5. Beagle also establishes
delegates onto switch nodes (for resource management delegates), or computation and storage nodes (for
data processing delegates). For each delegate request, Beagle locates the appropriate runtime environment,
initializesthe local resource manager handles and flow reservation state, and instantiates the delegate. The
handles allow the delegate to give resource management instructions to the local resource manager for the
flows associated with it.

Beagle requests have to identify the entity that invoked Beagle. Thisallows the local resource manager
to verify that the Beagle request is valid, i.e. the caller is allowed to allocate the resources, control the
traffic, and create the delegates that are specified in the request. The local resource manager will also set up
the access control listsfor any delegatesit creates so the delegate's actions can be verified during execution
(Section 5). Authentication and authorization for Beagle requests are currently being implemented.

7.2 Resourcesharing

Beagle supportstwo forms of resource sharing: hierarchical sharing and temporal sharing.

In the previous section we described how dynamic resource sharing can be controlled and customized
by specifying an appropriate resource tree for each resource. Thiscould be achieved by having applications
or Xena specify the resource trees to Beagle, so that it can install them on each node. There are two
problemswith this approach. First, how one specifies aresource treeis network specific and it isunrealistic
to expect applications and brokers to deal with this heterogeneity. Second, applications and brokers do
not specify each physical link; instead they use virtual links that may represent entire subnets. Beagle
uses the hierarchical grouping tree abstraction to deal with both problems: it is an abstract representation
of the sharing hierarchy that can be mapped onto each link by Beagle. Once Beagle knows the actual
flows that share a particular physical link in the network, Beagle prunes the hierarchical grouping tree,
eliminating flows that do not exist at that link. To deal with network heterogeneity, interior nodes in the
hierarchical grouping tree have generic QoS service types associated with them instead of network-specific
sharing specifications. The leaf nodes of the grouping tree represent flows whose QoS requirements are
expressed by individual flowspecs. Service-specific rules describe how child node flowspecs are aggregated
into parent node flowspecs in deriving a physical link resource tree from the grouping tree. This involves
converting flowspecs at each node into appropriate low-level schedul er-specific parameters, such asaweight
for hierarchical weighted fair share schedulers or a service curve for the Hierarchical Fair Service Curve
scheduler [22]. More details can be found in [7]. Figure 4(b) gives an example.

There are often resource sharing opportunitieson time scales larger than what can be expressed in tspecs
and flowspecs. For example, a conferencing application may ensure that at most two video streams are
active at any time, or an application may want to associate an aggregate bandwidth requirement for a group
of best-effort flows. We will call this“temporal” or “sequential” sharing, i.e. a set of flows share the same
resource over time. Applications and resource brokers can specify this application-specific information by
handing Beagle temporal sharing objects that list sets of flow combinations and their associated aggregate
flowspecs. Beagle can then use thisinformation to reduce resource requirementsfor agroup of flows sharing
alink. The temporal sharing object is similar in spirit to the resource sharing approach used in the Tenet-2
scheme [15], and generalizes RSVP's notion of resource reservation styles. RSVP limits aggregation to
flows within a multicast session and restricts aggregation (e.g. least upper bound) of flow specs, whilein
Beagle the arbitrary flows within an application mesh can be group using any aggregate flowspec. As an
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example, in Figure 4(b), the distributed i nteractive simul ation application associates an aggregate Controlled
L oad service flowspec with the two simulation flows.

The hierarchical grouping tree and the temporal sharing objects offer complementary and orthogonal
ways of tailoring resource allocation within the mesh. The example in Figure 4(b) shows the use of both
sharing objects. The resulting link resource sub-trees at links .1 and L, assuming the use of hierarchical
weighted fair queueing schedulers[1], are shown in Figure 4(c).

7.3 Implementation

A prototype of the Beagle resource allocation protocol has been implemented for FreeBSD and NetBSD
PC-based routers (Figure 5). The implementation is based on the RSV P implementation distributed by 1S
(available from ftp://ftp.isi.edu/rsvp/release). Applications or Xena can invoke Beagle
through calls such as "create mesh" or "extend mesh". The API (shown by the shaded portionsin Figure 5)
isalibrary that is compiled in as part of the application. 1t communicates with the Beagle daemon through
UNIX domain sockets. The API also has a callback mechanism that is used to asynchronously notify
applications about various events such as setup success/failure, incoming requests, etc. The Beagle daemon
communicates with other Beagle daemons using raw |P. The current Beagle prototype includes support for
both temporal and hierarchical sharing. On 200 MHz Pentium routers running FreeBSD 2.2.5, the Beagle
throughput is about 425 flow setups per second. Thisis comparable to connection setup times reported for
variousATM switches. However, we expect improvement in these results by opti mizing theimplementation.

8 Darwin system demonstration

In this section we present an example demonstrating how the Darwin resource management mechanisms
work together in support of aremote collaboration application, executing on a testbed.
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8.1 Darwin testbed

Thetopology of thetestbed isshownin Figure4(b). Thethree routersrepresented by rectangles are Pentium
I1 266 MHz PCsrunning NetBSD 1.2D. Theend systemsm1 through m8 are Digital Alpha21064A 300 MHz
workstations running Digital Unix 4.0. All links are full-duplex point-to-point Ethernet links configurable
as either 100 Mbpsor 10 Mbps.

8.2 Application scenario

Consider an applicationinwhich four scientistscommunicate viaavideoconferencing tool that usessoftware
MPEG/JPEG coders and collaborate on a distributed simulation that runs over our testbed. This scenario
is shown in Figure 4. In this case, the video conferencing consists of two unicast video flows between
desktop systems and the distributed simulation consists of a three-node distributed fast-fourier transform
(FFT), which generates very bursty traffic.

Using our testbed (see Figure 4(b)), the machinesinvolved in the video conference are m1, m2, m5, and
m6. Source m2 can send either 8-bit uncompressed video or Motion JPEG (MJPEG) compressed video;
source m6 can send only uncompressed video. The usersdo not care which nodesare used for the distributed
simulation so they leave it up the “the network” (more specifically: Xena) to select the most appropriate
simulation servers. In this section we use a combination of performance results and screen shots of the
running system to demonstrate the operation of Darwin.

8.3 Setup using Xena and Beagle

Figure 4(a) shows the abstract resource mesh supplied to Xena. Since the scientists are physically located
at their machines, the application provides to Xena specific network addresses for the video end points,
i.e. (ml, m2, m5, m6). The nodes are also annotated by the requested service types (Video Source, Video
Display). This flow specification describes only the connectivity between the nodes; the flow’s exact QoS
parameters are left unspecified. For the distributed simulation, the application does not specify what nodes
should participate, so these addresses will have to be supplied by Xena's placement algorithm.

We consider two scenarios under which Xena has to generate a virtual mesh layout for the given
application input. In the first “abundant bandwidth” scenario, bandwidth is plentiful on al the links, but
computational cycles are relatively scarce. In the second “ scarce bandwidth” scenario, the links are heavily
loaded, but computational resources are relatively abundant. Xena accounts for these loads by adjusting
the costs of various resources. Costs are assigned according to the quantity of the resource desired and its
availability. For example, the cost for raw video flows is higher than for MJPEG flows because raw video
reguires more bandwidth; aso, the cost for a given quantity of some resource may be higher than otherwise
if the level of contention is high for that resource. Xena achieves this latter effect by assigning an overlap
penalty when more than one service is assigned to the same endpoint.

Figures 6 and 7 show the virtual mesh layoutsgenerated by the running Xena prototype. In the abundant
bandwidth scenario, Xena selects the uncompressed video encoding which regquires more bandwidth, but
is computationally less expensive. It places the simulation tasks on nodes m4, m7, and m8, avoiding the
video endpoints (m1, m2, m5, and m6). It also places two simulation nodes (m4 and m7) on endpoints
attached to the same router, thus minimizing the use of link bandwidth. In contrast, in the scarce bandwidth
scenario, Xena selects the less bandwidth-intensive MJPEG video encoding to reduce the use of expensive
communication resources. To accommodate m2, which supports only uncompressed video, it inserts a
video transcoder into the mesh at m4. The transcoder is placed close to the video source to minimize
the use of expensive link bandwidth. The transcoder is a hardware MJPEG compressor that provides the
ability to dynamically control compression quality; note that video streams of higher quality require more
bandwidth. In order to opportunistically use available bandwidth, Xena also instantiates a control delegate
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on timberline which is responsible for monitoring the available bandwidth and setting the compressor’s
quality knob appropriately. Xena distributesthe simulation tasks on the remaining nodes (m3, m7, and m8)
thus avoiding the overlap penalty for computations.

Once it has a solution, Xena generates a mesh specification similar to the one shown in Figure 4(b).
Beagle allocates the resources as described above and also sets up the transcoder and the control delegate
on timberline. Figure 8 is a screen shot generated using the H-FSC scheduler user interface program that
shows the resource sharing tree setup by Beagle for the timberline—whiteface link. The application isthe
right subtree (root number 42), and it uses separate subtrees for the video streams and the FFT data flows.
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8.4 Execution

We present experimental results by executing the video and FFT applications under three scenarios—onein
the abundant bandwidth scenario, and two in the scarce bandwidth scenario. In all experiments, 70% of the
link bandwidth is allocated to the application and the remaining is used by a UDP cross-traffic flow.

In the abundant bandwidth scenario, all links are configured to run at 100 Mbps and the UDP flow uses
30 Mbps. Both uncompressed video flows are allocated a bandwidth of 18 Mbps each (320x240 eight-bit
pixels at 30 frames/sec) and the remaining 34 Mbps is alocated to FFT flows. In this scenario, there is
enough bandwidth so both video streams can be received without experiencing packet loss. This scenario
has the highest video quality.

In the scarce bandwidth scenario, the link between timberline and whiteface is slowed down to 10 Mbps
and the UDP flow is allocated 3 Mbps. Each of the two MJPEG compressed video flows crossing this link
areguaranteed 1 Mbps(i.e. the bandwidthfor thelowest setting of the JPEG compression quality parameter)
and the rest of the bandwidth is allocated to FFT flows. Without a control delegate, both video flows are
guaranteed only a minimum bandwidth of 1 Mbps and therefore the received video quality is the lowest.
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Using a control delegate allows the video flows to opportunistically take advantage of available bandwidth
by adjusting quality on a dynamic basis. Figure 9 shows a histogram of the received frame quality. The
x-axis represents the video quality parameter that is the input to the JPEG compression card. As seen from
the figure, majority of the frames are received with either maximum quality of 100 (received when the FFT
isinitscomputation phase) or with the minimum quality of O (when the FFT isin its communication phase).
Frames received with the other quality settings reflect the ramp up and ramp down behavior performed by
the control delegate as it tracks the available bandwidth.

Figure 10 showsthe bandwidth sharing withinthe exampl e application on the timberline—whitefacelink
under the three experimental scenarios. In all plots, the dark grey portion depicts the aggregate bandwidth
used by the two FFT flows and the light grey portion shows the aggregate bandwidth used by the two video
flows. We see that the FFTs exhibit very bursty communication patterns. Figure 10(a) showsthe sharingin
the abundant bandwidth case: there is ample bandwidth available for both the video and FFT data streams.
Figure 10(b) shows the corresponding plot under the scarce bandwidth scenario without using a control
delegate. If the video source would try to transmit at a high quality level during FFT idle periods, it would
not be able to adapt effectively because it cannot learn about the excess bandwidth quickly enough. As a
result, it always sends at the lowest quality level, even though the FFT isidle most of thetime. Figure 10(c)
shows the sharing when a control delegate is used to control the operation of the transcoder. The control
delegate can quickly detect the idle periods in the FFT communication patterns and increase the MJPEG
compression quality parameter accordingly. This enables the transcoded video flow to opportunistically
take advantage of available bandwidth.

9 Redated Work

There has recently been alot of work as part of the Xbind [16] and TINA [9] efforts to define a service-
oriented architecture for telecommunication networks. There are several differences between them and
Darwin. First, services envisioned by Xbind and TINA are mostly telecommunications-oriented. The
value-added services described in this paper integrate computation, storage, and communication resources.
Second, the value-added services in their context are usually restricted to the control plane, e.g. signaling.
Darwin supports customized services in the data plane (controlled sharing of resources, processing, and
storage) and the control plane (signaling and resource brokering). Finaly, while the focus of both TINA
and Xbind is on devel oping an open object-oriented programming model for rapid creation and deployment
of services, the focus of Darwin is on developing specific resource management mechanisms that can be
customized to meet service-specific needs. While Xbind and TINA have so far primarily been used as a
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development framework for traditional ATM and telecommunication network management mechanisms,
they could potentially also be used as a basis for the development of customizable resource management
mechanisms.

Another very active area of research is the development and deployment of “computational grids’
(e.g. [12, 14]), distributed pools of resources that are available for use by distributed applications. The
vision underlying computational grids is similar to that of Darwin, namely that the most effective way of
satisfying diverse user needs is to provide an open, programmable infrastructure that users can customize
for their use by installing the appropriate software. The main difference between Darwin and computational
grids is the class of applications they have focused on, i.e. network-intensive versus compute-intensive
applications. This has resulted in a very different research agenda, i.e. managing and customizing the use
of network resources versus compute and storage resources.

Over the past decade much work has gone into defining QoS models and designing associated resource
management mechanisms for both ATM and IP networks (e.g. [10]). This has resulted in specific QoS
service models both for ATM and IP [21]. This has also resulted in the development of QoS routing
protocols and signaling protocols [24]. A closely related issue being investigated in the IP community is
link sharing [11], the problem of how organizations can share network resources in a preset way, while
allowing the flexibility of distributing unused bandwidth to other users. Darwin differs from these efforts
in several aspects. First, while most of this work focuses on communication services, Darwin addresses
both bitway and value-added service providers. Second, most QoS models only support QoS on a per-flow
basis. Exceptionsare the concept of VP and VC in ATM, and | P differentiated services model [3], but these
efforts are very restricted either in the type of hierarchy they support or in the number of traffic aggregates
for which QoS can be provided. In contrast, Darwin usesvirtual meshesto define service-specific QoS and
supportscontrolled resource sharing among dynamically defined traffic aggregates of different granularities.
Finally, whilethese efforts provide resource management mechanismson the space, time and organizational
dimensions, the mechanisms operate largely in an isolated and uncoordinated fashion. On the other hand,
Darwin takes an integrated view towards resource management along these three dimensions.

While Darwin is primarily a networking project, guaranteeing end-to-end QoS properties also requires
QoS support on the end-points. There has been alot of research in real-time operating systems, e.g. [20];
in Darwin we assume that heavily loaded end-points (typically the servers) will have real-time operating
system support so they can give appropriate service to users. A number of projects have also looked at the
problem of providing end-to-end QoS guarantees [17, 19]. These research efforts are typically developing
mechanisms that support the precise QoS needs of specific application classes, while Darwin has focussed
on creating an infrastructure in which diverse services and applications with difference QoS requirements
can co-exist.

Finally, “active networks” have recently attracted alot of attention. In an active network, packets carry
code that can change the behavior of the network [23]. The Darwin project touches on this concept in two
ways. First, service delegates are an example of active packets, athough a very restricted one: delegatesare
typically downloaded to a specific node at service invocation time, and remain in action for the duration of
the service. Second, Darwin's facilities for managing both computation and communication resources via
virtual meshes can help to solve key resource allocation problems faced by active networks.

10 Summary

We have designed a resource management system called Darwin for service-oriented networks that takes
an integrated view towards resource management along space, time, and service dimensions. The Darwin
system consists of four inter-rel ated resource management mechanisms: resource brokers called Xena, run-
time resource management using delegates, H-FSC hierarchical packet scheduling, and aresource allocation
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protocol called Beagle. The key property of all these mechanismsis that they can be customized according

to service specific needs. The first three mechanisms (Xena, delegates, and H-FSC) operate on time scales
which also influences the complexity and scope of resource management decisionsthey make, and thustheir

role in the system. While the Darwin mechanisms are most effective when they work together in Darwin,

each mechanism can aso be used in a plug-and-play fashion in more traditional QoS architectures, e.g.,

Beagle for RSVP, Xena for resource brokers, and hierarchical scheduling for traffic control. We have a
proof-of-concept implementation of the Darwin system and preliminary experimental resultsto validate the

architecture.

The Darwin prototype described in this paper implements the vision and demonstrates some of the
possibilities, but much work remainsto be done. Future versionswill be far more scalable, both in terms of
routing in large topol ogiesand in terms of aggregate processing of large numbersof flows. Security features
are currently rudimentary, and explicit authentication, authorization and encryption methods remain to be
incorporated. Hierarchical resource management has been implemented only for network components, and
must be extended to computation and storage resources. Finally, a number of topics, while important to a
complete network, are beyond the scope of the current project: tools for service creation, mechanisms for
automated discovery of resources, and detailed accounting of resource commitment and use.
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