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Abstract—
Fault diagnosis has particular importance in the context of

field programmable gate arrays (FPGAs) becausefaults can be
avoided by reconfiguration at almost no real cost. Cluster-based
FPGA architectures, in which several logic blocks are grouped
together into a coarse-grainedlogic block, are rapidly becoming
the architecture of choicefor major FPGA manufacturers. The
high density interconnect found within clusters greatly compli-
catesthe problem of FPGA diagnosis. We proposea technique
for the testingand diagnosisof cluster-basedFPGA architectures.
We presenta hierarchical approachto definea setof FPGA con-
figurations in which eachfault is detectable,and eachfault pair
is differ entiable. The cornerstoneof this work is the conciseex-
pressionof the distinguishing conditions of eachfault pair. Ex-
perimental resultsdemonstratethat nearly 100% fault coverage
and diagnostic resolutionare achieved with a low number of test
configurations.

I . INTRODUCTION

Overthepastdecadefield programmablegatearrays(FPGAs)have
becomeinvaluablecomponentsin many facetsof digital design. In-
formation regardingdefect location is particularly important in to-
day’s test environment since new techniques[8] have beendevel-
opedthat canreconfigureFPGAsto avoid faults. To operateeffec-
tively, theseapproachesrequirethat thespecificlocationof the fault
be clearly identified. The reconfigurabilityof FPGAsplays an im-
portantrole in reducingon-chiptestinghardwarerelative to ASICs.
While ASIC DFT approachesrequirethemodificationof circuit func-
tionality to performtest,FPGAtesthardwarecanbeswappedout of
thedeviceonceverificationis complete.Reconfigurabilitydoesincur
other test costs,including increasedtestgenerationcomplexity and
increasedtestapplicationtime. Unlike ASICs,FPGAsrequiremulti-
pleconfigurationsto testanassortmentof switchsettings.In general,
fault coverageis directly relatedto thenumberandscopeof testcon-
figurationsthatarecreated.

While previous researchershave investigatedthe testof FPGAar-
chitectures[10], [13], [11], [9], [3], our fault diagnosisapproachis
driven by recentadvancesandimprovementsin FPGA architecture.
To take advantageof circuit locality, several FPGA companies[1]
[6] have recentlyintroducedcluster-basedarchitectures[4]. These
architecturesgroup numerousprimitive logic components,suchas
flip flops and look-up tables,into coarse-grainedlogic clusters. To
simplify device mapping,clustersexhibit a high degreeof internal
connectivity includingthefeedbackof clusterlogic outputsto cluster
inputswithout theneedfor re-entryinto sparse,global interconnect.
Therichnessof the internalinterconnectcomplicatestestingby pro-
viding a largerangeof potentialinterconnectpatterns.Sincepadarea
increasesat a slower rate than internal logic, external accessto in-
ternaltestpointsbecomesincreasinglydifficult asdevice sizesscale.
As a result,novel testingapproachesareneededto addressandeffec-

tively testdensely-interconnectedcluster-basedarchitectures.

In this paper, an FPGA fault diagnosisapproachis describedthat
performsbuilt-in self teston a cluster-basedFPGA device. During
the testingprocess,a portionof theFPGA is configuredastestgen-
erationandresponsecircuitry for a clusterundertest. As individual
logicclustersandsurroundingroutingresourcesareverified,they sub-
sequentlymay be usedto performdiagnosison remaining,untested
clusters.To demonstratetheapproach,wepresentatechniqueto gen-
erateFPGAtestconfigurationsto detectanddiagnosepairwisebridg-
ing interconnectfaults.By restrictingtheprogrammingof thelookup
tablesin theFPGA,weformulatethetestinganddiagnosisconditions
asasetof straightforwardfunctionsof theinputsof eachtile. Thetest-
ing anddiagnosisconditionsfor eachfault andfault pair areusedto
direct theconfigurationprocess.By exploring thehierarchyinherent
in the structureof cluster-baseddevices,our approachpartitionsthe
testconfigurationdefinitionprocessto greatlyimprove theefficiency
of theprocess.Sincetestconfigurationsin ourapproacharereplicated
acrosstheclusterarray, theprocessof definingtestconfigurationsis
independentof thesizeof theFPGAarray.

Thepaperis organizedasfollows: SectionII is a summaryof the
overall testingapproachwhich wasoriginally presentedin [7]. The
diagnosisconditionsfor thetargetedinterconnectfaultsarepresented
in SectionIII. SectionIV presentsthehierarchicalconfigurationdefi-
nition approach,anddescribeshow diagnosisconditionsaresatisfied
for fault pairs. Experimentalresultsarepresentedin SectionV, and
conclusionsarepresentedin SectionVI.

I I . CLUSTER-BASED FPGA TEST METHODOLOGY

We assumean island-styleFPGA architecture[5] which is com-
posedof anarrayof identicaltiles. Eachtile is composedof a clus-
ter [4] andsurroundinginterconnect.The interconnectstructureof
eachtile is a setof wire segmentswhich canbe connectedby a set
of switchesreferredto asprogrammableinterconnectpoints (PIPs).
A typical tile interconnectstructureemploysa switch matrix which is
composedof a setof lines enteringeachside. A PIP connectseach
line to oneline oneachsideof thematrix. For thepurposesof testing,
it is necessaryto distinguishthe tile I/O from theclusterI/O. Cluster
I/O aretheinput andoutputpinsof thecluster, while tile I/O pinsre-
fer to thepointsat which a tile cancommunicatewith a neighboring
tile. The tile I/O pins includetheendpointsof wire segmentswhich
canconnectto a neighboringtile via a PIP.

Thegeneralmodelof acluster, aspresentedin [4], is shown in Fig-
ure1. Weassumethateachclusteris composedof asetof basiclogic
elements(BLE), eachof which is composedof asetof programmable
lookuptables(LUT), multiplexers,andflip-flops. Themostgeneral
assumptionis that eachBLE input canconnectto the outputof any
otherBLE andto any clusterinput. The outputof eachBLE is as-
sumedto beconnecteddirectly to a clusteroutput.
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A. FPGATestingMethodology

We proposethe useof a built-in self-test(BIST) strategy for the
testingof an FPGA structure.BIST techniquesin generalareasso-
ciatedwith high performanceandareaoverheadincurredby on-chip
testhardware.BIST overheadis notanissuefor FPGABIST because
the testhardware is easily insertedandremoved by reconfiguration.
By embeddingtest logic insidethe FPGA,BIST enablestestaccess
to internalcomponents.This is particularlyimportantfor the testing
of cluster-basedFPGA structureswhich have higherlocalizedinter-
connectdensitythanotherFPGAs.

In eachconfiguration,FPGAcircuitry dedicatedasBIST logic will
performtestgenerationandresponseanalysisto testnon-BISTFPGA
circuitry. To accomplishBIST, we usethe test structurepresented
in [11] in which the FPGA is configuredasmany independentBIS-
TERsstructures.EachBISTERis composedof a testpatterngenera-
tor (TPG),anoutputresponseanalyzer(ORA), andtwo blocksunder
test(BUTs). This BIST strategy decomposesthe testingproblemof
theentireFPGAinto many identicalproblemsof asizewhich is fixed
by thetestrequirementsfor a singletile. Sincethesizeof thesmaller
problemis fixed,theBIST approachis easilyscalableto FPGAarrays
of any size.

I I I . INTERCONNECT FAULT DETECTION AND DIAGNOSIS

Detectionof interconnectionfaults in cluster-basedarchitectures
is a difficult problembecausethe high densityof internalclusterin-
terconnectmakestestaccessdifficult. We proposea formulationof
the problemwhich includesthe testingof intra-clusterinterconnect
which is internalto the cluster, aswell asextra-clusterinterconnect
whichsurroundseachcluster. All pairsof linesareclassifiedaseither
connectableif thereis a PIP betweenthem,andnon-connectableif
thereis no interveningPIP. Weassumethepossibilityof two typesof
defects,a short defectwhich causestwo lines to be crossed,andan
opendefectwhich causesa singleline to bebroken,or causesa con-
nectableline pair to beunconnectable.Given thetwo classesof line
pairsandthe two defecttypes,we assume4 fault classeswhich are
previously presentedin [10]. Theinterconnectfaultswhichwe target
aresubsetsof bridgingfaultswhosedetectionrequirementshavebeen
outlinedin previouswork [12], [2]. We summarizethe4 fault classes
here.
� Permanent Connection(PC) - A shorton any pair of lines. Both
affectedlinesmustbeseparatelycontrollableandat leastoneaffected
line mustbeobservable.Also, any PIPbetweenthetwo affectedlines
mustbeconfiguredto beoff.� Permanent Disconnection(PD) - An openon any pair of con-
nectablelines. Both affectedlinesmustbe controllableandobserv-
able.Also, thePIPbetweenthetwo affectedlinesmustbeconfigured
to beon.� Stuck-At 0 (SA0)- A shortbetweenaline andground(specialcase
of a PCfault). Theaffectedline mustbecontrollableandobservable.

� Stuck-At 1 (SA1) - A shortbetweena line andpower (specialcase
of a PCfault). Theaffectedline mustbecontrollableandobservable.

A. Fault Diagnosis

In orderto defineFPGAconfigurationsfor testinganddiagnosis,a
cleardefinitionof diagnosisrequirementsof eachfaultpair is needed.
Becausetheconfigurationdefinestheconnectivity betweensegments,
thediagnosisrequirementsmustbeexpressedin termsof connectivity
aswell. Wepresentrequirementsfor thedifferentiabilityof eachfault
pair. Differentiability indicatesthat sometest patternmustexist to
detecteachfault and differentiateeachfault pair. Differentiability
requirementsareindependentof aspecifictestpatternandareusedto
defineBUT testconfigurationsbeforetestpatterngenerationhasbeen
performed.

In the expressionspresentedin this section,we definethecontrol
setC

�
s� of asegments to bethesetof tile I/O whosesignalvaluesde-

terminethevalueof thesegment.Becauseourapproachconfiguresall
LUTs as4 input XOR gates,thecontrolsetof a segmentdetermines
the function computedat segments. We will definethe observeset
O
�
s� of a segmentto be thesetof tile I/O to which a fault effect on

segments will bepropagated.Theobserve setof a segmentis theset
of all tile I/O which arereachablefrom segments in a configuration
andareactingastile outputs(arenot beingdrivendirectly).

A.1 InterconnectFaultEquivalence

Theequivalenceof faultslimits themaximumachievablediagnos-
tic resolutionbecauseequivalentfaultscannotbedifferentiated.Fault
equivalencein anFPGAis determinedby theFPGAconfiguration,so
faultswhichareequivalentin oneconfigurationmaynotbeequivalent
in another. In orderto achieve maximumdiagnosticresolution,every
pair of faultsmustbenon-equivalentin at leastoneconfiguration.

We will definefault equivalencein termsof the connectivity be-
tweensegmentsand tile I/O. Since the FPGA configurationdeter-
minesconnectivity, theprocessof configurationdefinitioncanensure
thatall faultpairsaredistinguishable.Two faultsaresaidto beequiv-
alentif their correspondingfaulty machinesproducethesameoutput
with all possibletestpatterns,at all outputsof the circuit. Sinceall
LUTs act asexclusive-or gatesin our approach,all fault effectsare
propagatedto all outputsin theobserve setof a faulty line. This im-
plies that in orderfor two faults to be equivalent, the two segments
at the fault locationmusthave identicalobserve sets.The segments
at the fault locationmusthave identicalcontrol setsaswell because
fault effectsmustbegeneratedby thesametestpatterns.We will re-
fer to two segmentsasbeingtestequivalentin a configurationif the
segmentshave identicalcontrol setsandidenticalobserve sets.Two
testequivalentsegmentsareindistinguishableduringtestingbecause
they have thesamevalueunderall input stimuli anda fault effect on
eithersegmentwill beobservedat thesametile outputs.Theequiva-
lenceof a fault pair dependson thetestequivalenceof theassociated
segments.We definethecriteria for equivalencebetweenall pairsof
fault classeswhichmaybeequivalent.
1. s1 SAv/ s2 SAv - Thesegmentsaretestequivalent.

C
�
s1 ��� C

�
s2 ��� O

�
s1 ��� O

�
s2 �

2. PNC(s1, s2)/PNC(s3, s4) - s1 ands3 refer to thedriver segments,
ands2 ands4 referto thefloatingsegments.

C
�
s2 ��� C

�
s4 ��� O

�
s2 ��� O

�
s4 �

3. s1 SAv/PNC(s2, s3) - This pair of faultsmay be equivalent if a
segmentwhich is not driven by a signalfloats to a v value. In this



case,thetwo faultsareequivalentif thefloatingsegmentof thePNC
fault is testequivalent to the segmentassociatedwith the stuck-atv
fault.

C � s1 �
	 C � s3 ��� O � s1 ��	 O � s3 �
4. PC(s1, s2)/PC(s3, s4) - Thepair of segmentsinvolvedin onefault
aretestequivalentto thepairof segmentsinvolvedin theotherfault.

� C � s1 �
	 C � s3 ��� O � s1 �
	 O � s3 ��� C � s2 �	 C � s4 ���
O � s2 ��	 O � s4 ����

� C � s1 �
	 C � s4 ��� O � s1 �
	 O � s4 ��� C � s2 �	 C � s3 ���
O � s2 ��	 O � s3 ���

IV. BUT TEST CONFIGURATION DEFINITION

Thegoalof testconfigurationdefinitionis to identify a setof con-
figurationsfor thetiles actingasBUTs in a BISTER.Thesetof con-
figurationsmusthave thepropertythat the fault detectionanddiffer-
entiationconditionsmustbe satisfiedfor all faultsandfault pairsin
at leastoneconfiguration.Thenumberof testconfigurationsshould
beminimizedto reducetestapplicationtime. The testconfiguration
definition processis hierarchical,defining the intra-clusterconfigu-
rationsseparatelyfrom the extra-clusterconfigurations.Test trans-
parency constraintsareplacedon the intra-clusterandextra-cluster
configurationsto ensurehierarchicalcontrollabilityandobservability.

A. Intra-ClusterConfigurations

Theintra-clusterconfigurationsaredefinedto ensurethatall intra-
clusterinterconnectfaultsaredetectablein at leastoneconfiguration,
and to facilitate the testing of the extra-clusterinterconnect. The
clusterwill be containedin the control and observe pathsof many
extra-clusterinterconnectlines. Theclustermustbeconfiguredto be
transparent from a controllability andobservability perspective. The
clusteroutputsarenot identical to the clusterinputs,but the cluster
outputsmusthave thefollowing transparency propertieswith respect
to theclusterinputs.
1. A fault effect on a cluster input must propagateto at leastone
clusteroutput.This conditionensuresthepropagationof fault effects
on extra-clusterwhich feedtheclusterinputs.
2. Theclusteroutputsmustbeseparatelycontrollable.Thiscondition
ensuresthe controllability of the extra-clusterinterconnectwhich is
drivenby theclusteroutputs.

A.1 BLE Configurations

The observability of the clusterinputs and BLE output branches
must be achieved by propagatingfault effects throughthe BLEs to
reachtheclusteroutputs.Also, thecontrollabilityof theBLE outputs
mustbeachieved throughtheBLEs. Theconfigurationof theBLEs
is centralto ensuringmaximalcontrollabilityandobservability inside
the cluster. The configurationsof componentsinside the BLEs are
importantto enablecontrollabilityof theBLE outputlines,aswell as
observability of theclusterinputslinesandtheBLE outputbranches.

EachBLE is composedof a LUT anda multiplexer, bothof which
mustbeconfigured.To maximizethecontrollability andobservabil-
ity througha BLE, we have chosento configureeachLUT to actasa
4-inputXOR gate.TheXOR operationprovidesgoodcontrollability
becausetheoutputvaluemay be determinedby controlling any sin-
gle input. TheXOR alsoprovidesgoodobservability becausea fault
effect on any single input is guaranteedto propagateto its output.

To simplify the interconnecttestingprocess,we configurethemulti-
plexersinsidetheBLEs to drive theBLE outputwith theLUT output
directly, bypassingtheflip-flop. This eliminatessequentialbehavior
during testingandensuresthat the applicationof an exhaustive test
patternsetis sufficient to detectall faultswhicharenon-redundantin
eachconfiguration.

A.2 BLE Input Multiplexer Configurations

The configurationsof the BLE input multiplexers (IMUX) affect
both thecontrollability andobservability of theclusterinterconnect.
The IMUXes determinecontrollability of BLE outputsby determin-
ing the function which definesthe outputof eachBLE n. Because
all LUTs are configuredas XOR gates,eachoutput BLE function
is an XOR of a subsetof cluster inputs as seenin Figure 2. In
Figure 2, the input sourcesdeterminedby the multiplexer configu-
rationsare labelledand shown in bold. Basedon the multiplexer
configurations,the BLE output functionsare expressedas follows:
BLE1 	 IN1 � IN2 � IN3 � IN4, BLE1 	 IN1 � IN2 � IN3 � IN4 �
IN5 � IN6 � IN7.
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Fig. 2. BLE outputfunctiondeterminedby inputmuxconfigurations.

Wehavedevelopedanalgorithmto definetheconfigurationof each
IMUX in eachoverall FPGA configuration.The testconfigurations
mustsatisfythedetectionanddifferentiationconditionsfor eachfault
andfaultpair in at leastoneconfiguration.Wehave identifiedthefol-
lowing IMUX configurationrequirementswhichensurethatdetection
anddiagnosisgoalsareaccomplished.

We proposecriteria for thesetof IMUX configurationswhich are
satisfiedby ouralgorithm.Thesecriteriamaximizethenumberof de-
tectedfaultsanddifferentiatedfault pairs in eachconfiguration. To
maximizethenumberof differentiatedfaultpairs,all CLB segments
testedin a sessionmust have distinct control sets.Thefault equiv-
alenceconditionsdescribedin SectionIII show thatfault equivalence
requiresthat linesassociatedwith thefaultsmusthave identicalcon-
trol sets. By requiringdistinct control sets,all detectablefaultsare
alsodifferentiablefrom all otherfaults.Severalothercriteriaareused
to maximizethedetectabilityof interconnectfaultsandto guarantee
thattheintra-clusterlogic is transparentto theextra-clustertestability
[7]. TheIMUX configurationalgorithmenumeratesthesetof IMUX
configurationsin eachCLB until all conditionsaresatisfied.

B. Extra-ClusterConfigurations

Theextra-clusterconfigurationdefinescurrentflow pathsthrough
theextra-clusterinterconnect.Thesecurrentflow pathsbetweentile
input andoutputpinsareusedto controlandobserve eachintercon-
nectsegmenton the path. We modelthe extra-clusterconfiguration
definitionproblemasa flow problemthroughan interconnectgraph.
Eachnodein the graphrepresentsan extra-clusterinterconnectseg-
ment,andeachedgerepresentsthe existenceof a PIP betweentwo
segments.

Fault equivalencecanoccurin extra-clusterinterconnectbetween
faultsinvolving segmentpairswhich areconnectedelectricallyby an



activatedpath.For example,if two segmentss1 ands3 areconnected
by a PIP, and segmentss2 ands4 areconnectedby a PIP, then the
PC � s1 � s2 � andPC � s3 � s4 � faultsareequivalent. Our algorithmmin-
imizes fault equivalenceby using heuristicsto define connectivity
pathsfor segmentsto avoid segmentsassociatedwith faults which
are not differentiated. In the caseof the PC � s1 � s2 � and PC � s3 � s4 �
faults,our algorithmwould defineconnectivity pathsfor eachof the
four segmentswhicharemutuallyexclusive. In thisway, thefour seg-
mentswill not be electricallyconnected,andwill not have identical
controlandobserve sets.

Extra-clustertestconfigurationdefinitionhastwo goals:1) create
flow pathsbetweentile I/O nodeswhich allow thedetectionanddif-
ferentiationcriteriaof eachfault andfault pair to besatisfied,2) en-
ablethedetectionanddifferentiationof extra-clusterfaults,theextra-
clusterconfigurationmustenabletransparentcontrollability andob-
servability of the embeddedcluster. Thesegoalsareaccomplished
by our extra-clusterconfigurationalgorithm by creatingflow paths
from tile I/Os to every clusterinput, andfrom every clusteroutputto
tile I/Os, in everyconfiguration.Ourextra-clusterconfigurationalgo-
rithm usesamodifiedshortestpathalgorithmto identify thenecessary
connectivity paths.

V. EXPERIMENTAL RESULTS

We have implementedthealgorithmsfor testconfigurationdefini-
tion andwe have appliedthealgorithmsto definetestconfigurations
for a rangeof cluster-basedtiles of differentsizes.In testresultswe
assumethattheclusterhasthestructureshown in Figure1 [4], with N
BLEs andI clusterinputs.We assumethatclusterinputsandoutputs
areequallydistributedaroundthe sidesof the cluster. Eachcluster
I/O on thenorthfacemayconnectto all horizontaltracksvia a setof
PIPs,andthe sameis truebetweenclusterI/O on the westfaceand
the vertical tracks. The clusterI/O on the eastandsouthfacesare
assumedto connectdirectly to tracksin theneighboringtiles.

Theseresultsare summarizedin Table I. The first two columns
of TableI arethe Clus. Prmswhich indicatethe sizeof the cluster
in termsof thenumberof clusterinputs,I , andthenumberof BLEs
in a cluster, N. The remainderof the columnsin the table are di-
vided into the resultsof Intra-Clusterconfigurationdefinition, and
Extra-Clusterconfigurationdefinition.Thenumberof configurations
definedby ouralgorithmsarepresentedin theConfscolumnfor both
intra-clusterandextra-clusterconfigurationdefinition.A min resultis
providedfor intra-clusterresults,indicatingatheoreticallowerbound
on the numberof intra-clusterconfigurationsrequired. This lower
boundis computedasthefaninof theinputmultiplexers(I � N), less
1 to accountfor theself-loopmultiplexer input which we do not test.
Thepercentof extra-clusterbridgingfaultsdetectedacrossall config-
urationsis shown in columnFCov. Thepercentof extra-clusterfault
pairswhich aredifferentiatedacrossall configurationsareshown in
columnDiffCov. Fault coverageanddifferentiationcoverageresults
arenot shown for intra-clusterfaultsbecausebothresultswere100%
in all cases.

The resultsin TableI show that testingthe intra-clusterintercon-
nectis thebottleneckin thenumberof configurationsrequired.This
is expectedbecausethe ratio of intra-clusterinterconnectsegments
to clusterI/O pins is muchhigher thanthe 1:1 ratio betweenextra-
clusterinterconnectandthe tile I/O. Notice that thefault differentia-
tion percentageis sometimeshigherthanthe fault coveragebecause
two faults can be differentiatedwhen one fault is detectedand the
otheris not.

Clus.Prms. Intra-Cluster Extra-Cluster
N I Confs min Confs FCov DiffCov

4 8 13 11 9 100.00% 99.97%
4 10 14 13 9 100.00% 99.97%
6 12 19 17 9 99.59% 99.98%
6 14 20 19 11 99.10% 99.97%
6 16 22 21 11 99.28% 99.97%
8 16 28 23 11 99.67% 99.99%
8 18 28 25 11 98.95% 99.95%
8 20 28 27 13 99.12% 99.97%

TABLE I

EXPERIMENTAL RESULTS WITH A VARIETY OF CLUSTER SIZES

VI. CONCLUSIONS

Wehavepresentedahierarchicaltechniqueto definetestconfigura-
tionsfor thedetectionanddiagnosisof interconnectfaultsin cluster-
basedFPGA architectures.We have usedthe conceptof test trans-
parency to defineconfigurationswhichenabletestaccessto thehigh-
density logic cluster embeddedwithin eachFPGA tile. We have
demonstratedthat this techniquecanbe usedto successfullydefine
a smallsetof testconfigurationswhich allow thedetectionanddiag-
nosisof nearlyall targetedinterconnectfaults.
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