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ABSTRACT
EVALUATING THE RELIABILITY OF DISTRIBUTED REAL-TIME SYSTEMS
FEBRUARY 1999
GOPINATH DURAIRAJ, B.E., R.E.C. TIRUCHIRAPALLI, INDIA
M.S., UNIVERSITY OF MASSACHUSETTS AMHERST

Directed by: Professor C. M. Krishna

Computers are increasingly being used in life-critical applications and their need
to be reliable also increases dramatically. A distributed system architecture is a very
attractive proposition to meet these reliability and fault tolerance requirements. Such
a system is very complicated and needs to be validated before building and deploying
it.

A simulator test bed is built at UMass to model a variety of such systems quickly
from a few basic building blocks. Since these systems are very complex, many inde-
pendent simulation runs are needed to estimate their reliability to a reasonable level
of confidence.

Importance sampling is a technique commonly used to speed up such rare event
simulations. In this technique, the probabilistic dynamics of the system are altered
so that the rare events (such as the system failure) occur much more frequently. The
sample outputs then need to be adjusted to compensate for the bias introduced.

This thesis talks about building the simulator test bed and concentrates on incor-

porating and validating importance sampling to speed up the reliability estimations.

v



Two importance sampling heuristics called ‘forcing’” and ‘failure biasing’ are incor-
porated in the test bed. The implementation is validated by comparing the reliability
estimates with that of the normal simulation. The effect of the failure bias on the
dynamics of the scheme are also investigated to provide some guidance on choosing
the failure bias.

The tool is applied to see how the reliability estimates of a system changes with the
change in failure rate. Finally the tool is used to demonstrate that using an optimal
failure recovery algorithm can significantly improve the reliability of a distributed

real-time system.
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CHAPTER 1

INTRODUCTION

Computers are wonderful machines. They are increasingly being used in ways
never imagined possible before. From their traditional uses in number crunching and
huge databases they have evolved rapidly and are now used to control everything
from cars to factories and fly-by-wire aircraft.

As computers begin to be used in these life-critical applications, their need to be
reliable increases dramatically. These computers are expected to perform their tasks
in a time-bounded fashion. It is not enough if these machines deliver outputs that are
logically correct they should also be timely. Catastrophic results can occur if these
task deadlines are not met (Imagine an aircraft not putting out its wheels when it
is fast approaching the runway). These computers are also increasingly expected to
perform their best even in the presence of faults. They should be able to tolerate
faults in hardware, software or anywhere!

A distributed system architecture is a very attractive proposition to meet these
reliability and fault tolerance requirements. It has multiple, independent computing
entities, which provide scalable computing power. Since they are independent, there
is a high chance that the faults will be isolated and localized to a subset of nodes.

When a fault is detected in a node, the tasks from that node can be moved to other



active nodes that can handle the additional load. Such an architecture can also exploit
the potential parallelism that might exist among the various units. Does it look like
we have solved all the tough problems? Alas, there is no such thing as a free lunch!
The distributed system architecture is very complex and there are quite a few issues

to be solved.

e We need good task admission, allocation/scheduling algorithms to make sure

that the accepted tasks meet their deadlines.

e We need a good resource management algorithm to efficiently manage the avail-
able redundancy. When a node fails, there are a few possible recovery actions.
An optimal failure recovery action must be chosen so that the possibility of a

task missing its deadline is minimized.

e We need a good network architecture to interconnect the distributed nodes and
to provide high connectivity and performance even in the presence of faults.
This network should also provide for predictable delays as the tasks might be
exchanging messages that are time constrained. As the number of computing

nodes are increased, the network should also be able to scale well.

Each of the above problems constitute a major research area in itself and a lot
of work has gone into solving them. At UMass an optimal resource management
algorithm [30] has been developed to suggest the failure recovery action that will
minimize the probability of a critical task missing its deadline.

Once we have some solutions for each of the problems, we would like to put

together a complete system and find out the reliability of the system to validate the



design. Such a system is very complex and the algorithms/policies might interact in
ways that may not be obvious. The reliability evaluation is usually carried out by
analytical techniques or simulation. Analytical modeling is very tough in all but the

simplest of cases and simulation is the preferred way to evaluate complex models.

1.1 Thesis goal

We have endeavored to create a simulator test bed that will facilitate building such
a complex system and to evaluate its reliability. The simulator test bed will enable the
user to model a variety of systems quickly using a few basic building blocks. Adding
new building blocks as plug-ins should also be easy. Examples of such building blocks
include scheduling algorithms, allocation algorithms, failure recovery policies, new
network types etc.

Once we have created the system under evaluation, we need efficient techniques
to evaluate its reliability. Means should be found to integrate such techniques with
the simulator test bed. This will enable the user to configure a system of choice and
find out its reliability quickly.

Since the modeled systems are very complex and their reliability is quite high,
many independent simulation runs will be needed to estimate their reliability to a
reasonable level of confidence. Importance sampling is a technique commonly used to
speed up such rare event simulations. In this technique, the probabilistic dynamics of
the system are altered so that the rare events of interest occur much more frequently.

The sample outputs then need to be adjusted to compensate for the bias introduced.



This thesis talks about building such a simulator test bed and concen-
trates on incorporating importance sampling in the test bed to speed up

the reliability estimations.

1.2 Thesis Outline

The rest of the thesis is organized as follows: Chapter 2 talks about efficient
simulation techniques for reducing the sample variance. Chapter 3 talks about the
simulation model and some of the interesting issues involved in the design and imple-
mentation of such a simulator.

Chapter 4 clarifies some issues regarding reliability evaluation and gives an overview
of the simulation analysis that will be used. Chapter 5 talks in detail about the imple-

mentation of importance sampling, its validation and the effect of the bias parameter.



CHAPTER 2

IMPORTANCE SAMPLING

Different measures are used to evaluate the modeled systems depending upon
whether they are mission oriented systems or continuously operating systems. Some of
the dependability measures that are very commonly used are steady-state availability,
reliability, mean time to failure (MTTF), expected interval availability etc.

We will discuss a technique called Importance Sampling which is widely employed
to speed up rare-event simulations in queueing and reliability models. A variety of
heuristics have been proposed to implement importance sampling to estimate the
different measures mentioned above. Depending upon the measure that we are in-
terested in estimating, we could choose to implement some of them. Since we are
primarily interested in measuring the reliability of the system, we will look closely at

those heuristics that are applicable.

2.1 Introduction

To analyze the given system for reliability, we need to model the system in a
way that closely mirrors reality and which makes the analysis simple. The system is

considered to be a collection of components which can fail and possibly get repaired.



It is considered operational if at any given moment the operational components satisfy
some minimum system operational requirements. The failure times and the repair
times of the components are assumed to be exponentially distributed so that the
system may be modeled as a continuous time Markov chain (CTMC).

Typically numerical methods are used to solve Markov chains. Although many
modeling packages have been built (eg [10]), the size of the system modeled is typi-
cally small because the number of states in the system increases exponentially with
the number of components. Techniques such as state lumping and unlumping and
state aggregation and bounding can reduce the size of the state space substantially.
However large systems with a large number of redundant components are still out of
the range of the solution capabilities of current numerical methods primarily due to
storage or computational limitations.

An alternative approach for the solution of large models is Monte Carlo simu-
lation. By nature this approach has the immediate advantage of having relatively
small storage requirements. In addition it might be easier to model very complex
systems using simulation. On the other hand, since the failure events are very rare,
it is apparent that the analysis by simulation of large models with a high degree of
redundancy will require many long independent replications in order to attain reason-
able confidence intervals. Our goal is to investigate the variance reduction methods
that might be easily implemented in the current model.

In importance sampling, we change the probabilistic dynamics of the system for
simulation purposes. The new probability measure introduces system failures to occur

more frequently. We then make adjustments to the sample outputs to unbias the



estimator before computing it. A good reference for the mechanics of this technique
is Hammersley and Handscomb [13]. Generalizations to stochastic systems are given
in Glynn and Iglehart [9]. The heuristic of failure biasing was first proposed in Lewis
and Bohm [18] in the context of reliability estimation of nuclear reactors. In Goyal,
Heidelberger and Shahabuddin [11] it was adapted to the estimation of unavailability
for highly reliable Markovian systems. In Shahabuddin et al. [23], it was used for
the estimation of the MTTF using a regenerative method. Generalizations of these
heuristics along with new ones have been investigated in the unifying paper Goyal et

al [12].

2.2 Basic Idea

Let X be the random variable that has the probability density function p(z). We

are interested in estimating the probability § that X is in some set A (the failed state)

“+00
0= /_ 1{xeA}p($)dl“ = Ep[l{XEA}]

where the subscript p denotes sampling from the density p and 1,¢4 is the indicator
of the set A. i.e.,

1 _J 1 ifzeAand
{24} =1 0 Otherwise

Consider estimating 6 by simulation. The standard approach would be to draw n

samples X1, ..., X, from the density p, set I; = 1x,c4 and form the estimate

~



If F(X?) < oo then using the central limit theorem, we can construct the stan-
dard confidence interval on the estimator. This confidence interval is given by [X —
HW,X + HW]| where HW is called the half width and is given by z,/2S/y/n (the
quantity z,/, is the 100(1 — «/2) percentile point of the standard normal distribution
and S is the standard deviation of the estimator). The relative error (RE) is
defined to be HW/#.

Multiplying and dividing the integrand by another density function p'(z), we

obtain

/ 1{xeA}§((xx))p'($)d$

_ p(X)
- 5y 1nen 23] 2.1)
= Ep’[l{XeA}L(X)]

where L(x) = p(x)/p'(z) is called the likelihood ratio and the subscript p’ denotes
sampling from the density p’. The above equation is valid for any density p’ provided
that p/(x) > 0 for all x € A such that p(z) > 0. i.e., a non-zero feasible sample under
density p must also be non-zero feasible sample under p'.

The above equation is the key for importance sampling. Draw n samples Xy, ..., X,
using the density P’ and define §; = L(X;)I;. Then by equation 2.1 E,[d,] = 6. Thus

an unbiased estimate of 6 is given by



i.e., # can be estimated by simulating a random variable with a different density and
then unbiasing the output (I;) by multiplying by the likelihood ratio. Sampling with
a different density is sometimes called a “change of measure” and the density p’ is

called the importance sampling density.

2.3 Choosing an Optimal Sampling Density

Since essentially any density p’ can be used for sampling, what is the optimal
density i.e., what is the density that minimizes the variance of X (p’)? Selecting

p'(z) = p*(x) as follows

p(a) = { ]S(:r)/ﬁ for z € A and

Otherwise

has the property of making ¢; = L;P(X;)/P*(X;) = 6 with probability one. Since
the variance of a constant is zero, p*(z) is the optimal change of measure. However,
there are several practical problems with trying to sample from this optimal density
p*. First, it explicitly depends upon f, the unknown quantity that we are trying to
estimate. If in fact 6 were known, there would be no need to run the simulation
experiment at all. Second, even if § were known, it might be impractical to sample
efficiently from p*.

Since the optimal change of measure is not feasible, how should one go about
choosing a good importance sampling change of measure? Since E,[6;] = 6 for any

density p', reducing the variance of the estimator corresponds to selecting a density



p’ that reduces the second moment of 9;

EylZ]] = Ey[(LL(X.)]

- [ (B9 pe
= /11;614%19(33)6“3

= E,[LL(X;)]

Thus to reduce the variance, we want to make the likelihood ratio p(z)/p'(z) small
on the set A. Since A is a rare event, roughly speaking, p(x) is small on A. Thus to
make the likelihood ratio small on A, we should pick p’ so that p'(x) is large on A. i.e.,
the change of measure should be chosen to make the event A more likely to occur.
Importance sampling does not always lead to a reduction in variance and can
produce arbitrarily bad results if not applied carefully. Essentially all work on using
importance sampling in practical applications deals with choosing an importance

sampling distribution that leads to actual variance reduction.

2.4 Likelihood Ratio

In order to apply importance sampling, it must be possible to compute the rel-
evant likelihood ratio. Essentially, each time a change of measure is performed, the
likelihood ratio for that variable is computed (using the original and new densities)

and incorporated into a running product.

10



In the case of sampling from a single probability density function as described
above, the likelihood ratio L(X) = P(X)/P'(X) This equation is also valid if X is

drawn from a discrete distribution. i.e., if

P(X=a) = Pla;)i=1,...,nand

P(X=a) = Pla)i=1,...,n

We require that P'(a;) > 0 if P(a;) > 0 but note that we can have P'(a;) > 0 even
if P(a;) = 0 since the likelihood ratio is zero in this case. i.e., no weight is given to
an impossible (under p) sample path. Suppose X = (Xy,...,X,) is a random vector
where X is drawn from density P;(z) and X; is independent of X,(j # 7). If under
importance sampling, X; is drawn from density P/(z) and again X; is independent of

X](] §£ Z), then

Suppose {X;,i > 0} is a discrete time Markov chain (DTMC) on the state space
of non-negative integers where X, has the (initial) distribution Py(7) and the step
transition probabilities are given by P(i,j) = P(X, = j|Xmo1 = 7). Let X, =
(Xo, .-y Xm). If, under importance sampling, X, is drawn from PjJ() and the process

is generated with the one-step transition probabilities P’'(i,j) then

11



2.5 Failure Biasing

In the last few sections, we have seen the theoretical foundations of importance
sampling. There are quite a few heuristics for the implementation of this technique,
applicable for estimating different dependability measures. Failure biasing is an im-
portant heuristic used heavily in the estimation of transient measures such as relia-
bility, mean time to failure etc.

For estimating the transient measures, we would like to apply importance sampling
so as to sample most often from the most likely paths to failure. However, in complex
systems, it may not be easy to identify these most likely paths. Thus we need to
develop heuristics that are simple to implement and search many different paths to
failure. It should sample often enough from the most likely failure paths so as to
obtain variance reduction. Failure biasing is designed to do this.

The objective of the biasing is to derive results with reduced variance. This can be
accomplished by causing more trials to contribute to the result than in the binomial
case. As this happens, there will be fewer zero weight trials, but those that do
contribute will have weights much smaller than one.

Failure biasing has a few variants that work well for certain types of systems. We

will now look at a few important ones.

2.5.1 Simple Failure Biasing

Simple failure biasing was introduced in Lewis and Bohm [18]. At each transition

of the system state, it biases the system towards more faults so as to drive the system

12



to the failure state. Whenever such a bias is made, the corresponding likelihood ratio
is calculated and updated into a running product.

Let the failure and repair rates of a component 7 be exponentially distributed
with rates \; and p; respectively. The total failure rate out of a particular state is
the sum of the failure rates of the currently active components. Let us assume this
is A. Similarly the total repair rate out of the state is the sum of the repair rates of
the components that are suffering a temporary fault. Let us call this quantity u. v is
the total transition rate out of the current state and is equal to the sum of A and pu.

In this technique, the probability of an additional failure is set to be a fixed
probability ¢. Typically ¢ is chosen to be in the range 0.20 < ¢ < 0.80. Note that
in the original system the probability of this event is A/v. Since the repair rates are
usually orders of magnitude greater than the failure rates, this ratio is very small.
Thus the probabilistic dynamics of the system are altered with a heavy bias towards
more failures.

When a failure transition is selected, the component getting the failure j is selected
proportional to the original transition rates, i.e., with probability A;/A. If a repair
transition is selected, with probability (1 — ¢), then the component getting repaired

j is selected with probability s;/p.

2.5.2 Balanced Failure Biasing

The above mentioned technique of simple failure biasing works very well for bal-

anced systems. While the simple failure biasing takes the system to the set of failure

13



states with reasonable probability, it does not push the system along the more com-
mon failure paths often enough.

Consider a system with two types of components. There is one component of type
1 that has failure rate €2 and three components of type 2 that each have failure rate e.
The system is considered operational if at least one component of each type is opera-
tional. Under simple failure biasing, it is a type 1 failure with probability €2 /(Nye+€?)
where N, is the number of operational type 2 components; this probability is of order
e. Similarly, the probability of a type 2 failure is (1 — O(e)).

Thus, under simple failure biasing, when the system ends up in a failure state,
most of the time it gets there by having three type 2 failures. It only rarely ends up
in a state in which component 1 is failed. However, the path with a single component
1 failure is the most likely path to system failure; its probability is of order €, whereas
any other system failure path has a much smaller probability of the order 2. Thus,
while simple failure biasing takes the system to the set of failure states with reasonable
probability, it does not push the system along the right failure path often enough.
The result of this is that simple failure biasing applied to unbalanced systems may
result in estimates having unbounded relative error.

To overcome this, another variant of failure biasing called “balanced failure bias-
ing” was introduced [24] and was shown to result in bounded relative error.

In balanced failure biasing, a failure transition is again chosen with a probability
¢. Now however, given that a failure event has occurred, the probabilities of all failure
transitions are equalized, i.e., a failure transition from ¢ to j is conditionally selected

with probability 1/F (i) where F'(i) is the number of failure transitions possible out

14



of state ¢. The selection of the repair transition is similar to the case of simple failure
biasing.

Under balanced failure biasing, many unlikely paths to system failure may be
generated, but enough of the most likely such paths are generated so as to guarantee
good estimates. Further analysis that characterizes when these and more general

failure biasing schemes are efficient is given in Nakayama [19].

2.6 Forcing

At each transition step of the simulation, we essentially need to make two decisions.

e When to have the next transition?

e What should be the next state?

The technique of failure biasing influences the second decision, i.e., we force the
system towards additional faults. The technique of “forcing” [18] influences the first
decision. It increases the probability of the system having another transition before
the end of the mission time.

This technique is widely used to estimate transient measures such as unreliability,
mean time to failure etc. Note that this heuristic is essentially independent of failure
biasing and each of them can be applied in isolation. The likelihood ratios due to
of them are calculated separately and multiplied together to give the cumulative
likelihood ratio.

This technique is applied only when the mission time is sufficiently small that

the probability of another transition occurring before the end of the mission time is

15



very small. When failed components are present, the total transition rate is usually

sufficiently large that this heuristic need not be applied.

2.7 Other Importance Sampling Results

The above mentioned techniques of failure biasing and forcing are the most widely
used importance sampling heuristics. These are also important to us as they are
heavily used in estimating the reliability of systems. There are a few other results

related to importance sampling and we will look at some of them here.

Regenerative Simulation

Some times, we are interested in the steady state performance measures such as
the steady-state unavailability, i.e., the long run fraction of the time that the system
is in a failure state. If the system is regenerative then the regenerative method can
be used to estimate steady state performance measures.

Let X, be the process at time s. We assume there is a particular state, call it 0,
such that the process returns to state 0 infinitely often and that, upon hitting state
0, the stochastic evolution of the system is independent of the past and has the same
distribution as if the process were started in state 0.

Let f3; denote the time of the i-th regeneration (8, = 0) and X, = 0. Let oy =
B; — Bi—1 denote the length of the i-th regenerative cycle. If E[a;] < oo then under
certain regularity conditions, Xy = X as s — oo (where = denotes convergence in

distribution and X has the steady state distribution). Let h be a function on the

16



state space and define Y; = [5' h(X;)ds Then (Y, a;),7 > 1 are i.i.d. and

The above equation forms the basis of the regenerative method; simulate N cycles
and estimate E[h(X)] by Y /@y where Yy and @y are the averages of the Yj-s and

«;-s respectively.

For Large Time Horizons

When the mission time is fixed, balanced failure biasing and forcing produce
bounded relative error estimates of the unreliability U(t). For very large time hori-
zons, the empirical effectiveness of forcing decreases and a somewhat different ap-
proach has to be taken.

This problem is analyzed in Shahabuddin [26] and the regenerative structure of
the system is exploited to estimate tight upper and lower bounds on U(t). A different

approach to estimating U(t) is presented in Carrasco [5]. Instead of estimating U (),
its Laplace transform [7(5) is estimated at a number of values of s. The regenerative

structure is again exploited by deriving a renewal equation for [7(3) in terms of quan-
tities defined over a single cycle that can easily be estimated. Numerical inversion of
the estimated Laplace transform is then used to recover estimates of U(t).

Failure Distance Biasing

Carrasco [4] considers another failure biasing approach, termed “failure distance

biasing” which attempts to improve on the efficiency of balanced failure biasing by

17



giving more weight to sample paths that are closer to the set of system failure states
F.

In this approach, failure transitions are grouped into classes based on their esti-
mated distance to F' and more weight is given to the classes corresponding to shorter
distances. Once a class is chosen, the individual transitions can be chosen either pro-
portional to their original rates (unbounded relative error may occur in unbalanced
systems) or they can be equalized (as in balanced failure biasing, then the resulting
estimate has bounded relative error).

In practice, the success of this approach depends on the ability to correctly and
efficiently assign the distances. The class of systems for which this can be done is
unclear. In some cases, significant improvements over balanced failure biasing have

been obtained for systems with a large number of component types.

2.8 A Sample Application

We will now look at a practical application of the importance sampling for evaluat-
ing the reliability of a complex system. Boyd and Bavuso [3] talk about the modeling
of a highly reliable fault-tolerant guidance, navigation and control system for long
duration spacecraft. It is of considerable interest to us, as it is the type of system

that we aim to model using the simulator.

System Model

The system consists of a 3-dimensional hypercube configured as two fault-tolerant

2-dimensional modules, each with a spare processing node. This spare could be a

18



hot or cold spare. Each processing node communicates with the other processing
nodes in the system through four ports. For the system to be operational all eight
processing nodes must be operational and must all be able to communicate with each
other. Therefore, the system will be considered failed if any processing node fails and
a spare node is unable to take over or if any two nodes in the hypercube are unable
to communicate with each other.

The mission time of the system was assumed to be 10 years. It was clear from
preliminary studies that the system with a traditional constant failure rate model
will not meet the high reliability requirements. More recently acquired empirical
data provided evidence that decreasing fault rates are common in spacecraft appli-
cations. Hence, they were interested in the effect of assuming that the components
having a Weibull decreasing fault rate instead of the usual constant failure rate that
is characteristic of the time-homogeneous Markov models. They were also interested
in assessing the improvement in system reliability, if any, that can be achieved by

using a cold spare processor in the processing nodes instead of a hot spare.

Simulation

The inclusion of decreasing failure rates with cold spares requires the use of a
non-Markovian reliability model which is substantially more difficult to solve than the
Markovian model that assumes a constant failure rate. Since the analytical solution
of the system was extremely tough it was planned to use simulation.

Since the system failure events are extremely rare, a large number of trials will

be needed to evaluate the reliability. To speed up the reliability evaluation, impor-
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tance sampling techniques such as forced transitions and simple failure biasing were

implemented.

Results

Results using constant failure rates indicated that the proposed architecture would
be inadequate, with the probability of system failure exceeding 60%. Initial attempts
to evaluate the model with HARP [6] (which uses analytical solution techniques) were
not successful due to the large size of the model.

The simulator was able to handle the system model well. The effect of assuming
Weibull decreasing fault rate clearly resulted in decreasing system unreliability. There
was a difference of about three orders of magnitude in the system unreliability from
0.631 £+ 0.013 when all the components have constant fault rate to about 0.777 x
1073 4 0.41 x 103 when all the components have Weibull distribution.

From their experience in implementing the importance sampling for a complex
model they have the following recommendations: Simulation techniques such as im-
portance sampling are able to evaluate models that are beyond the reach of analytical
techniques both in terms of memory and execution time. If only ballpark estimates
are desired, simulation may be able to produce the required results relatively quick.
However, if the accuracy of the evaluation is important, the execution time required
by the simulation increases rapidly. Therefore, they advocate using the analytical

methods if this is feasible and use simulation to evaluate the more complex cases.
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2.9 Other Variance Reduction Techniques

Importance sampling is not the only variance reduction method used in simulation.
There are quite a few other techniques that could be used for variance reduction. We
will here try to present a sampling of such schemes. For an excellent discussion of

the topic see [7] and [22].

Common Random Numbers

Common random numbers method is normally used when estimating the difference
between the expected performance measures of two or more systems. It is perhaps
the most widely used variance reduction method in practice. Suppose we want to
estimate 7, — 12, where 7, and 7, are two unknown quantities, estimated by X; and
X, respectively. Let Z = X7 — X, and suppose that E[Z] = 1 — 2. The variance of
Z is then

Var(Z] = Var[X,] + Var[Xs] — 2Cov[ X, Xy]

If X; and X, are generated independently, the covariance term disappears. But if we
manage to introduce a positive covariance between X; and Xy without changing their
individual distributions, then the variance of Z will be reduced. The standard way
of inducing such a covariance is to use the same underlying random numbers to drive
the simulation for both X; and X, and to make sure that these random numbers are

used at exactly the same place for both systems
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Antithetic Variates

The idea of antithetic variates resembles that of the common random numbers
mentioned above. Now, we want to estimate a single mathematical expectation 7,
using a pair of unbiased estimators (X, X3). The unbiased estimator of n will be the
average X = (X + X3)/2. Whose variance is given by

Var[Xi] + Var[Xy] Cov[Xy, X,
N 4 T

Var[X]

If the Cov[ X1, X3] < 0, then X has a smaller variance. A standard way of inducing the
negative correlation is to use a sequence of underlying iid uniforms w = {Uy, k > 1}
to drive the simulation for computing X; and use the antithetic sequence 1 — w =
{1 = Uk, k > 1} to drive the simulation when computing X5. The rationale is that
disastrous events in the first simulation should be compensated by the “antithetic”

lucky events in the second one, thus reducing the variance of the average.

Conditional Monte Carlo

The general idea of Conditional Monte Carlo (CMC) is to replace the estimator
X = h(w) by its conditional expectation given another random variable Z. Roughly,
if Z contains much less information than X, then the CMC estimator X, = E[X|Z]
should have much less variability than X. More specifically, one has F[X.,| = E[X]

and Var[X.,] = Var[X] — E[Var[X|Z]], so the variance can only decrease.
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Indirect Estimation

Suppose that the mean p of interest can be expressed as a known function of some
other quantity 7, say u = f(n). Then it may be more efficient to estimate 7 instead
of u, then apply f to the estimator of n. This is called indirect estimation.

Assuming that we want to estimate the steady-state average queue length L.
For the standard estimator, we simulate the system for a long time horizon and take
the sample time-average. An alternative indirect estimator is based on Little’s law

L, = Aw, where A is the arrival rate and w, is the average waiting time in the queue.
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CHAPTER 3

IMPLEMENTATION OF THE TEST BED

As mentioned earlier, we want to build a simulator test bed where the user can
configure a system of his/her choice and find out its reliability. This simulator should
be modular so that it will be easy in future to modify or add new building blocks of the
system. In this chapter we will take a close look at the simulation model, the overall
design of the simulator and some interesting issues in building such a distributed test

bed.

3.1 Simulation Model

Before we set out to design and build the simulator, we need to look at the system
model that we are trying to simulate. A distributed real-time system can often be
structured as a collection of computing nodes that are connected by a communication
network. This can be modeled as illustrated in Figure 1.

From this model, we can identify some of the key elements of the system. They

are

e The computing nodes
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Figure 1: A typical distributed real-time system

The tasks that run on the nodes

The algorithms to be used for allocation/scheduling

The messages that are exchanged by the nodes as part of execution or mainte-

nance

The network interconnect

We will take a look at each of these entities and see how they can be effectively

modeled.
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3.1.1 Computing Nodes

Each of the computing nodes in the system can be modeled as a single entity that
is self sufficient in itself. It has private memory, it’s own scheduling algorithm, check-
pointing scheme, etc. Each of these can be individually changed without affecting the
others. Once we have such a collection of nodes, we need to have some mechanism by
which they work together. One of the most common solutions is to have a master-slave
relationship among the nodes.

There is a single master node in the system whose only responsibility is to make
sure that the rest of the nodes work together to execute the tasks even in the presence

of faults. The responsibilities of the master can be enumerated as follows

e Task allocation. The jobs arrive from the outside world at the master which

has to send it out to the appropriate node for execution.

e Fault Recovery. When there is a fault on one of the nodes, the recovery policy
has to be consulted to choose the recovery action. The master then has to

implement this action to the best of its ability.

To make this scheme work, the slave nodes have to periodically record their state in
a checkpoint and send out ‘alive’ messages that the master can monitor. They also
have to monitor the working of the master. In case the master malfunctions, a new
master node has to be elected from the currently active slaves. Of course, this means

that any slave node will have to be able to take on the master functionality smoothly.
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3.1.2 Tasks and Messages

Many real-time applications and systems are highly structured, much more so
than the general purpose systems. The set of tasks and their properties are generally
known beforehand at least approximately. These tasks can be classified by nature of

their recurrence. They are

e Periodic Tasks: Many tasks in real-time systems are executed periodically. For
example, most of the monitoring tasks are periodic and these are executed at
regular intervals. The periodicity of these tasks are known to the designer and

so can be prescheduled.

o Aperiodic Tasks: These are tasks that occur only occasionally. The arrival

pattern cannot be predicted.

e Sporadic Tasks: Aperiodic tasks with a bounded inter arrival time are called as

sporadic tasks.

In a typical real-time system, there will be a mixture of these task types, the majority
of them being periodic. In the current version of the simulator, we have allowed
periodic tasks which can be described by attributes such as period, deadline, phase,
redundancy, priority, messages to be sent and received during its execution etc. User
could also insert a task during the simulation run.

The computing nodes exchange messages among themselves either as a result of
the tasks that they are executing or as a part of the maintenance functions. Depending

upon the functionality, they can be classified as data messages (which are sent as part
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of the processing for the tasks) and control messages (which are used to monitor the

state of the system etc).

3.1.3 Scheduling and Allocation Algorithms

Given a list of tasks that are defined as mentioned above, it is the task of the
allocation/scheduling algorithms to make sure that the task deadlines are met. These

algorithms can be characterized by the following parameters.

e Hard real-time (needs tough performance guarantees) versus soft real-time (can

live with a best efforts approach)

e Preemptive (allows tasks to be suspended temporarily when a higher priority

task arrives) versus non-preemptive scheduling (runs each task to completion)

e Dynamic (scheduling decisions are made during execution) versus static (schedul-

ing decisions are made in advance)

e Centralized (one node collecting information and making the decisions) versus

decentralized

Given a set of tasks, task precedence constraints, resource requirements, task
characteristics and deadlines, the real-time computer has to come up with a feasible
allocation/schedule. A task assignment/schedule is said to be feasible if all the tasks

start after their release times and complete before their deadlines.
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Allocation Algorithms

On systems with more than two processors, the task assignment/scheduling prob-
lem is NP-complete [16]. So, we use the following heuristic : First the master assigns
the tasks to the processors and then runs the uniprocessor scheduling algorithm for
each of the slave nodes to see if the allocation was feasible. If one or more of the
schedules are infeasible, we must either return to the allocation step and change the
allocation or declare that a schedule cannot be found.

Different allocation algorithms are used. They vary from a pure round-robin allo-
cation to schemes which aim to keep the utilization of the individual processors below
a limit. This limit depends on the characteristics of the tasks and the uniprocessor

scheduling algorithm being run on the individual processors.

Uniprocessor Scheduling Algorithms

These algorithms typically assign priorities to the tasks and execute the task with
the highest priority. The relative priorities of the tasks are a function of the nature of
the tasks themselves and the current state of the system. The following two algorithms
are implemented in the simulator.

Rate-Monotonic is an optimal and popular static-priority algorithm. It is used
to schedule periodic, preemptible tasks whose deadlines equal the task period. The
basic idea of the rate monotonic algorithm is to assign different and fixed priorities
to tasks with different execution rates, highest priority being assigned to the highest

frequency tasks. At any time, the low-level scheduler simply chooses to execute the
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highest priority task. A task set of n tasks is schedulable under RM if its total
processor utilization is no greater than n(2'/" — 1).

EDF is an optimal dynamic-priority scheduling algorithm. It is used to schedule
preemptible tasks. The task with the earliest deadline has the highest priority. If a
task set is not schedulable on a single processor by EDF, there is no other unipro-
cessor scheduling algorithm that can successfully schedule that task. If all the tasks
are periodic and have relative deadlines equal to their periods, the test for task-set
schedulability is simple: If the total utilization of the task set is no greater than 1,

the task set can be feasibly scheduled on a single processor by the EDF algorithm.

3.1.4 Network

Communication in real-time distributed systems is different from communication
in other distributed systems. While high performance is always welcome, predictabil-
ity and determinism are the real keys to success.

Achieving predictability in a distributed system means that communications be-
tween processors must also be predictable. LAN protocols that are inherently stochas-
tic, such as Ethernet are unacceptable because they do not provide a known upper
bound on transmission time. As a contrast, consider a token ring LAN. Whenever
a processor has a packet to send, it waits for the circulating token to pass by, then
it captures the token and sends its packet. Assuming that each of the & machines
on the ring is allowed to send at most one n byte packet per token capture, it can

be guaranteed that an urgent packet arriving anywhere in the system can always be
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transmitted within kn byte time plus overhead. This is the kind of upper bound that
a real-time distributed system needs.

A faithful simulation of the interconnect network is crucial in getting a realistic
cost of the message passing, task migration etc. It affects the estimation of over-
heads involved in doing the recovery and reconfiguration actions and consequently,
the performance of the complete system.

The total delay D experienced by a packet (i.e., the time interval between the
packet arrival at the network and its delivery to the destination) is given by D =

W + S + T where

W is the time spent waiting in the queue before starting transmission. The factors
affecting it are the medium access control protocol used and the length of the

queue ahead of the current packet.

S is the service time — the time taken to transmit all the bits in the packet (propor-

tional to the size of the packet). It depends on the data rate of the channel.

T is the propagation delay - the time taken for a single bit to travel to the destination.
It is a characteristic of the channel used and is proportional to the distance

between the source and the destination.

As we can see here, simulation of different topologies, channels and the medium access
control protocols give rise to the different delays experienced by a packet.

In our simulator, the computing nodes send their messages out to a network which
then inserts a certain delay (characteristic of the network type) and then forwards

the message to the destination.
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3.1.5 Fault Injection

In the current model, only the computing nodes can get the faults. The user can
specify the faults in a variety of ways including: the Poisson rates for the fault arrival
and repair, a table of fault arrival events and repair etc. It can be extended to include
other possibilities.

There is a fault generator (we will see later on its implementation) which computes
the fault arrival /repair events and send them out to the computing nodes.

When the fault arrival event comes up, the nodes simulate the fault by stopping
the current task and also clearing further events from the event queue. Until the
fault is cleared and some recovery action has been performed on the node, it will not

respond further.

3.2 Distributed Simulation Issues

The test bed is a event-driven simulator and hence the simulation proceeds by
executing events from an event queue ordered by the time of their occurrence. During
the execution of an event, the state of the system changes and new events might also
be created. These events are then inserted into the event queue to be executed
later. In a distributed simulation, there are multiple such event queues in the system.
The key to success is to let the simulation proceed as efficiently as possible without
violating the causality constraints [28].

Each of the nodes/network have a separate event queue. We now have to decide on

how to let the simulation clock proceed. One possibility (and which we have followed
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in our simulator) is to have a central clock that collects the next event time from
all the event queues, computes the next event time for the entire system and then
broadcasts this time to all. This ensures correctness so that the events proceed in
an orderly fashion. The nodes execute the events that are supposed to occur at that
instant. As part of this process, more events get generated and get inserted into the
respective event queues. The clock collects the next event times from all the nodes
and the process repeats.

Other possibilities include some kind of optimistic execution in which the simula-
tion time proceeds in parallel until there is a interaction between nodes that might
violate causality. It is more complex to implement but definitely improves the per-

formance of the system as a whole.

3.3 RAMP Algorithm

When a fault has been detected on a slave node, there are a few possible recovery

actions that can be done. Some of the most commonly used ones are

Retry Restart execution on the same node from a consistent state as recorded in the

latest checkpoint.

Replace Use the latest checkpoint from the faulty node to start executing tasks on

a spare node.

Disconnect Use the latest checkpoint from the faulty node to distribute the tasks

running on that node to the other non-faulty nodes in the system.
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Each of these actions can have different overheads in terms of the time needed to
complete them. Their success also depends on the current state of the system, the
workload, fault characteristics etc. Given all this information, the master node has
to decide which action to take. The policy that the master uses could vary from a
fixed action or something that gives certain weightage for all these parameters and
then decides on a action.

RAMP is an example of a resource management algorithm that can be used.
It is intended to suggest the most suitable recovery action that will minimize the
probability of the system losing a critical deadline over the remaining mission time.
For this, it takes into consideration the fault characteristics, workload, check-pointing
interval etc.

To make the computation time of the algorithm feasible, a method called the
Reduced State Space Markov Decision Process (RAMP) [31] was developed. This
method reduces the system state space to a manageable level without significantly
compromising precision. A dynamic programming technique [20] is then used to
compute the optimal recovery action. This computation is done a priori, before the
simulation is started. Given the reduced system space, the computation is done for
all possible system configurations for the system mission time. The output of the
algorithm consists of the set of actions to take for all possible system configurations
and workload characteristics at a given point of time (with a desired resolution) in
the mission.

Whenever a fault is detected and a recovery action needs to be chosen, the RAMP

algorithm is consulted. Complete information on the current system state such as the
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number of nodes that are alive and faulty, the remaining mission time etc are passed
to the algorithm. The RAMP algorithm then suggests an appropriate recovery action

after looking at these values and the precomputed alternatives.

3.4 Simulator Implementation

The design of the simulator is closely tied to the kind of systems that are to be
modeled. We have seen earlier about the simulation model. The simulator models this
system by having a set of processes that communicate with each other by means of a
portable message passing library. There is a process to model each of the computing
nodes, the network interconnect, central clock and the console. We will now take a

look at each of these.

3.4.1 Platform

The simulator is intended to be run on multiple machines in a transparent man-
ner. That way, we could add more machines for the simulation when we need more
computational capacity. For this reason, PVM is chosen as platform on which to
build the simulator.

PVM [8] is a portable message passing library that can run on multiple physical
machines in a manner that is transparent to the applications. It uses the native
message passing mechanism of the underlying machines (example UNIX sockets) to
provide an abstract view of a single virtual machine.

Machines can be added to the PVM at will, thereby making it easy to increase the

computing capacity. The processes that run on top of PVM can exchange messages
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through well defined mechanisms and semantics. PVM is available on a wide variety
of systems and the virtual machines can be made of multiple, heterogeneous machines.
The simulator code is developed in C++.

This chosen platform has the following advantages

e Using a network of workstations for the simulator makes available a scalable
computing platform. This will be helpful as the simulated system becomes

more complicated and requires more computing power.

e Implementing the various components using the PVM processes facilitates dis-

tributing the load across machines evenly.

e PVM, implemented on a flavor of UNIX provides a portable message passing

interface. So the simulator can easily be adapted to a wide variety of machines.

e C++ is a powerful object-oriented language which can be easily used to model

the complex systems that are being simulated.

e Since C++ is a popular language, it will be easy for users to develop their own

algorithms and integrate them with the simulator.

3.4.2 Implementation Model

There are two parts to the simulator implementation. How the actual system is
simulated and how it is controlled from the users perspective. This can be modeled
as shown in Figure 2.

The console acts as the controlling interface to the rest of the simulator. We can

enumerate its functionality as follows

36



Simulated System

T

Console

Figure 2: The Implementation Model

Provides the GUI to help the user specify the system

Provides the controls for the simulator

Collects information about the task description, fault arrival patterns etc.
Generates the fault arrival/repair events and send them out to the nodes
Spawns the required processes

Collects the information about the current state of the system

Provides the status to the user via the GUI.
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3.4.3 Other Simulator Entities

Virtual Nodes

Each virtual node represents a computing element in which the tasks run and
exchange messages. The nodes run in a master-slave configuration. One of the nodes
acts as the Master and does the control tasks such as task allocation, fault detection,
fault recovery etc. Usually, the node with the highest id acts as the Master. If this
node goes faulty, then some other node takes over. The slave nodes schedule and
execute tasks which are allocated by the master.

Facilities are provided for plugging in the various algorithms that the nodes use
such as the task allocation, scheduling etc. In the current version of the simulator,
some of these algorithms are already in place and the future ones can be incorporated

with minimum effort.

Virtual Network

The nodes can be connected via broadcast or point-to-point links. A variety of
protocols such as FDDI and ITEEE 802.5 Token Ring can be used on the broadcast
links. In the case of point-to-point links, the nodes maintain routing tables to forward
messages to the appropriate destination. A single process simulates the network
connect in the system. It inserts the appropriate delay into the message passing
depending on the protocol that is simulated in the network. We will now take a look

at some special considerations for the simulation of individual networks.
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Token Ring
Efficiency is an important issue in simulating the network protocols. In a token
passing protocol, the token keeps on circulating even where is no message in the
network. Each of these token passing events have to be simulated and hence it slows
down the system considerably. The alternative is to stop the token passing when
there are no messages in the system and restart it only when a new message comes
into the system. To implement this, we record the position and the time when the
token was last seen and regenerate the token at the appropriate place when a new
message arrives.

The parameters of the network such as the operating speed, the number of nodes,
token length, node latency, the token holding time etc, can be varied to reflect the

network under consideration.

FDDI

FDDI medium access control [15] is similar to the token Ring in that it also depends
on token passing in a ring. However it follows a timed token protocol which allows
each node to reserve a portion of the available bandwidth to send Synchronous data
(which is the real-time traffic) at periodic intervals. Each node can calculate the
minimum amount of data that it needs to put out every P; time units and send this
information to the network. The network can calculate the fraction of the bandwidth
needed for each node and assigns them to the nodes. This amount of bandwidth is
guaranteed for each node over the requested period. Any unused bandwidth can be

used by Asynchronous data which is the non-real time traffic.
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For a more detailed discussion on the mechanism of bandwidth allocation, and the
cycle time properties of the FDDI algorithm, see [16]. The efficiency considerations
that occurred for the token ring also applies in this case and we follow the same

approach.

Central Clock

The virtual nodes and network have their own local version of virtual time and
run independently of others except when there is a need for interaction. They must
satisfy causality constraints [17] to ensure correctness of the simulation.

The RAPIDS simulator uses a variation of the Breathing Time Buckets technique
[28]. Each process in the simulator has a notion of the Local Event Horizon, which is
the time it can proceed to, without violating causality. The central clock maintains
the Global Event Horizon which is always the minimum of the Local Event Horizons,

and broadcasts this as the current time of the entire system.

3.4.4 Fault Injection

As we have seen earlier in the implementation model, the console has an event
generator which is in charge of generating the fault arrival and repair events. The

fault injector reads the fault generation information in one of two possible formats.
e Poisson fault arrival, repair rates

e Table of fault arrival times and repair times

Looking at this information for each of the computing nodes, it generates the two

types of events (fault arrival and repair). By not sending out the fault repair event
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for a node, the permanent faults can be simulated. A predefined number of these
events are generated and sent out to the concerned nodes. These nodes insert the
events into their respective event queues and simulate the events at the appropriate
time.

These events are periodically replenished whenever the number of events falls be-
low a low-water mark. Since the nodes send their event information back to the
console, a precise estimate can be made about the number of events still to be exe-

cuted.

3.4.5 Fault Detection and Recovery

Fault on the Slave Nodes

The master node is responsible for detecting the failure of a slave, and invoking
the appropriate recovery actions. Each fault-free slave node periodically records its
state in a checkpoint. It also periodically sends an “I am alive” message to the master.
The master node periodically examines these slave messages to decide if any of them
are faulty. The period of the alive messages and the master invoking the maintenance
functions are design parameters that can be specified.

The master node maintains the following information about the system to help in
allocation and reassignment of tasks etc: The utilization of each node, whether the
node is currently alive, whether the node is a spare, whether the node has sent an
Alive message recently, the recommended recovery action for the node.

On detecting a fault, the master invokes a recovery algorithm to decide on the

appropriate recovery action.
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The three recovery actions have different penalties in terms of the time taken to
perform them. The user can specify these values before the start of the simulation.
User can also specify the algorithm to be used to generate the recovery actions during
the mission time. This can be one of the following: a fixed action, a heuristic or an

optimal recovery policy algorithm similar to the RAMP algorithm.

Interfacing with the RAMP algorithm

The RAMP algorithm precomputes and outputs the set of actions to take for all
possible system configurations and workload characteristics at a given point of time
(with a desired resolution) in the mission. The selection of a particular action de-
pends on the fault characteristics (transient and permanent fault rates, transient fault
duration), the given workload, the checkpointing interval and the remaining system
mission time.

Some of the parameters for the RAMP algorithm are needed at the beginning,
to generate the tables. These are either taken from the user, or estimated by doing
a pre-simulation on the user inputs. Others are run-time parameters indicating the
current time in the mission, number of nodes that are currently up, the utilization of
these nodes etc. These are calculated at runtime and passed onto the algorithm. The
algorithm uses this information to select the appropriate recovery action and gives

this information to the simulator to implement.
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Fault on the Master Node

The master node also sends an "I am alive” message to the slaves and the slaves
monitor this message. The non-receipt of this message indicates that the master has
gone faulty, and a new master has to be elected.

The slaves follow a ‘Bully’ algorithm for the election in which the slave with
the highest id becomes the new master. As soon as the failure is detected by a
node, it sends an election message to the other nodes that have a higher id. The
nodes getting the election message respond with an acknowledgement whereupon the
original node(s) gives up and waits. If no node sends back an acknowledgement, then
the node that initiated the election wins and becomes the new master. The node that
sends out the acknowledgement has the responsibility of finding the new master and
so it initiates another election (if it hasn’t done so yet). Ultimately, the node with

the highest id (that is currently alive) is found and becomes the new master.
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CHAPTER 4

SIMULATION ANALYSIS

Real-time systems have to be carefully validated before they are put into operation.
Specifically, we need to know the probability that the system will not fail over the
mission time. Here we also need to be specific about what we mean by “failure of
the system”. This chapter looks closely at this and tries to arrive at a framework to

estimate it.

4.1 Reliability

When we have a mission-oriented system, we would like to know whether it will
fail over its mission time. Reliability is the probability that the system will not fail
over its mission time. Unreliability is the complementary probability (the probability
that the system will fail over its mission time). To find this, we need to define what
exactly we mean by ‘failure’ in our context. We will now try to define this in the
context of a hard real-time system that we intend to model.

In a hard real time system we can have critical and non-critical tasks. Critical
tasks need to be executed before their deadlines and if these deadlines are not met,

catastrophes can occur. Non-critical tasks are not critical to the application. However,
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they do deal with time-varying data and hence are useless if not completed within
their deadline. The objective of a hard real time system is to meet all the critical
deadlines and if possible, the non-critical deadlines too.

The Critical tasks are often executed at a higher frequency than is absolutely
necessary. This constitutes time redundancy and ensures that one successful com-
putation every n iterations of the critical task is sufficient to keep the system alive.
The actual value of n will depend on the application, the nature of the task and it’s
frequency.

We define the system failure state as the state where it failed to meet the required
number of iterations out of the n iterations. Even if a single critical task does not
meet its deadline, then it is deemed a failure of the system itself. For each critical
task, we can have a moving window and check whether the system is able to meet
the specified number of deadlines among the iterations.

In order to measure the unreliability, we can run the system for its mission time
and see whether it fails. This experiment is repeated many times and the percentage

of times the system failed gives the estimate of the unreliability of the system.

4.2 Normal Simulation for Estimating Reliability

A simulation study is usually undertaken to determine the reliability of the sys-
tem. In cases where the value of the reliability is very close to 1, it is usually better
to estimate the unreliability of the system which is 1 —reliability. Lets call the unre-

liability of the system as @ which is the parameter to be estimated from a simulation
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study. The system is simulated for the mission time to see if it fails. The output
value X; is a 1 or 0 depending on whether the system failed or not. The simulation
is repeated to get more such data points. The mean of these data points X provides
an estimation of 6.

By the central limit theorem, a 100(1 — «)% confidence interval for 6 is approxi-
mately X =+ z,/25/y/n where S is the observed standard deviation and z,/s is defined
by the equation

a/2= P(N(0,1) > 2uy2)

N(0,1) denotes a normally distributed random variable with mean 0 and variance 1.
By definition,

Y. — 1 with probability 6, and
1 0 with probability 1 — 6

and hence the variance of X; is given by
Var(X;) =6(1 —0)

Suppose we wish to estimate 6 to within £10% (about two significant digits of accu-
racy), i.e, we want the relative half-width of say, a 90% confidence interval for 6 to

be less than 0.1, that implies :

1.282,/6(1 — 0) /n/X < 0.1

n ~ 1.282% 100 * (1 — 6)/0

From this, we can see that the required sample size is proportional to 1/6. The
smaller # is, the larger the sample size must be. For example, if € is of the order of

107°, a sample size of the order of 10® will be needed.
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For the kind of systems that we are considering, the probability of failure is very
low for the individual components and the unreliability of the complete system is very
low. Therefore a very large number of samples is required to estimate this parameter

to a reasonable level of accuracy.
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CHAPTER 5

IMPLEMENTING IMPORTANCE SAMPLING

In the earlier chapters we have discussed the basics of importance sampling, how
the simulator test bed is implemented and how the simulation outputs can be analyzed
to estimate the reliability of the system.

This chapter talks about how all these are put together to actually implement the
desired solution and how exactly we validate the implementation. It also takes a look
at the parameters that affect the simulation output and provides some guidelines on

how to choose them.

5.1 Outline

The implementation model of the system is as shown in Figure 3. To implement
importance sampling in this model, we should not alter the simulated system, we
only need to modify the generation of the fault arrival/repair events and the way
the reports are analyzed. We intend to measure the unreliability of the system by
repeating the simulations to get individual samples. The algorithm to be followed

can be summarized as

e Initialize the weight of the simulation output to 1.

48



Simulated System

T

Console

Figure 3: The Implementation Model

Use the heuristics of “forcing” and “failure biasing” to generate the fault ar-

rival /repair events.

Send these events to the individual components and replenish them periodically.
Monitor the reports from the simulated system.

Update the simulation weight whenever a “change of measure” is performed.

Output either the simulation weight, when the system fails before the end of
the mission or zero, when the mission ends with the system still functioning.

This forms a single sample of the simulation run.
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The logical place to implement importance sampling is in the console. To be more
precise, we can implement this in the event generator and the analyzer. The event

generator has the following responsibilities

e Decide the time of the next system state transition. Implement “forcing” to

accelerate the state changes.

e Decide whether the next transition is a fault arrival or repair. Implement “fail-

ure biasing” to push the system towards more component faults.

e (Calculate the likelihood ratios associated with each “change of measure” and

store this value along with the time it is supposed to happen.
The analyzer has the following responsibilities

e Receive the reports from the simulated system.

e [f it corresponds to one of the above mentioned “change of measure”, update

the current simulation weight.

e [f the system fails within the mission time, set the simulation output to the

current value of the likelihood ratio else set the simulation output to zero.

We will see later how each of these functions are implemented in the modules.

Theoretical Formulations

The equations governing system failure are constructed from two probability den-

sity functions [18]. Let

f(t|t', k") = Probability density that the system will make a state transition at
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t given that it is at state k" at time ¢'(¢' < ¢) and
q(k|k") = Probability that the system will enter state k, following a transition
out of state k'

Now, let ¢/ (t) be the probability density that the system arrives in state k at

time t after the n'* transition. Then, the probability density for arrival in state k is:
o0
Yi(t) = 30 vr(t).
n=0

A recursive relation for the states for which n > 0 follows immediately from the

definitions of the probability densities:
t
VR = S alklK) [ e FElE R @)
kl

Suppose we consider a modified or ”"biased” random walk where the probabil-
ity density f(t|t',k') and the discrete probabilities ¢(k|k'), both defined above, are
replaced respectively by the modified distributions f(t|t’, k') and q(k|k').

Similarly we can define @ﬁ(t) as the modified density that the system arrives at
state k at time ¢t after the n'* transition. We now require a relation between the
earlier density and the new density function. To do this, we define a weight w}(t)
such that

V() = wip (D97 (¢)
This weight wj(t) is the likelihood ratio associated with the current state. Substitut-

ing this in the earlier equations and simplifying we can get the recursive relation

wi(e) = QERUE KD oy
Gk F(tle k)

ol



The above is the key equation that we will need for the implementation. We
can associate a weight with each random walk, which is initialized to one and then
adjusted to correct for the bias at each sampling. The incremental likelihood ratio

for each “change of measure” is given by

(IS (212, K
(k1) 7017, )

This has two parts, q(k|k")/G(k|k') and f(t|t',k")/f(t|t', k') each corresponding to the
likelihood ratio due to the two heuristics of failure biasing and forcing respectively.
Since these are independent, we can calculate the ratios due to each of them separately
and then multiply them to give the likelihood ratio for the state transition.

The cumulative weight when the system enters a failed state is the sample value(X;)
for the run. If the system doesn’t fail over the entire mission, the resultant sample

value is 0.

5.2 Implementation

The major chunk of the work is implemented by the event (fault) generator. It
generates the list of the fault arrival /repair events for all the computing nodes in the
system. To do this, it maintains a set of variables for each node ¢ in the system. The
fault arrival rate is given by ); and the repair rate is given by ;.

A is the total failure rate out of the current state and is equal to the sum of
the failure rates of active nodes. p is the total repair rate out of the current state

and is equal to the sum of the repair rates of all the currently faulty nodes (but not
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permanently faulty). Finally v is the total transition rate out of the current state
and is equal to the sum of A and u. As a node goes faulty or gets repaired the system

state changes and these variables are updated.

5.2.1 Forced transitions

The fault generator module uses a random number generator to generate random
numbers uniformly distributed between 0 and 1. To sample time intervals At between

transitions, we can use the following equation
t'At A
/ dtf(t|t', k') = e
t/

A random number ¢ is sampled from a uniform distribution 0 < ¢ < 1, and set equal

to the cumulative distribution on the left. Inverting the equation then yields

1
Yk

At = ——Ine

where we have utilized the fact that ¢ and 1 — ¢ have the same probability densities.

This value At is added to the present time ¢’ to give the next transition time t.
Usually the failure rate of the nodes is very small when compared to the repair rate
(for transient faults). Therefore 7 is small when no failed components are present. In

such a case, the transition rate is boosted by taking

~ tit' k'
Fele w) = % for ! <t<T
— €

= 0 otherwise

where T is the mission time of the system.
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This heuristic is applied only when 7 is small, 7(7T' — ¢') < 1 and there is only a
small chance that an additional transition will take place before the end of mission
time T.

We then have to multiply the trial weight by

f(t|tl7 k,) —1— e—'y(T—t’)

fltlt k)

This value is the partial likelihood ratio and is stored in a variable for use later.

5.2.2 Failure biasing

Once the next transition time is decided, we have to see whether it is going to be
an additional node failure or a repair. Obviously if there are no failed nodes present,
there cannot be a repair and hence the only possibility is a node failure. Similarly
if all the nodes are faulty, repair is the only way to go. Barring these two extreme
cases, we have to make some decision on the type of transition.

We would like to bias the transitions in such a way as to cause more failures and
thus push the system towards system failure quicker than in the normal case. To
recapitulate, system failure is defined as the state where the system is not able to
meet all its critical task deadlines.

As more and more nodes go faulty, the load gets redistributed among the working
nodes thereby increasing their loads. As the loads keep building there comes a point
when the scheduler cannot meet all the task deadlines and hence the system will
start missing some of the deadlines. If this condition persists (i.e., the faulty nodes

remain down long enough) critical task deadlines will be missed and the system will
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fail. Also, when the tasks are being moved around, there is an overhead involved in
terms of time and deadlines could be missed even though enough computing capacity
is available somewhere in the system.

Suppose for a particular system state k& we divide all possible transitions k' — k
into two classes, the transition & € F' corresponds to an additional component failure ,
while £ € R corresponds to an additional component repair. Hence for non absorbing

states

> aklk) + > q(k|K) =1

keF keER

We choose a fraction called the failure bias which indicates the percentage of the
transitions that result in an additional fault (This affects the dynamics of the sample
output and we will look at it in more detail later). Let us assume that we choose a

value ¢, then,

> q(klK) = ¢

keF

and hence,

Y qklK)=1-¢

keER

We generate a random number ¢’ and compare it with ¢. If it is smaller, then the
next transition will be an additional fault. Otherwise, it will be the repair.

We choose to implement one of the variants of the failure biasing called “balanced
failure biasing” as we have seen earlier. To decide on the exact node getting the
fault, we maintain an ordered list of all the eligible nodes (lets say n) and generate a

random number 7 uniformly distributed between 0 and n — 1. This ¢ is the index of
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the node getting the fault. The unbiasing fraction is then given by

q(k|E")  nX\

q(klE) ¢y

If it is a repair, we decide the repaired node by looking at the repair rate of the
individual faulty nodes (excluding those permanently faulty). For this we order the

eligible nodes and determine the particular node ¢ by using the following formula

i M(EI . ¢) 1+1
Yoy < =< Y
i'=1 1-9¢ i'=1
The unbiasing fraction is then given by
q(k|K' _
~( | ,) — (1 - ¢) IH
G(k[k") v

5.2.3 Analysis

As we have seen in the last two subsections, we can implement the two techniques
of forcing and failure biasing. In each case we calculate the unbiasing fraction also.
The product of these two gives the likelihood ratio for that transition.

This value is associated with the transition event and is stored in a list. The overall
likelihood ratio for the simulation run is initialized to one. As the event actually
happens in the system, the fractional value is taken out of the list and multiplied
with the running product to give the current value of the likelihood ratio.

The nodes report all the events happening in the system to the console. If the

system is not able to meet its critical task deadlines, this constitutes system failure
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and the current value of the likelihood ratio is the sample output. If the system does
not fail over the mission time, then the sample value is a zero.

The simulator maintains a file to hold the sample outputs and another to store the
seed for the random generator. Since the random generator is a crucial component of
the simulator, its seed has to be maintained over the sample runs to make sure the
numbers are uniformly distributed and also the simulation can restart from the last

paused point.

5.3 Expected Behaviour of Importance Sampling

Before we carry out the validation of the implementation, it is imperative for us
to understand the expected behaviour of the importance sampling scheme.

Importance Sampling is a heuristic, designed to speed up the occurence of rare
events. We wonder whether it can perform uniformly well in all regions of unreliability
values. Intuitively we know that there should be some range of the unreliability values
beyond which the usage of the normal simulation will be better than the importance
sampling.

We will use the ‘Relative Error’ (RE) defined as follows, as the performance mea-

sure of the estimation scheme (normal simulation and importance sampling).

Za/gs
RE = 2°/2°
NG
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Normal Simulation

-

Cross Over
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Ideal Importance Sampling
0 ! 1
! - Sample Mean

3 Importance Sampling performs poorer

Importance Sampling performs better

Figure 4: RE of Normal Simulation and Importance Sampling

For the case of the normal simulation, this becomes

Za/g 9(1 — 0)

RE=—"Y—
NG

for a fixed number of samples, as the failure event becomes rarer (i.e., § — 0) the

RE =~ zq)2/ v/nf becomes unbounded. Therefore, to obtain precise estimates, we need
very large n.

For importance sampling, Shahabuddin [25] notes that the elements of the mod-
ified transition matrix should be independent of the ‘rarity’ (a parameter that he
defines to reflect the highly reliable nature of the components) of the components.

This is sort of an ‘ideal’ importance sampling scheme which will always lead to the
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bounded RE property. He also proves in this case, the RE will have a form

a2 az + 0(1)

BE =" (a0 + o(D)

where as and ay are positive constants depending on the implementation.

For a fixed number of samples, we can represent the behaviour of RE as shown in
Figure 4, for the cases of normal simulation and importance sampling. This ‘ideal’
importance sampling scheme will be able to estimate the sample mean with a small,
fixed number of samples. We also observe that there is a certain region of reliabil-
ity values beyond which the normal simulation will be better than the importance
sampling.

In practice, techniques such as ‘Balanced Failure Biasing’ approximate the beviour
of this ‘ideal’ case. They achieve variance reduction (and hence the RE) by pushing
the system towards more faults and hence reducing the reliability of the underlying
system. They then unbias the sample output to get the correct value of the sample
mean.

The RE offered by such heuristics may not exactly be a constant but could be a
complicated function of the bias value and the type of the system under consideration.
However as the reliability of the system keeps on decreasing, the bias value has to be
kept arbitrarily low in order to maintain the RE close to that of the normal simulation.
Hence beyond a point, the importance sampling is not very useful. It is important
for us to experimentally determine this range of values so that the user can switch to

the normal simulation instead of the importance sampling scheme.
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Recapitulating the basic idea of the importance sampling scheme, the estimate of
the sample mean is given by Ey[1;xca}L(X)]. Note that since we want to make the

sample variance very low, we need to satisfy two things:

e More number of samples have to contribute to the result (this is achieved by
pushing the system towards more faults and thereby increasing the chance of it

failing and contributing a non-zero sample).

e The ‘most likely’ paths to failure have to be favored more since the likelihood
ratio has to be well behaved (the proportion of the failure paths has to be
proportional to the relative importance of these failure paths in the system

under consideration)

In the case of the failure biasing heuristic, there is only one parameter with which to
control both of these. If we increase the failure bias, more number of sample runs will
result in system failure and hence it is good as far as the first condition is concerned.
However failure bias also affects path that a sample run might take.

In the systems that we are interested in simulating, the most obvious failure path is
the one where the system is unable to meet its critical task deadlines. This obviously
depends on a variety of factors such as the number of computing nodes available,
average task load on the computing nodes, the recovery overheads etc. Consider a
rather crude example: let a system be composed of x computing nodes and to meet
its critical task deadlines it needs atleast y of them. Increasing the failure bias has
the effect of pushing the system towards complete breakdown (in other words, more

of the nodes are pushed towards failure). In many cases this will be an overkill and
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the likelihood ratio associated with these sample runs will be very low. Thus most of
the sample runs will have a likelihood ratio that is very less and a few of them will
have very large values. This effect causes the RE to blow up in cases where the bias
value is very high.

Because of these conflicting effects associated with the bias value, each system
might have a optimal bias value that pushes the system towards the failure path
most of the time and still does not make it an overkill. Since it is not practical for
us to locate this optimal value for each configuration, it is enough if we are able to

guess a bias value that gives ‘good’ results over a range of systems.

5.4 Validation of the Model

To validate our implementation of importance sampling, we need to compare the
reliability estimates with the ones generated using normal simulation (without any

bias).

Choosing the Configurations

As we have seen earlier, normal simulation of the complex reliability models take
a long time and need extremely large number of sample points to get reasonable
confidence intervals. This is exacerbated by the fact that each of these simulation
samples take a long time.

The simulator is primarily intended to model very complex system models and
algorithms and hence the number of events to be simulated is very large. Because

of this (and other factors such as the efficiency of the distributed simulation) each
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simulation run takes on the order of minutes for mission times on the order of a couple
of thousand units.

Because of these reasons, we need to be very careful in choosing the configurations
that we use to validate the implementation. Some of the important considerations

are

e We need to verify that the implementation works for a variety of configurations

that can be modeled using the simulator

e We need to make sure that the accuracy of the results holds for configurations

with various ranges of reliability values

Since we only aim to get ballpark estimates for comparing with the importance sam-
pling scheme, we propose to repeat the simulations until we get the half width of the
90% confidence intervals to be around 30% of the sample mean.

We choose 4 different system configurations (with increasing reliability values)
and estimate their unreliability without applying any bias. These configurations are

as follows:

Confl: Number of Nodes: 6
Network interconnect: Token Ring (4 Mbps)
Transient failure rates: 1.38 x 1073(5/hr)
Permanent failure rates: 2.77 x 107°(1/hr)
Mission time: 1000 units

Average load on the nodes: 0.4
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Conf?2:

Conf3:

Conf4:

Number of Nodes: 7

Network interconnect: Fddi

Transient failure rates: 5.55 x 107*(2/hr)
Permanent failure rates: 5.55 x 107°(0.2/hr)
Mission time: 1500 units

Average load on the nodes: 0.3

Number of Nodes: 8

Network interconnect: Rectangular mesh
Transient failure rates: 2.77 x 107*(1/hr)
Permanent failure rates: 2.77 x 107°(0.1/hr)
Mission time: 2000 units

Average load on the nodes: 0.25

Number of Nodes: 8

Network interconnect: 3D hypercube

Transient failure rates: Half of the nodes had 1.38 x 1074(0.5/hr)
Other half had 2.77 x 10~*(1/hr)

Permanent failure rates: 2.77 x 1075(0.1/hr)

Mission time: 2000 units

Average load on the nodes: 0.25

The repair rate for all of the configurations was 0.277 or (1000 /hr). This is to

make sure that the nodes come out of the transient faults quickly. The sample output

values are binary: If the system failed before the end of the mission time, the sample
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Table 1: Normal Simulation

Configuration | Sample Mean | Sample Variance | Number of Samples | Conf. Interval
Confl 0.0424 0.04062 2500 12.2%
Conf2 0.0032 0.0031904 5000 32%
Conf3 0.0007 0.000699 20000 34.25%
Conf4 0.0003 0.000299 40000 3%

Table 2: Importance Sampling with Bias 0.3

Configuration | Sample Mean | Sample Variance | Number of Samples | Conf. Interval
Confl 0.0236 0.052 2600 24.29%
Conf2 0.00342 9.9 x 10°* 1400 31.6%
Conf3 0.0006462 5.65 x 107° 1938 33.88%
Conf4 0.0002977 1.74 x 107° 2430 36.44%

value is 1. If the system did not fail before the end of the mission time, the sample
value 0. This is repeated n times and the sample mean, variance and the confidence

intervals are calculated as discussed in the last chapter.

Results

We run the simulations for the above mentioned configurations and the results
are tabulated as in Table 1.

We then repeat the experiments with the importance sampling and a nominal bias
of 30% (or 0.3). The results are as tabulated in Table 2. Comparing this with Table
1, we can observe the following.

For configuration 1, where the unreliability is quite high, the importance sam-

pling did not provide any improvement. In fact, the importance sampling estimates
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performed poorly. It shows clearly that importance sampling is not meant for such
systems with a high unreliability. We might be able to reduce the bias value and see
whether it performs better. But this may not offer much variance reduction over the
normal simulation. This is the kind of limit that we disucussed in the last section.
So when the unreliability is on the order of 1072 or better, it is better to go with the
normal simulation itself.

For the rest of the configurations, the importance sampling estimates agree quite
closely to that of the normal simulations. In fact, the number of samples taken is
much less when compared to the normal simulation. This is the kind of systems for

which the importance sampling heuristic was designed.

Acceleration Factor

In order to see how well the importance sampling schemes have performed, we de-
fine a factor called ‘Acceleration Factor’ (AF). It is defined as the ratio of the number
of samples of the normal simulation (Numy ) to that of the importance sampling

scheme (Num;y,,) required to achieve the same amount of confidence intervals.

AF — Numnorm

Numip,,

For the above mentioned configurations, the acceleration factors are as shown in
Table 3. As we can see, the acceleration is much better as the system reliability

increases.
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Table 3: Acceleration Factor

Configuration | Acceleration Factor (AF)
Confl undefined
Conf2 3.57
Conf3 10.32
Conf4 16.46

Comparison of the Time Taken

It is also important to compare the actual time taken (for the normal simulation
and for the importance sampling) to get the desired results.

We will use Conf2 (where we only got a nominal value for the acceleration factor)
as an example to look at the savings in time that is possible.

Normal simulation method took an average of around 8 mins (rounded off to the
nearest minute) for each of the sample points. The importance sampling scheme took
an average of 6 mins for each of its sample points. Hence the ratios of the total time

taken can be calculated (similar to that of the acceleration factor)

Time
Ratio of the time taken = ———2%"
Time

8 x 5000
6 x 1400

= 4.76

As we can see here, the actual gain in the time saved is higher than that indicated
by the Acceleration Factor. This gets better with configurations having long mission

times.
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When using Importance sampling, the events are forced to occur more rapidly and
the system is forced to go into the failure mode faster. Because of this, the actual time
taken for the simulation run gets shorter when compared to the normal simulation
where most of the simulation runs take the entire mission time.

Hence we gain both in terms of the reduction in the number of samples required

and also the time taken for each of these sample points.

5.5 Selecting the Bias Parameter

As we have seen earlier, failure bias is an important parameter that alters the
dynamics of the sample output. If it is too high or too low, the variance of the
sample output will be high. There is usually some optimal value associated with each
system.

Since the simulator has to work with a large variety of systems with varying
unreliabilities, we have to identify a nominal value of failure bias that will work
well with most system configurations. Intuitively, if the sample variance is low, the
estimates converge faster and we need fewer samples to get the desired confidence
intervals.

For each of the above mentioned configurations we vary the failure bias from 0.2
to 0.6 in steps of 0.1 and observe how the variance of the sample outputs change
accordingly. The results of this are tabulated in Table 4.

From the above table we observe that the optimal bias value (the one that produces

the least sample variance) is different for each configuration and in general, the higher
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Table 4: Sample variance for different failure bias values

Config (mean) Bias = 0.2 | Bias = 0.3 | Bias = 0.4 | Bias =0.5 | Bias = 0.6

Confl (0.0424 0.048 0.052 0.055 0.0586 -

)
Conf2 (0.0032) 94x107% [ 99x107* [ 1.02x 1073 | 1.37 x 1073 -
)

(

(
Conf3 (0.0007 6.04 x 10°° [ 5.65 x 10°° | 6.21 x 10°° | 6.27 x 1075 | 7.83 x 10°°
Conf4 (0.0003) 32x107° [ 1.74 x 107° | 1.69 x 107° | 1.83 x 107> | 2.92 x 107

Conf5 (2.1 x 107°) | 4.7x 10" | 23 x 107" | 1.9 x 10=" | 1.976 x 10~ | 2.53 x 10~

Conf6 (5.02 x 10~") - 3.07 x 1079 [ 2.93 x 1077 | 2.64 x 10~Y | 2.86 x 10~

the unreliability of the system, the higher the value of this optimal bias. This is in
accordance with expected behaviour as mentioned in the last section.

For Confl, the normal simulation seems to be the best choice. For all the failure
bias values, the sample variance goes much above those for the normal simulation.
Conf2 seems to have an optimal value around 0.2, Conf3 around 0.3, both Conf4 and
Confb have an optimal value around 0.4 and Conf6 around 0.5. It seems to stabilize
around 0.5 for configurations with higher reliabilities.

We can use these experiments to choose a failure bias when we want to estimate
the reliability of a particular system. The optimal value of the bias will vary across
different configurations.

A bias value of around 0.4 seems to work well for most of the configurations. If
the ‘guessed’ unreliability of the system is quite high (on order of 1072), we are better
off by choosing a bias of around 0.2 — 0.3.

The simulator is intended to be used to systems whose unreliability values are
quite low. So in most of the cases we can pick a bias value of around 0.4 — 0.5 which

works reasonably well over a range of values.
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Table 5: Effect of the Transient Failure Rates on the Unreliability

Transient Failure Rates /hr | Unreliability
1 6.4 x 1072
0.8 4.8 x 10~*
0.5 1.5 x10~*
0.2 9.7 x 107°
0.1 5.3 x 107°

5.6 Some Typical Usages

Once we have validated the implementation and understand how to choose the

failure bias, we are ready to use this simulator tool.

5.6.1 Varying the Transient Failure Rates

We will now use the simulator to check how the reliability of a system varies with
the change in the failure rates of the individual components. For this purpose, we
can take one of the configurations and alter the transient failure rates to observe the
corresponding change in the reliability of the system.

We take the Conf3 and estimate its unreliability for various values of the transient
failure rates. A failure bias of 0.3 was employed throughout the experiment. The
results are tabulated in Table 5.

Here we observe that the unreliability of the system decreases gradually as the

failure rates of the individual nodes decrease.
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Table 6: Comparison of the Recovery Policies

Configuration | Fixed Recovery Action | RAMP Algorithm
Conf2 0.00342 0.00336
Conf3 0.0006462 0.0002841
Conf4 0.0002977 0.0001736
Conf5 2.1 x107° 1.3 x 107"

5.6.2 Comparing the Recovery Policies

As we have seen earlier, the RAMP algorithm [30] suggests the optimal recovery
action to be used whenever there is a fault in the system and a decision has to be
made (regarding the choice of the recovery actions). Even though it is theoretically
proved to work well, it will definitely help to know how well it performs for a typical
system of our choice.

Since the simulator provides a control on choosing the recovery policy to be used
for the system, we can proceed by running two experiments. We can do one set of
simulation runs with a fixed recovery action and another with the RAMP algorithm

and compare the results.

A Fixed Recovery Action

The three basic recovery actions are Retry, Replace and Disconnect. They had
the overheads of 1, 2, and 3 units of time respectively. Based on these numbers an

intuitive fixed recovery action can be formulated such as the following:
e When the node fails, try a Retry first.

e [f the Retry failed, then try to Replace the faulty node by a spare node.
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e [f a spare does not exist, then as a final resort, Disconnect the faulty node and

distribute its load to the other active nodes.

We used such a fixed recovery action in the configurations Conf2, Conf3, Conf4 and
Confb mentioned earlier. The unreliability estimates of these configurations are shown

in the Table 4. The failure bias used was 0.3

Comparison with RAMP Algorithm

Next, we run the same configuration, replacing only the fixed recovery policy
with the RAMP algorithm to estimate the new unreliability. This experiment can be
repeated for other configurations and the results are compared in Table 6.

From this we can see clearly that the RAMP algorithm performs better than the

intuitive fixed recovery action for all of the considered configurations.
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CHAPTER 6

CONCLUSIONS

This thesis work consisted of the implementation of an efficient variance reduction

technique called importance sampling in a simulator testbed.

e The implementation of this technique is validated by running a series of sim-
ulations for different configurations and comparing the results with that of a

normal simulation.

e The effect of the failure bias on the sample variance has been investigated to
provide some guidelines in choosing a good failure bias probability for a given

system.
e The tool is used to

— Observe the change in the unreliability of the system with the change in
the transient fault rates
— Demonstrate that using an optimal failure recovery algorithm such as

RAMP can significantly improve the reliability of a real-time system.

A couple of improvements can be done to the implementation to improve the

usability of the tool.
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e The efficiency of the simulation. Since the simulator was designed to model
very complex interactions between the hardware and the algorithms, the number
of events to be simulated is very large. A pessimistic algorithm is used to
coordinate the different clocks in the nodes. Because of these reasons, each
simulation run takes a very long time. It might be very beneficial if the events

are studied closely to discover the potential bottlenecks.

e Choice of the failure bias. In the present model, it is left to the user to make
a good guess of the failure bias. It might be possible to make the simulator learn

from the past history and adapt the value of the failure bias.
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