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Abstract

Reliability of systems used in spae, avioni and

biomedial appliations is highly ritial. Suh systems

onsist of an analog front-end to ollet data, an ADC

to onvert the olleted data to digital form and a digital

unit to proess it. It is important to analyze the fault

sensitivities of eah of these to e�etively gauge and

improve the reliability of the system. This paper ad-

dresses the issue of fault sensitivity of ADCs. A generi

methodology for analyzing the fault sensitivity of ADCs

is presented. A novel onept of \node weights" spe-

i� to �-partile indued transient faults is introdued

to inrease the auray of suh an analysis.

1. Introduction

Fault sensitivity analysis allows the testing of the

suseptibility of a iruit to di�erent kinds of faults.

This kind of study is neessary for spae, military,

avionis and biomedial appliations. The purpose of

suh an analysis is to identify ritial bloks in the ir-

uit whih are more suseptible to faults so that they

an be redesigned for better reliability. Furthermore,

di�erent arhitetures an be weighed in terms of their

sensitivities to faults and based on design tradeo�s, a

suitable arhiteture an be hosen.

Two types of faults have been known to a�et the

proper working of a iruit: permanent and transient.

Whereas permanent faults an be introdued during

the fabriation stage and in the �eld, transient faults

are aused in the �eld due to Eletro Magneti Inter-

ferene (EMI) suh as power transients, rosstalk and

�-partile hits in radiation intense environments like

spae. The e�et of transient faults is to temporarily

hange the behavior of the iruit often resulting in er-

roneous outputs. This type of faults has been known

to aount for 80% or more failures in digital systems

[1, 2℄. Sine this might be atastrophi in ritial ap-

pliations, these iruits usually inorporate some mea-

sures to inrease their fault tolerane.

The reliability of a system is determined by the fault

tolerane of its onstituent bloks. Systems in spae,

biomedial and avionis appliations onsist of an ana-

log front-end to ollet data for ontrol and observa-

tion purposes and a digital unit whih proesses the

olleted data. Digital iruits have been studied ex-

tensively for their sensitivity to transient faults [3, 11℄

and many tehniques have been suggested to improve

their fault tolerane [4, 11℄. In ontrast, very little has

been done to address the issue of fault tolerane in ana-

log iruits and ADCs whih are integral parts of suh

mixed-signal iruits. Hene, it is neessary to explore

tehniques to inrease the fault tolerane of ADCs.

The proess of inreasing the tolerane of a iruit

to transient faults an be divided into two steps:

1) Grading bloks of the iruit based on their sen-

sitivities to transients and identifying ritial bloks.

2) Inreasing the fault tolerane of the identi�ed

ritial bloks.

This paper addresses the �rst step. A methodology

for ADC fault sensitivity analysis to �-partile indued

transient faults is presented. A folding and interpolat-

ing ADC [5℄ and a suessive approximation ADC [6℄

were analyzed using this methodology. The fault inje-

tion experiments were done on transistor level shemat-

is using Hspie.

The paper is organized as follows. Setion 2 presents

the fault model used to model transient �-partile hits.

Setion 3 gives a brief desription of the two ADCs an-

alyzed. The simulation strategy used to ondut fault

injetion experiments on the ADCs is disussed in Se-

tion 4. The results of the fault injetion experiments

are presented in Setion 5. Setion 6 onludes the

paper.

2. Transient Fault Model

Several transient fault models have been proposed

in [7, 8℄. Sine this work onentrates on �-partile

indued transients, the double exponential �-partile

transient model for the injetion urrent, I

inj

, proposed



in [7℄ is used.
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where I

0

is the maximum urrent, �

1

is the olletion

time onstant for a juntion and �

2

is the ion trak es-

tablishment time onstant. Injeted harge level is a

funtion of the angle at whih the �-partile hits. I

0

an be positive or negative depending on whether the

�-partile hits an NMOS drain or a PMOS drain [9℄.

Figure 1(a) shows the drain of a PMOS transistor and

the e�et of the injeted harge. An �-partile hit gen-

erates eletron-hole pairs along its trajetory. These

harge arriers drift under the inuene of the eletri

�eld aross the juntion giving rise to an injetion ur-

rent (I

inj

) that an be modeled by equation (1). V is

the initial voltage on the node (drain of the PMOS),

dV is the voltage hange due to the �-partile hit and is

dependent on I

inj

and the load onneted to the node.
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Figure 1: (a) �-particle hit on the drain of a PMOS
transistor (b) The �-particle hit modeled as a cur-
rent source.

Figure 1(b) shows the urrent soure equivalent

model of the transient fault aused by an �-partile

hit.

3. Analog to Digital Converters

Analog to Digital Converters are integral parts of

data aquisition systems and at as an interfae be-

tween analog bloks that aquire the data and digital

bloks that proess the data. ADCs an be broadly

lassi�ed into high-speed or high-auray arhite-

tures. High-speed arhitetures inlude ash, folding

and interpolating, pipelined, multi-step and interleaved

ADCs [12℄. High-auray arhitetures inlude sues-

sive approximation, delta-sigma and integrating ADCs

[12℄. These two ategories tradeo� speed vs auray.

Based on the demands of the appliation, one of these

ADCs an be hosen after arefully weighing the trade-

o�s.

For the purpose of our study we have seleted one

ADC from eah ategory. A brief desription of the

working of the seleted ADCs follows.
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Figure 2: Block diagram of a 4 -bit Folding and
Interpolating ADC.

1) Folding and Interpolating (FI) ADC [5℄: Figure 2

shows the blok diagram of a folding and interpolating

ADC. The sample and hold ampli�er (SHA) samples

the input and the sampled input is fed to two fold-

ing ampli�ers (FA1 and FA2) and a omparator (CM)

whih generates the most signi�ant bit. The inter-

polating blok (INT) interpolates between the folding

ampli�er outputs. The INT blok output is fed to the

enoder (ENC) whih generates the three least signi�-

ant bits of the �nal digital output.
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Figure 3: Successive Approximation ADC.

2) Suessive Approximation (SA) [6℄: Figure 3

shows the blok diagram of a typial harge redistri-

bution implementation of the suessive approximation

arhiteture. This implementation progresses like a bi-

nary searh algorithm to arrive at the �nal digital out-

put with an error of no more than 0.5 V

LSB

. The ob-

jetive during this onversion is to drive the di�erene

between the DAC (onvertlath) output and the sam-



pled input to zero. One bit is onverted in eah yle

starting with the most signi�ant bit. Hene, it takes N

yles in all to produe an N-bit digital output. A pre-

ise apaitor mathing is required for this onversion.

Current fabriation tehnologies ater to this require-

ment quite e�etively.

4. Fault Sensitivity Analysis

There are di�erent approahes to investigate the ef-

fets of transient faults. Hardware prototyping has

been used [10℄ but it is too time onsuming and ex-

pensive. Simulation based approahes inlude exhaus-

tive andMonte-Carlo methods. Exhaustive simulations

are aurate but beome intratable for large designs.

Monte-Carlo methods, though tratable for large de-

signs, are not as aurate. Sine the ADCs whih have

been analyzed in this work are relatively small we pre-

ferred the exhaustive simulation approah.

Traditionally, fault onditions in these simulation

strategies have been varied along three dimensions:

spae, time and injetion level. It is important to on-

sider varying the inputs to the iruit, sine this an

have a bearing on seleting ritial bloks for redesign.

This is due to the fat that a blok identi�ed as a rit-

ial blok for one input may not be as sensitive for an-

other input. Hene, ritial bloks should be identi�ed

based on the distribution of the input values. The ir-

uit should be optimized for input values whih are the

most probable.

The design ow of ADCs an be broadly lassi�ed

into three steps: 1) Choosing the arhiteture based

on the requirements and spei�ations of the applia-

tion. 2) Shemati entry of the seleted arhiteture

and funtional veri�ation. 3) Final layout design of

the iruit and a re-veri�ation with parasitis. Fault

sensitivity analysis should be addressed as early as pos-

sible in the design yle to avoid time onsuming itera-

tions. Sine fault onditions have to be varied spatially,

the physial design step (3) is an ideal point to address

this issue. However, the omplexity of the layout level

database and the design e�ort needed to reate the

layout emphasize the need to move the analysis to an

earlier stage. As we go up in the design yle we should

expet to pay a penalty in terms of the auray of the

results.

Fault sensitivity analysis at the transistor level

shemati an be done by seleting nodes in the ir-

uit and injeting �-partile transients at these nodes.

The fault sensitivity of a blok is de�ned as the proba-

bility that an �-partile hitting the blok will result in

a iruit failure and is denoted by POF (Probability of

Failure). For a given input voltage, POF is alulated

as follows. We denote by n the number of iruit nodes

in a blok. An �-partile transient is injeted into eah

node of the blok and we denote the outome of the

experiment by E

i

:

E

i

=

8

<

:

1 if the injetion into node i results in

a failure

0 otherwise

(2)

The POF is now de�ned as

POF =

1

n

n

X

i=1

E

i

(3)

This alulation assigns equal weights to all nodes,

whih may ause inauraies sine the areas of dif-

ferent nodes may vary onsiderably. A higher auray

an be ahieved by assigning to eah node a weight

whih is proportional to the area that it onsumes.

However, a iruit node may map onto two types of area

in the layout: fault-insensitive area (interonnet) and

fault-sensitive area (terminals of transistors onneted

to the node) (see Figure 4). It is known that an �-

partile hit has a potential of resulting in an error only

if it hits the ative area (fault-sensitive area) of a tran-

sistor [11℄. A hit at the interonnet (fault-insensitive

area) will not ause a transient fault beause of the lak

of a signi�ant eletri �eld in that area. We therefore,
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Figure 4: Constituents of a node in the layout.

assign to node i a weight, denoted by w

i

, given by

w

i

=

A

s;i

P

n

i=1

A

s;i

(4)

where A

s;i

the area of the fault-sensitive portion of

node i. The sizes of the transistors in the shematis

an serve as a good estimate for A

s;i

. We now alulate



the POF as

POF =

n

X

i=1

w

i

E

i

(5)

Following are the steps involved in the fault sensitivity

analysis of an ADC:

1) Calulate weights of the nodes (w

i

).

2) Perform transient fault simulations on all nodes.

3) Use equation (5) to alulate the sensitivity of the

onstituent bloks.

For a omprehensive evaluation of fault suseptibil-

ity it is neessary to perform a full transient simulation

of the system in the presene of the appropriate tran-

sient faults. Hspie was used for the simulations. The

following setion shows the results of the simulations

done using the node weights desribed above.

5. Results

Transient fault injetion experiments were per-

formed on 4-bit transistor level implementations of

suessive approximation and folding and interpolating

ADCs. The results obtained from the simulations have

been used to grade the fault sensitivities of the bloks

in the ADC. The simulations were done for one rep-

resentative input eah in the lower, upper and middle

ranges.
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proach (FI)(averaged over all inputs).

Figures 5 and 6 show the blok sensitivities with the

non-weighted and the weighted approah. These �gures

show that the less aurate non-weighted analysis may

lead to inorret onlusions. For example, SHA in

Figure 5 has the highest blok sensitivity aording to

the non-weighted analysis but has a onsiderably lower

sensitivity than FA1 and FA2 aording to the weighted

analysis.
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Figure 6: Weighted vs Non-weighted approach
(SA)(averaged over all inputs).
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Figure 8: Block sensitivity variation with inputs
(SA).

Figures 7 and 8 show bar-graphs with sensitivities

of the bloks for the three inputs. It is evident from

these �gures that the sensitivities of some bloks to

�-partile hits vary from one input value to another

(C2, C3 in Figure 7 and outputlath, onvertlath in



Figure 8). Comparators (C*) in FI were found to be

more suseptible when their output is a logi 0. This

orresponds to an ADC input in the range of 1-1.1v

and 1.42-1.52v for the omparator C2. Hene, it an

be onluded that C2 is relatively more sensitive in

these input ranges.
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Figure 9: Block sensitivity (log scale) variation with
injection levels (FI).
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Figure 10: Block sensitivity variation with injection
levels (SA).

Figures 9 and 10 show that the sensitivities of bloks

do not vary onsiderably if the injetion level is more

than 6 pio-Coulumbs (pC). Figures 11 and 12 show

that for lower injetion levels the ordering of ritial

bloks might hange (SHA is more sensitive than FA1

from 0pC-0.25pC in Fig. 11). These �gures also show

that beyond a ertain injetion level there is no further

inrease in blok sensitivity.

Figure 13 shows the number of faults resulting in

errors for faults injeted at di�erent time instanes for

a suessive approximation ADC. The results indiate

that the ADC is more suseptible to �-partile hits

during the early part of eah bit onversion yle.
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Figure 13: Number of errors at different fault injec-
tion times (SA).

The blok sensitivities whih have been presented so

far treat all faults uniformly. However, some faults may

result in larger errors than other faults, at the outputs

of the ADC. We de�ne the relative error, denoted by
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E

rel

, as

E

rel

= 4V=V

exp

(6)

where V

exp

is the expeted orret output and 4V is

given by

4V = jV

err

� V

exp

j (7)

where V

err

is the erroneous output. Figures 14, 15

show the maximum relative errors due to eah blok.

Our results show that as we get to bloks loser to the

input the maximum relative error inreases reahing a

peak for the sample and hold ampli�ers (SHA in Figure

14, sha in Figure 15).

6. Conclusions

A generi methodology for the transient fault sen-

sitivity analysis of ADCs has been presented. This

methodology was used to determine the sensitivities

of di�erent bloks in the suessive approximation and

folding and interpolating ADCs and identify ritial

bloks. Issues in grading the bloks aording to their

fault sensitivities were pointed out. A novel onept

of node weights spei� to �-partile indued transient

faults was introdued to improve the auray of suh

an analysis.

This methodology an be used to analyze the fault

sensitivities of the onstituent bloks in any ADC ar-

hiteture at an early stage in the design yle thus

reduing onept-to-silion time.
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