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Abstract

Trends in CMOS technology have resulted in circuits with higher soft error rate (SER),
making it imperative to accurately estimate the SER of VLSI circuits. In this paper a
comparative study is presented between the Q.ri+ method and the simulation method for es-
timating the circuit level SER. It is shown that for small circuits with uniformly distributed
output values (e.g. Flip-flop, binary counter), both methods provide similar estimates for
SER. However, for other circuits the Qcrit-based method provides SER estimates signifi-
cantly different from the results of the simulation method. Errors of up to 84% have been
observed for a microprocessor scoreboard circuit. This is due to the fact that the Q¢+ method
assumes that each node in the circuit is equally likely to be 0 or 1. The Qcrit method can
also miss out logical masking within the circuit. Finally, a feasible method based on Monte-
Carlo simulation is presented to estimate chip level SER in terms of Failure in Time (FIT)
rate.

1 Introduction

Reliable operation of VLSI circuits is necessary to avoid catastrophic consequences es-
pecially for systems operating under adverse environment conditions. Information in elec-
tronic circuits is stored and communicated via a collection of electric charges. Any event
which upsets the stored or communicated charge can cause errors in the circuit output.
These errors are called transient faults, soft errors (SE) or single event upsets (SEU). The
event causing the upset can be an energetic nuclear particle or an electrical source. The
nuclear particles which create these upsetting events are either due to cosmic rays which
bombard the earth constantly from space or radioactive atoms which exist in trace amounts
in all materials due to atomic decay. Atmospheric nuclear particles include a-particles, pro-
tons and neutrons. In this paper we limit our study to a-particles and neutrons.

Traditionally, memories have been the main victims of soft errors because small tran-
sistor sizes are used to increase memory density, resulting in lower capacitance, and hence
higher soft error rate (SER) [1, 2]. However, memories can be protected by error detect-
ing/correcting codes. With scaling it has been observed that unprotected combinational
logic is becoming more vulnerable to transient faults [3, 4].

SER estimation of combinational logic is a challenging task as it depends on several
factors ranging from the time of particle strike, the node being hit and the particle energy.
Moreover, on several occasions the error does not reach a latch or is masked by other
electrical signals or in some cases does not result in a system failure. Several SER estimation



methods for VLSI circuits have been proposed. These include performing an analysis based
on the critical charge (Q.r+ method) or performing simulations using current injection
waveforms (Simulation method).

In this paper a comparison between the two methods of estimating SER is presented. It
is then shown that both of these methods can be used to estimate SER in terms of FIT
rate. Finally, it is shown that for several circuits, SER estimation provided by the Q.
method can be significantly inaccurate. The paper is organized as follows: After a brief
introduction, fault models for a-particle and neutron strikes used in the SER estimation
are descrided in Section 2. A brief description of the two methods used for estimating SER
is provided in Section 3. A comparision between the two methods and a chip level SER
estimation method based on simulations is presented in Section 4. Section 5 describes the
similarities and differences between the two methods using example circuits. The paper is
concluded in Section 6.

2 Fault model

As shown in Figure 1 an a-particle strike on a diffusion node can be modeled as a
current-source. An approximate analytical model of a current transient is proposed in [10].
The model includes parameters which represent the maximum current, the collection time
constant of the junction, and the time constant for initially establishing the ion track.
Several other models have also been proposed [11, 12].

X - particl
particle . j Faulty Node j
V—— (V+dV) %
1 » 9 il ]
+ 5 Ul P + —
+ e & +
+_ _ N\_ _ _ _ _ T + [ [

Substrate V
(@) (b)

Figure 1. (a) a-particle hit on a PMOS transistor (b) The hit modeled as a current source

The particle strike model presented in [10] requires significant information about the
process. A simpler model for a-particle strike in a 0.18y technology is shown in Figure 2.
In this model, a piecewise linear (PWL) description of the injected current is used. The
major pulse is 50ps wide followed by a slow linear decay (150ps wide). Figure 3 shows the
current injected for neutrons. A neutron strike results in a pulse with higher peak current
but smaller width compared to the current pulse injected due to an a-particle strike. The
neutron current pulse does not have the decay characteristics of the a-particle current
waveform. These fault models for a-particles and neutrons are used for SER estimation in
this paper.
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Figure 2. PWL model for a-particle strike Figure 3. PWL model for neutron strike

3 SER estimation methods

3.1 Q¢+ method

The soft error rate of a circuit is a statistical quantity and can be defined as the average
rate of upsets for all collected charges, all injection times and all nodes in the circuit. SER
can be expressed as [5]:

N k M
upset;;
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where ®, denotes the a particle flux, A, is the active area of the node n, N is the num-
ber of nodes in the circuit, prob(Q;,) is the probability that a charge @Q; is collected
per alpha particle at node n, k is the number of charge levels (corresponding to charges
Qo, Q1,--, Qi,--Qk), AQ is the charge level increment, M is the number of time injections
(corresponding to times ¢y, 11", .., ¢35 |, Teyele), upset;in equals 1 if and only if node
n is upset by charge ); at time t;-"j and Ty is the cycle time.

The concept of a charge threshold necessary to alter the state of a memory cell is well
defined and is called the critical charge Q.. If a charge is injected into the node of a non-
memory device, Q. is defined by the state of the next memory cell or latching element
located further downstream. @ is the minimum charge that needs to be injected into a
node of a circuit to result in a detectable upset. Equation (1) can be expressed in terms of
the critical charge as [4]
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where 0, ; is the ratio of the charge injection interval to the cycle time, Qcrit, ; denotes
the critical charge of node n at charge injection time t;-m and Qqz is the maximum charge
collection possible for the technology under consideration.

To compute the SER of a circuit, one needs:

e the charge-collection probability of the technology under consideration

e the waveform of the particle-induced injected current



e the critical charge Q.+ of each node in the circuit as a function of the charge injection
time.

The circuit level SER estimation begins with estimating the Qcrit for all the nodes in the
circuit at each charge injection time using SPICE-based circuit simulation. Once these are
estimated, the SER of the circuit can be estimated using the charge collection probability
of the technology as shown in equation (2).

3.2 Simulation method

The simulation method is based on the inject and evaluate paradigm. Faults are injected
in the circuit in the form of an artifical current source and simulated to check for errors. A
simulation based method to estimate the probability of error (POF) is presented in [7, 8, 9].

The POF of the circuit is given by

n
A
POFcircuit = ZUJZPOFz s where w; = niz (3)
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Here A; is the active area of the node 7. POF; is given by
1 k
POFi:EZEi , where k=p-q-r (4)
i=1

E;, the outcome of a fault injection experiment is given by
1 if the injection into node ¢ results in a fault getting latched

E;, = . (5)
0 otherwise

and
p is the number of input or state combinations,
q is the number of particle injection levels considered,
7 is the number of time instances at which faults are injected,
n is the number of nodes in the circuit.
The POF of a circuit is thus a measure of the conditional probability of error given that
a particle hits the circuit. POF;pcyit is a weighted sum of the POF's of all the nodes in
the circuit, similar to the SER method as seen in equation (2).

4 Comparison of the two methods

The simulation method considers all the factors that affect SER and hence is quite
accurate. However, it is significantly inefficient and prohibitive for larger circuits. By
performing randomly selected simulations (Monte-Carlo method), an accurate estimate of
SER can be obtained very efficiently [13]. The simulation method typically assumes uniform
distribution of charge collection from 0 to Q4. However, non-uniform charge collection
distribution can be used to achieve a more accurate estimate for the SER.

The Qi+ method assumes that the SER is independent of the input vector. It also
assumes that each node is equally likely to be at 0 or 1. This can lead to significant errors
in circuits that have non-uniform distributions for node values. Moreover, the @Q..;+ method



does not take logical masking into account. In many cases it is possible that the error caused
by a particle strike does not reach the latch as it gets logically masked. Logical masking
depends on the circuit structure and on the inputs to the circuit.

A chip-level SER estimation approach based on critical charge is described in [6]. Chip-
level SER can be estimated from circuit SER as

SER%" = " SERgcuit- TD - LD (6)
circuits

where SERjrcuit is the circuit level SER, TD and LD are the timing and logic derating
factors, respectively. Timing derating is defined as the fraction of time a circuit is suscepti-
ble to errors that will be able to propagate. Logic derating is the probability that the error
caused by the circuit impacts the behavior of the chip. Determining logic derating is quite
difficult and needs significant chip level simulations.

The simulation method can also be used to estimate chip-level SER. The circuit-level

SER estimation using the POF' of each node can be calculated as:

nodes
SERcircuit = Pa Z A, - POF, (7)
n
and the chip-level SER can be obtained as:
SERzﬁl% = Z SERcircuz't -LD (8)
circuits

The SER measures given by equations (6) and (8) are in terms of Failure in Time (FIT).
Chip-level SER estimate using the simulation method is more accurate as the estimate of
SERcireuir Tor each circuit is more accurate.

5 Example circuits

In this section the two methods of estimating SER are compared using some example
circuits.

5.1 Master Slave Flip Flop (MSFF)

A simple master slave flip flop is shown in Figure 4. For estimating SER using the Q.
method, simulations are performed to estimate the @..;+ of each node as a function of time.
Figure 5 shows the behavior of Q.+ with time for an internal clock node and a data storage
node in the MSFF. Similar behavior is determined for other nodes. Using equation (2), the
SER for a-particles and neutrons is estimated. Figure 6 shows that the two methods agree
on the SER. of the circuit.

5.2 Binary counter

A 4-bit binary counter is shown in Figure 7. The SER estimation using the two methods
is shown in Figure 8. As seen, the two methods provide a similar estimate for the SER.
The binary counter is a very balanced design and most of the nodes are equally likely to
be at 0 or 1. The 4-bit binary counter used in this example consists of about 80 nodes and
100 transistors.
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Figure 4. A Master Slave Flip Flop (MSFF)
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5.3 Decoder

Figure 9 shows the schematic for a 3-8 decoder. The decoder has about 200 nodes and
230 transistors. The SER estimation of the circuit depicted in Figure 10 shows a significant
difference (20%) between the SER estimation of the two methods. The Q.;; method
assumes that each node is equiprobable to be a 0 or a 1. In the case of the decoder node
“out0” is more likely to be 0 than 1. The simulation method on the other hand considers
all possible primary inputs and does not assume a uniform probability distribution for a
circuit node and hence provides a more accurate estimate.

5.4 Alpha 21164 scoreboard

A truncated implementation of the Alpha 21164 scoreboard [14] is shown in Figure 11.
The scoreboard circuit has about 60 nodes and 125 transistors. As shown, the output of a
multiplexer and the output of a dynamic OR gate are the inputs to the conflict detecting
domino stage. The output of the conflict detecting domino stage is latched to give the
final output. As shown in Figure 12, the two methods give very different estimates of SER.
The SER obtained by the Q.;; method is significantly higher than that of the simulation
method. This is because, depending on the inputs, the errors in the MUX or the OR gate
will get logically masked. Since the Q..+ method does not consider input vectors, it gives
a 34% higher value of SER.
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Conclusion

Estimating SER of VLSI circuits is a challenging and important task. In this paper we
have presented a comparative study between the Q..;+ method and the simulation method
for estimating the circuit level SER. The @)..; method assumes that each node in the circuit
is equally likely to be 0 or 1 and can miss out logical masking within the circuit resulting
in significant errors (up to 34%). A feasible method based on Monte-Carlo simulations
was also presented in this paper for estimating chip level SER in terms of Failure in Time
(FIT) rate. As shown in Table 1 the Monte-Carlo(MC) simulation based method provides
a resonably accurate estimate of SER with run times much smaller than the Q..;-based

method.
Circuit Nodes Method SER-« SER-neutron Runtime
(N) (SER/a-flux) | (SER/Neutron-flux) | (Hours)
Qcrit 45.93 29.34 4.25
Counter 80 Simulations 47.58 31.11 82.5
Sim - MC 49.24 29.71 1.5
Qerit 149.3 98.4 11.5
Decoder 200 Simulations 192.1 134.6 48.67
Sim - MC 185.8 121.1 1.10
Qerit 328.3 241.4 3.5
Scoreboard 60 Simulations 267.5 198.4 108
Sim - MC 245.8 181.1 2.5
Table 1. Comparison of SER estimation methods for various circuits
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