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Abstract

Signal reliability is an accurate measure of digital systems reliability. Unfortunately, its
evaluation requires a large number of calculations, especiaily in the case of sequential systems for
which the signal reliability has to be recalculated at every clock pulse. It is shown in this paper
that, under certain conditions, the signal reliability of a synchronous sequential system converges
to a steady state value within a few clock pulses, thus making the calculation of the signal
reliability computationally feasible,
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1. Introduction

Signal reliability as a measure of digital systems reliability was introduced by
Amarel and Brzozowski [1]. Recently, algorithms for the evaluation of this measure
have been presented [2—4] and the possible applications of signal reliability have
been discussed [2—6]. However, the methods presented in [2] and [4] are restricted
to combinational systems and the algorithm in [3] which can be applied to
sequential systems is computationally inefficient since it implies recalculation of the
system signal reliability at every clock pulse,

In this paper we employ the method in [4] to show that in many cases the
signal reliability of iterative systems and of synchronous sequential systems (with
some restrictions on the nature of the faults) converges to a steady state value. The
existence of such a steady state makes the analysis of sequential system reliability
computationally feasible.

2. Preliminaries

The signal reliability of a system depends upon the nature of the possible faults
and their probabilities of occurrence. We assume that the possible faults are multiple
lead failures which may be either permanent faulis or intermittent ones, We denote
by S, the probability of 2 fault at line X, This probability is in general time depen-
dent and the exact expression for S,(7) depends upon the model selected for the
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Signal reliability of iterative and sequential systams 23

For a given system M we calculate a reliability transfer function in a form of a
matrix relating the output reliability vector to the input reliability vectors. This
reliability transfer matrix is derived in the following way. Let X,, X,,..., X, and
Z be the n input lines and the output line of the system, respectively. Let X denote
the input vector X, X,,...,X,, and i=(j,{,,...,1,) denote a specific four-valued
vector assumed by X. Each element of R(Z) can be expressed as follows

wh.vau?..“Nudn p Pr{Z=7|X=i}-Pr{X=i}; j=0,1,2,3
all four-valued
vectors i

The sum is over all 4" four-valued vectors of length ;i = (8, ¢,,...,8,); 6, =0,1,2,
3. To simplify notation, { will be used to denote a four-valued vector and its decimal
value interchangeably. Hence,

n—1
mﬁ.ﬁmvuam Pr{Z=7|X=1}-P{X =1} 22)
i=0

Let Pr{X =i} be denoted by V{X), and let f; denote the conditional probability
Pr{Z = j | X = i}. Using this notation, we obtain

4h —1
Ri(Z)= .Mc tiVi(X) 2.3)
i=
The conditional probabilities #;, /=0, 1,...,47 —1;7=0, 1, 2, 3, form a stochastic
matrix T'={t;} of order 4” x4, The terms Vy(X); i=0,...,4" —1 form a vector
V(X) of length 4". Thus, equation (2.3) takes on the following matrix form

R(Z)=V(X}-T (24)

The matrix T is called the reliability transfer matrix, abbreviated RTM. The size
4"*1 of the RTM increases rapidly with # the number of inputs. However, it can be
shown [4] that only a reduced matrix of size 2" *1 =+/4" ¥ 1 js actually needed. The
reduced matrix contains only the first two columns of T and only the binary-indexed
rows of T where the ith row of T is a binary-indexed row if the four-valued vector
i=(i1,{2,...,0,) is a binary vector,ie. i} € {0, 1} for k=1, 2,...,n. For the sake of
brevity we omit the justification for the row and column reduction and we use the
unreduced matrix 7.

The definition of an RTM is not restriced to single output systems and an RTM
for multiple-output systems can be defined in a similar way [4] .

To evaluate the RTM of a given system, it is decomposed into subsystems and
an appropriate RTM is calculated for each subsystem. The RTM of the overall
system is then calculated using the RTMs of the subsystems. The smallest subsystems
considered are the basic elements of the model. In the follwing we first derive the
RTMs of some basic elements and then we show how the RTM of a system is
calculated from the RTMs of its components,

Digit. Process. 6 (1980) 1
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Signal reliability of iterative and sequential systems 26

Besides #,,, the other non-zero elements of Tygy are

tio=Pr{Z=0]|X=1} =Pr{Zis correctly a 0| X is correctly a 1} = 1
ty3=PriZ=3|X =2} =Pr{Z is incorrectly a 1 | X is incorrectiy a 0} = 1
ty, =Pr{Z =21 X =3} = Pr{Z is incorrectly a 0| X is incorrectly a 1} = 1

Thus,

o o o

0 0
1 0
0 1

[ R

Tnor =
0o 0 1 0
The RTM of any other fault-free gate is computed in a similar fashion.

JK flip-flop

Let f, K, Yp and Yy denote the two input lines, the present state and the next
state of a fault-free JX flip-flop, respectively. The RTM Tyxpr is a 4% x 4 matrix
with the elements

T, 0,1 =P{Yy=1|Yp=i,J=jand K =k}
For example,

tox,0=Pr{Yy=01Yp=0,/=0and K =0} =1

foos,o = Pr{¥Yy=0|Yp=0,/=0and K =3} =1

fors, 1 =Pr{¥y=1|Yp=0,7=2and K=3}=0
tas . =Pr{Yy=2|Yp=0,J=2and K=3}=1

In a similar way we may calculate the other elements of Tyxgr or the RTM of any
other flip-flop.

The RTM of a system

The RTM of a system is calculated from the RTMs of its components which are
either the basic elements of the reliability model [3] or subsystems whose RTMs are
known. This caleulation is performed using the following theorem.

Theorem 2.1 [4]: Let A©» 4 and 4D be the RTMs of the three subsystems
My, M; and M, in Figure 2, respectively. The RTM of the system is

T=(4A0® 4. 4©@

where the star product @ is a generalization of the Kronecker matrix product and is
defined in [4].

Theoremn 2.1 can be generalized to the case where I subsystems M,, ... M, feed
the subsystem M. Let 42 denote the RTM of M ;= 0, 1,...,I. Then

Digit. Process. 6 {1980) 1
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Signal reliability of iterative and sequential systems 27

the carry output (primary output) of the cell. The logical operation of the fault-free
cell can be described by a deterministic state diagram Dg with 2™ states{S,, S1,...,
Sym _,} where ; is the state corresponding to Y =fand i = (iy,4;,...,im ); =0, 1.
When faults are introduced into the cell we replace the two-valued signals by four-
valued signals and consequently, we obtain an expanded state diagram Dy with 4™
states designated {Uy, U, ..., Usm _{} where U; is the state corresponding to Y = ¢
and 1= (i), iz,...,5m); ix =0, 1, 2, 3. Clearly, the expanded diagram Dy, contains Dig
as a proper subgraph. The additional transitions in Dy — Dg are due to faults present
in the cell. An edge from U; to U; in Dy is labelled with the transition probability
P given by the following expression

4
Py =PrlU; | U} =PrlYy =/ | Yp=1) (3.1)

where Yp is the present state vector (i.e. the carry in) and Yy is the next state vector
{ie. the carry out}. An example of the expansion of Dg to Dy, is shown in Figures 3
and 4,

We rewrite the transition probability Py as follows

an —1
Py= T Pe{Yy=j|Yp=i,X=k}-PdX =k|Yp=i} (3.2)
k=0

Since the primary inputs are independent of the carry signals the second probability in
(3.2) equals Pr{X =k}. The first probability in (3.2) is, by definition, the element

Fig. 4. The finite Markov chain Dy; of a Full-Adder.

Digit. Process. 6 {1880} 1
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Signal reliability of iterative and sequential systems 29

Uj«. Given that the faults in all input carry leads have non-zero probabilities, the
actual input carry to this cell may be any state U; which is ¢-equivalent to U;s.
Similarly, the non-zero probabilities of the faults in all the output carry leads imply
that the actual output carry may be any state U; which is ¢-equivalent to Uy,

As a consequence, there is a path from {; to U; in Dy iff there is a path of the
same length from Us to Uys in Dgand the lemma follows. Q.E.D,

Lemma 3.2, The periodicity of Dy equals that of Dg.

Proof: Dg is a proper subgraph of Dy, therefore, all the circuits in Dgare con-
tained in Dy;. Following the steps in the proof of lemma 3.1 there is a circuit of
length & in Dy only if there is a circuit of the same length in Dg. Hence, the periodi-
city of Dy equals that of Dg. Q.ED.

Corollary 3.3: Dy is aperiodic iff Dy is aperiodic.

Proof: Immediate from lemma 3.2,

As a result of these lemmas and corollary, the Markov chain Dy, is irreducible
and aperiodic if the state diagram Dg of the typical cell in the iterative system is
strongly connected, aperiodic and the faults in all the input and output carry leads
have non-zero probabilities. Consequently, the probabilities of the states in Dy
converge to steady state values that satisfy the following set of equations,

4m _q

muw.mQ.muH .Nu_.m.mu—.,mc_..www H.How.—u...um_.wxlN AW.MV
=0

]

and

4m _y
Z Prilii=1 (3.6)
i=0

The signal reliability of the output carry is the probability that the output state is
correct, therefore, it is the sum of the correct states’ probabilities. Hence, under
the above conditions, the signal reliability SR(¥) of the output carry of a cell in an
iterative system converges to a steady state value.

A similar convergence is achieved by the primary output’s signal reliability
SR(Z) since a stationary probability of the primary input X is assumed.

Example: The signal reliability of a 40-bit ripple-carry parallel adder has been
calculated using an APL program. The typical cell in this iterative system is a Full-
Adder whose state diagram Dg is strongly connected and aperiodic as shown in
Figure 3. It has been assumed that the possible faults are multiple, stuck-at-type
permanent faults with probabilities g, = g, = 0.01 for any line in the cell. The state
diagram of the resulting Markov chain Dy; is shown in Figure 4 where the transition

Digit. Process. 6 (1980} 1



L (D861) 9 'ss820.4d4 ‘UEIQ

‘Wals 45 0AlBIAN UE AG WoalsAs [enpuanbos snowonpuss e Suepop "¢ 814

{4}
z

JUB|DAINDY Y 24607
“W | dojg-dyd [DUCHDUIGWO Y}

A -
5
_W
(D)
Zy

doja-du4[" ¥ 2160

up |BUOHDUIGLICT)
A r

ﬁx

‘Y Due £ S[RUSIS UONIRIIOXD
oy pue 944 oje)s jusserd oy woiy Nx sleps Ixsu oyl soje[nofes ) (T uonaws
wr padopessp) N[, WIY oW 0} [EOQUAPT SI WIY SOUYM JMIID [EUORBUIGUIOD
e s1 (q) ul yuspeamnbe doy-diy oyl ‘[opowr WeIsAs eAnEia) Yyl jo (20 Tedidd) e
smoys (q) 1eg “dof-diy Yy o[Sus & yym wro)sAs [erusnbas € smouys (e) ued -G amarg
UI pojRXSTY[T ST Funapow oYL, 'suIelsAs snouorjous o3 Ajdde o) uopoes snowmard
2y} JO SyMNSal 9y} PUAIXZ O} Sn $I[QEUL STYJ "SUIDISAS QANEIS) ajlULUl SB U
[opoul am SwH)sAS [eriuenbas sNOUOIYDUAS Jo AIgerer [BuBIS ay) asA[eu O]

smajsAs [enuanbas snouonpPUAS p

*508e)$ JO IaquINU 9] JO UONuN)
Sursesoop € 51 Jappe [ofered B Jo ANiqel[al [euorouny a1y ‘Appusnbasuo) “wagsAs Ay
Ul SJ[90 059U} JO JOqUING Y} ST ¥ aIoym ¥ Jo Jamod oyp 03 pastel st (#sed STyl ur adess
ISPPV-n €) WasAs 2y} Jo [[82 ISeq oYl Jo ANYIQEI[ar U3 ‘WA)sAs B jo ANfIqeNal
[euonouny ay) SUIEN[EAS USTAL “PaAordwis ST aInseawr ANIQETal [EUOROUNY U} Uaya
UMEBIp UOTSNIU0D 3Y) O} JSEIU0D UJ ST UOISN[OUOD Ja138] 9, " AN[Iqef[a1 19mo] & AJdur
10U sa0p safels Jo Ioquinu 1231e[ B JEy) pue saels jo lsquinu dyj jo juspuadaput
ST sage)s Jo Ioqunu 2AGBUOSESr B YIm Ioppe [of[eled € jo AqIqenar Teudis o) leyl
ore o[dwEXa STJ) W01 UMEIP SUOISHOUOD Urew oYl “$/£780=(Z)ys jo Ainqeqss
jndino Lreumid pue 18660 = (L)AS Jo Anjiqeyar Aued jndino ‘Afpwey ‘saniigelal
TeuSts sures oY) 9AeY Op—¢ | Sedels "o'1 ‘safels £ UTYIM PaAdTYoe ST ANIqer[al [Budis
91 Jo 20uafIPAUOD 1EY] UMOYS IABY 5)[NSSI [ROLIAWINU Y], (0 ‘0 ‘50 ‘s0)=(xd
21 ‘sonmqeqold [enbo UM [ 1001100 10 (0 1291100 Iay)e 9 O} PIUINSSE B (£¢)
ur seadde yeyy speudis jndut Arewnd oyl (£'g) uonenba £q ueald are sonmiqeqord

yapeg '3 pue usicy °| 0E



Signal reliability of iterative and sequential systems 31

In the analysis of iterative systems the same RTM is used for all cells. This is
possible since the sets of faults in all cells and their probabilities are assumed to be
identical. However, if the occurrence of some faults in cell / depends on the
occurrence of faults in cell 7, the sets of faults probabilities are not necessarily
identical. For example, if the occurrence of a fault in cell { implies the occurrence of
the same fault in cell f and the fault in cell # indeed occurs, the probability of this
fault in cell j is 1, Dependence of fault occurrences in separate cells is more likely to
happen in an iterative systermn model of a given sequential system since the cells are
not distinct circuits but images of the same circuit in various time instants. A
permanent fault in the sequential system is represented by a fault in each cell of the
iterative system and clearly those faults are dependent. However, an intermittent
fault in the sequential system may, under certain conditions, be represented by a set
of independent faults in the cells of the iterative system. The main condition is that
the fault duration does not exceed the clock period. Then, the occurrence of a fault
in cell 7/ does not imply its occurrence in cell # + 1, The condition above is effectively
met when the probability that the fault duration exceeds the clock period is
negligible. The duration of an intermittent fault characterized by the continuous-
parameter Markov model [7] is exponentially distributed with mean 1/u, and
variance 1/u2. Hence, this condition is satisfied if

Uy >f (4.1}

for every line X in the cell where [, is the clock frequency.

Consequently, to evaluate the signal reliability of a sequential system with
intermittent faults satisfying (4.1) we may represent the sequential system by an
iterative system and apply the results of the previous section. The state probabilities
of the underlying Markov chain converge to steady-state values if the state diagram
of the sequential system is strongly connected, aperiodic and all its transition
probabilities (and hence, the fault probabilities) are constant. The first two condi-
tions for convergence are satisfied in many practical sequential systems that have a
reset input. The third condition is met since the fault probability given by (2.1}is in
practicc a weak function of time and it takes weeks or months for the fault
probability to change significantly. The convergence of the state probabilities on the
other hand is a matter of a few clock cycles.

In the following example we illustrate the convergence of the signal reliability
of a sequential system.

Example: A serial adder containing a single JX flip-flop is subject to occur-
rences of multiple intermittent faults in all of its leads. The probability that a single
intermittent fault is active is selected to be 0.01 and the reliabilities of the input
signals are assemed to be R{X)=(0.5, 0.5, 0, 0). This sequential system is clearly
strongly connected and aperiodic (see Figure 3) and it is assumed that condition
(4.1} is satisfied too. To calculate the signal reliability of the serial adder it has been
modelled by an iterative system. The results have shown that convergence is achieved
within 10 clock cycles vielding an output signal reliability of SR(Z)=0.8912and a

Digit. Process, 6 {1980) 1
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Signal reliability of iterative and sequential systems 33

Résumé

La fiabilité du signal est une mesure précise de la fiabilité des systémes digitaux. Mal-
heureusement, son évaluation nécessite une grande quantité de calcul, spécialement dans le cas
des systémes séquentiels, pour lesquels la fiabilité du signal doit &tre recalculée a chaque impul-
sion d’horloge. On montre dans cet article que dans certaines conditions, la fiabilité du signal
converge vers une valeur permanente en I'espace de quelques impuisions d’horloge, ce qui rend
possible le calcul de cette fiabilité.

Zusammenfassung

Signal-Zuverlissigkeit ist ein genaues Mass der Zuverldssigkeit digitaler Systeme. Leider erfordert
jihre Festellung einen hohen Rechenaufwand, insbesondere im Fall sequentieller Systeme, fiir
welche die Signal-Zuverlissigkeit in jedem Zeittakt neu berechnet werden muss, In dieser Arbeit
wird gezeigt, dass unter bestimmien Bedingungen die Signal-Zuverlissigkeit eines synchronen
sequentiellen Systems innerhalb weniger Takte gegen einen konstanten Zustandswert konvergiert,
und dadurch die Berechnung der Signal-Zuverlissigkeit effizient dutchfiihrbar macht,
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