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Sequential Fault Diagnosis in Combinational Networks
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Abstract—The problem considered in this paper is that of gen-
erating sequential decision trees (SDT’s) for fault diagnosis in
digital combinational networks. Since in most applications of the
decision tree the final conclusion will be that the network is fail-
ure-free, we are interested mainly in decision trees containing
minimal fault detection paths. Such a procedure will reduce the
cost of verifying the proper operation of the network.

The faults under consideration are assumed to be single, per-
manent, stuck-at type faults. A priori probabilities are assigned
to the nonequivalent faults and the generated decision tree is based
upon these probabilities. It is suggested in this paper that the a
priori probability p; assigned to the fault f; should be proportional
to the number of faults in the equivalence class of f;.

A procedure for generating the required decision tree for fan-
out-free networks is presented. The procedure generates the tests
directly from the structure of the network instead of selecting them
from a given fault table. The generated decision tree contains a
minimal detection path, i.e., a minimal number of tests required to

locate the failure-free network. The decision tree yields a nearly

minimal weighted average number of tests required to locate a
fault. The average is weighted by the a priori probabilities of oc-
currence of the faults.

A lower bound for this average is derived in Section II1 enabling
adequate evaluation of the generated decision tree.

Index Terms—A priori probability of occurrence, combinational
logic networks, fault diagnosis, minimal detection set, sequential
decision tree (SDT).

I. INTRODUCTION

LTHOUGH the failures in a digital network are
rare, we have to check out frequently the proper op-
eration of the network, i.e., detect and locate any possible
failure in order to maintain high reliability of the net-
work.

The tests for detecting and locating the possible faults
can be arranged either as a sequential decision tree or as
a fixed (preset) set of distinguishing tests [1]-[3]. Se-
quential diagnosis is preferred because the average number
of tests required to locate a fault can be reduced using this
method rather than the fixed diagnosis.

In designing a sequential decision tree (SDT) we have
two objectives:
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1) Reducing the cost of applying the SDT which is
proportional to the average number of tests applied.

2) Reducing the computation time needed for gener-
ating the SDT.

In most applications of the SDT the final conclusion will
be that the network is failure-free. Therefore we have to
minimize the number of tests in the detection path in order
to achieve the first objective. The second objective is
achieved by generating the required tests rather than se-
lecting them from a given fault table.

The fault table is used in most existing methods for se-
lecting locating tests. From the fault table a minimal or
nearly minimal set of locating tests is obtained, usually by
using weighting functions [1]-[3], [8], [9]. For large net-
works these methods become inefficient since the com-
putation time and the size of computer memory required
increase rapidly. The procedure presented in this paper
does not require a fault table and the diagnosis tests are
generated directly from the structure of the network. Most
existing methods for fault diagnosis first apply a set of
detection tests and whenever any of the detection tests fails
a'set of location tests is applied, e.g., Su and Cho [4]. The
limitation of such methods is that they do not use the in-
formation gained by the success of the detection tests prior
to the failing one. Our objective is to overcomg this dis-
advantage by generating an SDT in which the fault de-
tection tests become an integral part of the fault location
procedure.

II. BASIC DEFINITIONS AND NOTATIONS

The Network

The network under discussion has n primary inputs
X1,X9, «++,%X, and one primary output y = y(x1,x2, « * + ,Xp).
There are r lines in this network, x1,x9, - - - ,x,, where x, is
the output line. Numbers are assigned to the lines in the
network in the usual way, i.e., the number assigned to an
output line of a gate is always greater than the numbers
assigned to its input lines.

We assume that the network consists of monotone gates
[5] which can be defined by one set of values. Let i and j
be the inputs of a monotone gate and let k& be its output.
This gate will be defined by the row g;g;gr where each g is
0 or 1. This row means that g;g; is the only combination for
which the output of the gate is g,. For any other combi-
nation the output is g, e.g., a two input NOR gate is defined
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Fig. 1.

by the row 001. From this row the Boolean equation of the
gate can easily be derived in the following way:

xft = xf e x,

where x0 = ¥ and x! = x, e.g., the Boolean equation derived
from the row 001 is x} = x{-x} = X;-%;, Le., xp =

An immediate result is that a network consisting of
monotone gates can be described by a gate table where
each row corresponds to one gate in the network.

Example: The gate table describing the network in Fig.
1is given in Table I.

One bit appears in each column corresponding to a pri-
mary input or output in the gate table, two bits appear for
internal lines. A greater number of bits in these two cases
indicates the presence of fan out.

The Faults

The possible faults in the network are assumed to be
single, permanent, stuck-at (s-a) type faults in any one of
the r lines. Some of these 2r faults may not be distin-
guishable, i.e., they are equivalent [6]. -

Example: In a monotone gate, defined by the row g;g;g:,
whose inputs are not fan-out lines, the following faults are
equivalent: x; s-a-g;, x; s-a-§; and xj s-a-g.

The equivalence relation between the faults partitions
the set of 2r possible faults into g disjoint equivalence
classes. From each equivalence class we choose a repre-
sentative fault and to these ¢ faults we add £ to denote the
failure-free network. Our aim is to distinguish among
fofufa -+ fo

It has been a long established practice to assign equal
probabilities of occurrence to all distinguishable faults [1].
However, since different faults occur at different
frequencies, different a priori probabilities of occurrence
should be assigned to them. Assuming that all the 2r pos-
sible faults are equally probable, it is suggested in this
paper that, as a first approximation, the a priori proba-
bility p; assigned to the fault f; should be proportional to
the number of elements in the ith equivalence class.

Definition 2.1: The weight w; of a fault f; is equal to the
number of elements in the ith equivalence class.

Let p; = w;/W designate the a priori probability of f;
where
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Tree network.

W= w; = 2r.

it

12

Clearly, =L, p; = 1. It must be emphasized that the pro-
cedures developed in this paper are valid if a different
weighting system is used and hence different probabilities
of faults result. Such weights can be assigned based on
manufacturer supplied information, statistical data, and
SO on.

The set T of all tests is divided into two disjoint subsets
To and T'; where To(T;) is the subset of all tests for which
the output of the failure-free network is 0(1). Conse-
quently, the set of possible faults is divided into three
subsets FO, F1, and F%! where FO(F!) is the subset of faults
covered (i.e., detected) by tests from To(T';) only. FO! is
the subset of faults covered by some tests from T’y and by
some other tests from 7';. The partitioning of the faults is
determined by the following theorem.

Theorem 2.1: The fault x; s-a-a is included in F*(F¥)
if in all possible paths from the line x; to the primary
output the parity of inversions is odd (even). The fault is
included in F%1 only if there are at least two different paths
from the faulty line to the primary output with unequal
parity of inversions.

The proof follows directly from the concept of sensitized
paths [1] and is therefore omitted.

Corollary 2.1: In fan-out-free networks F%! = ¢ (where
¢ is the empty set) since each fault has a single path to the
primary output [7].

The SDT

In order to distinguish among the faults we wish to
generate a minimal SDT. We define a minimal SDT in the
following way.

Definition 2.2: An SDT for diagnosis is minimal if the
detection path is minimal and the weighted average
number of tests required to locate a fault C = 2% /;p; is
minimal where [; is the number of tests required to locate
the fault f;.

Note that assigning a high a priori probability of oc-
currence to the failure-free network fo and minimizing the
modified cost function C,, = 2% ,l;p; does not ensure the
minimality of the detection path in the generated SDT. An
appropriate counterexample exists but is omitted here.
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. TABLE I
Gate Table for the Tree Network in Fig. 1

1 23L45s 6178 9

Gg |1 1 0

G, 11 0

Gg 0 0 0

Gy 111

Primary Inputs

The general method used in this paper to generate an
SDT is summarized in Fig. 2. According to this method a
minimal set including m detection tests t 4,5t ap, * * * sty 1S
generated first, forming the detection path of the SDT.
From node k(k = 1,2, - - - ,m) of this detection path ema-
nates a diagnosis subgraph including tests to distinguish
among the n; faults which are covered by the test ¢, and
were not covered by the & — 1 previous detection tests.
Clearly =L n, = q.

Let F; denote the subset of faults covered by the test ¢;
and let F®) denote the subset of faults at note k which were
not covered by the k£ — 1 previous detection tests. Thus F/*)
= F; N F®) denotes the subset of faults covered by ¢; out
of the faults in the subset F*). We will show later that the
test ¢; which is maximal at node & and whose weight is
maximal will be selected as the detection test ¢,,. The
notions of maximal test and the weight of a test are defined
as follows.

Definition 2.3: A test t; is maximal at node k if there is
no other test ¢; satisfying F%* D F](k).

Definition 2.4: The weight P{") of a test ¢; at node k is
the sum of probabilities of the faults in F*.

III. A LoWER BOUND FOR SDT’s

In order to determine a lower bound for the average
number of tests required to locate a fault, C = 2L ,/;p;, we
have to determine the detection path, i.e., select one out
of all minimal detection sets and order the tests within the
selected set so that the cost function is minimized. Once
the detection path is determined, we have a lower bound
for the diagnosis in each of the m subgraphs. This lower
bound is derived as follows. '

Denote by fi,f5, - - - ,f3, and pi,pb, - - - ,p’, the n; faults
in the i-subgraph and their corresponding probabilities.
Let P; = 2pi,p = P!, (see Definition 2.4) denote the
probability of the i-subgraph.

Lemma 3.1: A lower bound for the average number of
tests required to locate a fault within the i-subgraph is
given by

Proof: Let the fault fi, be represented by a set of my,
equivalent faults so that

Internal Primary
Lines Output

Br_ Mk where M = Z“, my.
P; k=1
Substituting in @; and rearranging terms yields
& M Me & Mg
;= —logo—=loga M — — logs my.
Q k§1 o 10827, g2 k; 2 1082 ™

The first term, logs M, is the lower bound for the average
number of tests required to locate a fault out of M equally
probable faults [2], [10]. Note that if logs M is not an in-
teger [logo M should be used instead. However, for the
sake of simplicity we shall use logs M, and consequently
the bound derived will not necessarily be the greatest lower
bound. Using the same reasoning, logs m;, is a lower bound
for the average number of tests required to locate a fault
out of m;, faults which are in this case indistinguishable.
Hence, the second term

n;
1;1 % logs my,
is the average of all n; lower bounds. Therefore Q; is the
required lower bound of the average number of tests re-
quired to locate an equivalence class of faults out of all n;
equivalence classes. Q.E.D.

Assume now that the detection path is given. The av-
erage number of tests required to locate a fault out of the
n; faults in the i-subgraph satisfies

Y Lpi=(+Q)P.
fi€i-subgraph
Hence,
C=3lpj 2% (+Q)P.
j=1 i=1

Denoting Cp, = Z2,(i + @;)P; and substituting @; yields

Cr= 5 Pili+loga P) - il pjlogap;.  (3.1)
i= j=

C,, is the lower bound for C if the detection path is given.
In order to find the global lower bound we have to mini-
mize Cp over all detection paths. Using Lagrange multi-
pliers Cy, is minimized for the detection path satisfying P;
=A.-2"i(i=12---,m)whereA=1/1—2"m ie,P; =
A/2P,=A/4,--- P, =A/2™
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A better (t.e., higher) lower bound can be obtained by
taking into account the fact that the faults in each
subgraph cannot be chosen arbitrarily, but have to be
covered by a test belonging either to T or T';. This parti-
tioning of the faults is taken into account in the following
minimization of C. v

Assume first that FO! = ¢ and let mo(m) designate the
minimal number of tests from T(T';) required to cover the
faults from FO(F!). Clearly, mg + m; = m.

We denote by P°(P!) the probability of the subset
FO(F1). The order in which the mo + m tests are applied
can be described by a binary number B = by,bo, « + + ,b,,
satisfying 27Z.b; = m1, where

_(0,ifty, €Ty
1,if t, € T1.

There are m!/mo!m ! such binary numbers. We have to
choose the one which enables the partitioning of P° and P!
to mg and m; parts, respectively, so that the condition P;
= A - 27! is satisfied. Fortunately, there is a simple con-
nection between P! and the desired number B:

!

Pl=73 bP;
i=1

12

Substituting P; yields

m .
Z b2m—i=A.2"™.Npg

i=1

P1=§bi.A.2_i=A.2_ml.

i=1
where Np is the decimal value of the binary number B.
Hence,

pt.2m

B=

= P1(2m —1). (3.2)

The binary number B whose decimal value is Ng describes
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General form of the SDT.

the order in which the tests from Ty and T'; will be applied
in the detection path. Frequently, as it is shown in the
following example, B does not satisfy the condition 272 b;
= m; and we have to find the two numbers B; and B
whose values are the closest to Ng and which satisfy =72 ,b;
= m;. Since C}, is continuous and has a unique minimum,
its minimum with the constraint =2 ,b; = m is achieved
at one of these two numbers.

Example: If the a priori probabilities are chosen as
suggested in this paper, it is clear that P9 = P! = 1 since
for each line x; one fault, say x; s-a-«, is covered by Ty and
the other fault, x; s-a-g, is covered by T'; [7]. Using equa-
tion (3.2) we get Ng = (2™ — 1) which clearly is not an
integer. The binary numbers B; and B; are

B, = 10mo1mi=l B, = Q1miQmo~1,

If different probabilities are assigned to the faults, dif-
ferent binary numbers B; and Bs result. However, it is
clear that neither B nor Bs satisfy (3.2), hence, the con-
dition P; = A - 27! is not satisfied. We can overcome this
difficulty, which is caused by the constraint on B, by de-
termining the optimal values of the P;’s for a given number
B. The function Cj.using Lagrange multipliers becomes

Co= 3 Pi(i + logs P)
i=1

+ o (po s EiPl) + A (Pl -3 b,-P,-).
i=1 i=1

This function is minimized at the point:

ifb; =0
ifbi =1

Pi = [AO ) 2-?
Ai-27¢

where
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_ Pl .om _ PO .9Qm
T Ng T 7" (@2m—1-Np)
ie.,
Pt po — .
P=—.b,+———-b; | - 2™, 3.3
[NB ‘2m—1-Npg ] (3:3)
Substitution in C, gives
Co=m — 3 P;logs P; + PO logs PO + P! log, P!
i=1
— [PYloga Ng + POlogy (2™ — 1 — Np)]. (3.4)

The first four terms are constant, therefore we have to
compute the value of —[P! logs Ng + P%logs (2™ — 1 —
Np)] for B; and By and choose the one which minimizes
it.

Example: Suppose all ¢ nonequivalent faults in the
fan-out-free network in Fig. 1 are equally probable. In this
case we have

FO = {x;s-a-1,xgs-a-1, xg s-a-1},

Fl={x;s-a-1,x9s-a-1, x3s-a-0, x4 s-a-1,
x5 s-a-1, xg s-a-0, xg s-a-0}.

The corresponding probabilities are P° = 0.3, P = 0.7. The
minimal numbers of detection tests, which were deter-
mined by the subsequent algorithm, are mo = 2, m; = 3.
Using (3.2) we get Ng = P1(2™ — 1) = 21.7, hence, B; =
(10101)5 = (21)19 and By = (10110)3 = (22)1¢. The corre-
sponding values of Cj are Cp(B;) = 3.369 and C,(Bs) =
3.368. The lower bound is therefore 3.368 compared to the
lower bound which is computed without taking into ac-
count the partitioning of the faults —Z%,P; logs P; = logs
q = 3.322.

For general networks, usually F%! > ¢ and we therefore
have three probabilities, namely, P?, P, and P%! and three
minimal numbers of detection tests mo, m;, and mo; where
mo,1 = m — my— m1. In this case we have to find the binary
number B satisfying m; < Z2.b; < m| + mg 1 whose dec-
imal value Np satisfies P1(2™ — 1) < Ng < (P! + P%1).
(2™ — 1) and which minimizes C,.

IV. GENERATION OF DECISION TREES FOR FAN-OUT-
FREE NETWORKS

Generating an SDT whose cost function equals the lower
bound C; requires the selection of detection tests with
probabilities according to (3.3), hence, it is usually not
feasible. The selection of tests to form the minimal feasible
SDT requires a complete fault table and involves a great
amount of computation. In this section we present a pro-
cedure for generating an SDT for fan-out-free networks
(tree type networks), directly from the structure of the
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network. A similar procedure for networks with fan-out
lines is now being developed and will be presented in a
subsequent paper.

The procedure for fan-out-free networks generates a
minimal detection path in the SDT using the following
algorithm.

Algorithm 1

Step 1: Set k = 1.

Step 2: Choose at node & a maximal test whose proba-
bility P{*' is maximal at this node.

Step 3:k =k + 1.

Step 4: If F®) 3= ¢ go to step 2.

Theorem 4.1: Algorithm 1 generates a minimal detection
set for fan-out-free networks.

Proof: This algorithm is a modification of Procedure
2 presented by Berger and Kohavi [7] and proved there to
yield a minimal detection set.

According to [7] the detection set is minimal if in Step
2 any maximal test at node k& is selected. Step 2 is modified
in this paper in order to select tests with probabilities close
to those required by (3.3). Such a selection will minimize
the generated SDT. Furthermore, it is shown subsequently
that Step 2 generates the tests directly without using a
fault table and its application requires a small amount of
computation.

We proceed now to introduce a method for generating
the tests within each diagnosis subgraph. The k-subgraph
contains diagnosis tests to distinguish among the n,, faults
with total probability P. The tests are selected according .
to a weighting function V(¢), which is equal to the sum of
the probabilities of the faults covered by the test ¢ out of
n;, faults in the k-subgraph. To achieve local optimization,
we select as the first test in the k-subgraph the test ¢, for
which V(tg,) is the closest to %Px [1]. Application of ¢,
divides the n; faults into two subsets—n/, faults covered
by tg, and nf = n; — n} faults not covered by t,. These
subsets form new diagnosis subgraphs and each of them
is treated in the same manner as shown in Fig. 3. For each
subset a new weighting function is obtained according to
which new tests are selected.

We introduce now the method used to produce the
weighting functions and start by examining the conditions
under which a fault is detected. A fault f; is covered by a
test t; if the subnetwork sensitized by t; contains a sensi-
tized path SP; from f; to the primary output. This sensi-
tized path is generated by assigning “enable” values to
some lines in the network (not included in the path) [1].
We call these lines control lines and denote them by y;, j
= 1,2, .-+ ,r — 1. The “enable” value for a line x; (which is
a control line y; for some SP;) is given by g; where g; is the
bit in the gate table corresponding to x; as an input line to
some gate. Let y; equal 1iff x; = g;, i.e., y; = x4/ The fault
fi is covered by a test if all control lines along the sensitized
path SP; are equal to 1, i.e., I, csp, ¥; = 1.

Example: In Fig. 1, the sensitized path corresponding
to the fault x; s-a-a(a = 0,1) is 1,6,8,9. The control lines for
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Fig. 3.

this sensitized path are yo, y3, and y; where ys = x9,y3 =
X3and y7 = x7 = (x4 - x5). The fault x; s-a-« is detected by
any test satisfying x; = @ and ys-y3-y7 = 1, i.e., x9-
X3- (x4-x5) = 1. The control lines for the fault x¢ s-a-3 are
vz and y7, i.e., any test satisfying xg = B and y3-y7; =1
detects this fault.

The weighting function Vi (t) evaluating the weight of
a test t at node k is defined as follows:

nk
Vet) =3 pf 11 v
i=1 y;ESP;

clearly,

o,
Vilta) = 2 b = Pp.
. i=1

The test tg, is constructed by assigning values to the
control lines corresponding to the n;, faults so that Vi (t4,)
is as close to %Py, as possible. The values of the undeter-
mined lines in the network remain the same as in the de-
tection test ¢,

The weighting functions V£(t) and V2(¢) for the two new
subgraphs including n{, and n faults, respectively, are
obtained in the following way:

V@)= p* I ¥t

i=1 y;iESP;
where
,_ (0, ify;=0intg
yj - .
¥i, otherwise.

This substitution eliminates the probabilities of all the
faults not covered by ¢4, leaving the probabilities of the
faults covered by tg,. V{(t) is obtained by VE(t) = Vi (¢)
— Vi(t).

The method described above yields a nearly minimal

Diagnosis subgraph in the SDT.

average number of tests required to locate a fault within
the k-subgraph. In the special case where the probabilities
of all ¢ faults are equal, a minimal value is achieved as
shown in the following theorem.

Theorem 4.2: If all nonequivalent faults in a fan-out-free
network are equally probable, the procedure above yields
a minimal average number of tests required to locate a
fault within the diagnosis subgraph.

Proof: A minimal average number of tests within the
diagnosis k-subgraph is achieved if for any subset of n;
faults out of the ny, faults a test can be found which divides
these n; faults into two subsets with n;/2 faults in each for
n; even and (n; + 1)/2, (n; — 1)/2 faults for n; odd [1], [10].
The existence of such a test is proved in the following way.
The n, faults are included in the subnetwork sensitized
by the detection test ¢,,. For every gate included in the
subnetwork, either all its input lines are sensitized or only
one input line is sensitized. In the first case, the faults at
the input lines and at the output line are equivalent and
cannot be distinguished. In the second case, another input
line to that gate can serve as a control input y. By assigning
y = 0 we delete from the sensitized subnetwork the faults
in the subtree feeding this gate. Between two adjacent
control inputs along the sensitized subnetwork only
equivalent faults can exist. By proper assignment of the
control inputs any number of faults out of the n; faults can
be deleted from the subnetwork. This assignment gener-
ates a new test which distinguishes between the faults
deleted from the subnetwork and the remaining ones.
Consequently, the required tests for obtaining the minimal
diagnosis within the k-subgraph can be found. Q.E.D.

Example: The sensitized subnetwork by the detection
test t, = 11001 includes the lines 1,2,3,6,8, and 9. The five
faults {x; s-a-0, x3 s-a-0, x3 s-a-1, xg s-a-1, xg s-a-1} are
equivalent and can be distinguished from the fault {xg s-
a-1} by proper assignment of the control input y; = x1, i.e.,
x7 = 0. The distinguishing test is t5 = 11011.
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V. THE ALGORITHM IN DETAIL

Algorithm 1 for generating the detection path and the
procedure introduced previously for generating the diag-
nosis subgraphs are summarized in the following algo-
rithm.

Algorithm 2

Step 1: Set k = 1.

Step 2: Generate the test ¢, whose probability at node
k of the detection path is maximal, and denote this prob-
ability Py. '

Step 3: Specify the np faults included in the k-
subgraph.

Step 4: Compute the weighting function Vi (¢) at node
k.

Step 5: Generate the test tg, for which Vi (¢3,) is the
closest to 1%P;.

Step 6: Compute the weighting functions V/(t) and
VR(¢).

Step 7: Repeat steps 5 and 6 until the diagnosis
subgraph for the n;, faults is complete.

Step 8: Setk =k + 1.

Step 9: If F®) > ¢ return to Step 2.

The generation of the test ¢, in Step 2 is accomplished
using accumulating weights which are defined below. To
each line x; we assign a pair of accumulating weights
(al,a)).

Definition 5.1: The accumulating weight a{, (a = 0,1)
is the weight of the test for the subnetwork feeding x;
which covers the fault x; s-a-a and whose weight is maxi-
mal.

These accumulating weights are obtained in the fol-
lowing way. Assign initially the pair (d,d) to every input
line x;, ¢ = 1,2,---,n) where d = %,. After selecting a
detection test which covers the fault x; s-a-« change a{ to
0. Compute the -accumulating weights for the remaining
lines according to the following rules.

Let x; and x; be two inputs to a gate whose output is x,
(1 <j <k)and let g;g;gr be the corresponding row in the
gate table.

(i) aff=afi+a¥+d-oy
(i) af* = max{a¥,a®’}+ d- s
where

1, for the first test covering this fault
0, for later tests.

The faults xj s-a-Zk, x; s-a-g; and x; s-a-g; are equiva-
lent, therefore any test covering one of them covers the
others as well. This justifies rule (i) which accumulates the
weights of all equivalent faults. Rule (ii) is justified by the
following argument: the fault xj, s-a-g, can be covered by
a test which covers also the fault x; s-a-g; or the fault x;
s-a-g; but not both, therefore we select the maximal weight
between af’ and a$’.
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Example: For the tree network in Fig. 1 the initial ac-
cumulating weights are

fori =1,2,---,6

at=al+al+d=23d
at=al+al+d=3d
at=al+al+d=5d

a’=al=d
al = max {al,all +d = 2d;
a = max {al,al} + d = 2d;
al = max {a},ad} + d = 3d;

a)=al+al+d=6d; a)=max{alal}l+d=26d.

If weights different from those defined in Definition 2.1
are assigned to the faults, the appropriate accumulating
weights are obtained as follows. Denote by },wk the
weights of the faults x; s-a-0 and x; s-a-1, respectively,
hence,

ai = w! (a=0,1)
(i) aff =af +af + wi - o5

(i) af* = max {a¥,a¥’} + wf" - 8.

1=1,2,--+,n.

The following theorem is a straightforward extension
of Definition 5.1.

Theorem 5.1: The maximal accumulating weight for the
output line x, at node k&, is the weight P, of the maximal
detection test ¢,,.

We denote

a; = max {a},a;}

and proceed to generate the maximal test whose weight is
a} using backward tracing from the primary output to the
primary inputs. In order to perform this backward tracing
we define a diagnosis vector, abbreviated DV, whose r
components correspond to the r lines in the network as
follows:

S ",' if line ¢ is sensitive to the fault s-a-«
(a=0,1).
DV; = { E¢, if line i is a control line with « as the
“enable” value.
a, if line ¢ has a fixed value a.

This vector is generated in the following way. We set
first DV, = S* since the primary output is sensitized by
each test. The rules of the backward tracing from an output
line x;, of a gate to its input lines x; and x; are summarized
in Table II. Note that in this table

X=Sand Y=E
X=FandY=S

if af* = max {a¥,af/},
if a¥ = max {af',a¥’}.

The test t,, is determined from DV simply by substi-
tuting 0 for every input line x; for which DV; =0, E9or S,

and substituting 1 for every input line for which DV; =1,
Elor S°.
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TABLE II
Backward Tracing of the Diagnosis Vector
RN Ae gy

A _ gy 8 8 A
W, =S DV =X T, DV =Y DV =5, DV =S

A 84 A
W, -E Wy =BT, DV =g | DV =ET, DV, =g
DV, =2 DV, mg WDV g | DV g DY =g

In Step 3 of Algorithm 2 we specify the faults in the k-
subgraph by eliminating from DV all faults included in the
k — 1 previous subgraphs. These previous faults are ac-
cumulated in a fault vector, abbreviated FV, whose r
components are defined in the following way:

0, if no fault in line x; has been
covered yet.
if the fault x; s-a-a (e = 0,1) has already
been covered.
1, if all faults in line x; have already
been covered.

FVZ'= Fa,

The initial value of FV is FV; =0,i =1,2,---,r. For
each subgraph FV is modified by adding the faults covered
by this subgraph. The final value of F'V indicating the end
of the algorithm (Step 9)is FV; =1,i =1,2,---,r.

In Step 3 we eliminate from DV the faults which have
already been covered, by intersecting DV with FV, ob-
taining a new DV. The rules of this f-intersection are given
in Table II1.

This intersection eliminates from DV all faults included
in the part of the SDT generated previously.

In Step 4 of the algorithm the weighting function V(¢t)
is generated using DV. The weights of the equivalent faults
are summed up and multiplied by the appropriate control
line E«.

Example: For the network in Fig. 1, the DV corre-
sponding to a3 = 6d is (EL,SLEOE1 S1 S0 §0 50 §0) The
first detection test is therefore t ., = (10010). The weighting
functionis Vy(t) = (d- E} + d)E}+ d - E] + 3d, i.e., there
are four nonequivalent faults which are covered by ¢,,,: {x2
s-a-1},{x5 s-a-1},{x¢ s-a-0} with weight d each, and the
equivalence class {x7 s-a-0, xg s-a-0, xg s-a-0}, with weight
3d.

After computing V,(t) from DV, FV is modified by
union operation with DV, obtaining a new F'V. The rules
of this f-union are given in Table III.

The test t, is generated from V. (t) by assigning values
to the control lines to obtain a weight as close to ‘ba} as
possible. Once the test ¢, is generated, Vi(t) and VE(¢)
are computed and serve as weighting functions for gener-
ating the next tests.

After completing the diagnosis subgraph emanating
from node k of the detection path, new accumulating

weights are computed for generating a new detection test.
The previous accumulating weights are modified in the
following way. For every input line x; whose corresponding
DV, is equal to S¢, modify a{ to 0. For the remaining lines
use equations (i) and (ii) without the addition of d - 6
changing only one of each pair of accumulating weights.

Example: For the network in Fig. 1, the weighting
functionis Vi(t) = (d- E} +d)EY+ d - E} + 3d. We set EY
=0and E} =0 (i.e., x3= 1 and x4 = 0) in order to get a test
tg, = 10100 whose weight is %a$ = 3d. The generated
weighting functions are V/(¢t) = 3d and V¥?(¢t) = (dE] +
d)EY + dE}. Using V2(t), the second distinguishing test
t,, = 10110 is generated by setting E} = 0and E} = 1, i.e.,
x3 = 1 and x4 = 1. After completion of the first diagnosis
subgraph the accumulating weights are modified and the
second detection test t,, = 11001 is generated. The final
SDT for this example is shown in Fig. 4. This SDT is
minimal and the weighted average number of tests re-
quired to locate a fault in it is 3.27. The lower bound for
this example is C;, = 3.05.

VI. SUMMARY

The problem considered in this paper is sequential fault
diagnosis in combinational networks. Since the possible
faults in the network may occur at different frequencies,
a model is suggested in which different probabilities of
occurrence can be assigned to the different faults. In order
to locate these faults, an SDT is generated directly from
the structure of the network without using a fault table.
The structure of the network is presented in a simple
tabular form called the gate table.

Two different objectives in designing an SDT were
considered in this paper and hence a new definition of a
minimal decision tree was presented. An appropriate lower
bound for the cost function of this SDT is derived, thus
enabling adequate evaluation of a generated decision
tree.

In the last part of the paper an explicit algorithm for
generating an SDT is presented. This algorithm is re-
stricted to fan-out-free networks, although the concept of
generating distinguishing tests while the backward tracing
operation is performed can be used for general networks
as well.

For general networks, however, the generation of a
minimal SDT directly from the structure of the network
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TABLE III
f-Intersection and f-Union
(9]
Blo 1 T |s* x
sHEed og iy F* a=0,1
il a & a | g
g s o x#s°
x x x I F
(B i

X,S.a.1
p=3d

XoS.a.1 xgs.a.l
% p=d 2 p=5d

X,s.a.l1 Xx.s.a.0 (=
m
p=d il 2

X,S.a.1

Fig. 4. SDT for the network in Fig. 1.

becomes more complicated especially because the exis-
tence of reconverging fan-out lines causes the functional
equivalence between faults to be different from the
structural equivalence [6]. This in turn results in the fact
that the generated SDT by an algorithm employing the
method outlined in this paper is not necessarily mini-
mal.

The procedure for networks with fan-out can be de-
scribed in general terms as follows. Assume part of the
SDT has already been generated; the next step is to select
a fault which was not covered by the previous tests. A de-
tection test for this fault is next generated. For this de-
tection test a backward tracing is then performed starting
from the primary output line towards the primary input
lines. There are two objectives for this operation; the first
is specifying the faults covered by the detection test and
the second is to simultaneously generate additional tests
in order to distinguish between these faults.

The use of backward tracing for specifying the faults
covered by a given test is preferable to forward simulation
techniques (parallel or deductive simulation). While in the
forward simulation all paths in the network emanating
from the primary input lines are checked, in the backward
tracing operation only the sensitive paths are checked.
Hence, the required computation time is considerably
smaller.
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