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The performance of operational computer systems can be evaluated using hardware or
software monitors. Compared to software monitors, hardware monitors are portable, have
a high bandwidth and do not interfere with the operation of the monitored system,

The design of a dual-microprocessor hardware monitor is presented.

The first micro-

processor controls a special network which samples signals of interest in the moni-
tored system. The second processes the measurement data received from the first one
and displays it. A special set of measurement instructions has been developed enabling
the user to prepare easily programs to contreol the execution of complex measurements,
The architecture and software design of both microprocessors is introduced and several
examples of performance measurements are presented illustrating the flexibility and

usefulness of the designed monitor.

1. INTRODUCTION

It is now generally recognized that most com-—
puter systems operate at below maximum level of
efficiency and that substantial coat savings are
possible through effective performance manage-
ment.,

The effectiveness of a performance related deci-
sion varies according to the quality and preci-
sion of the input data to the decision making
and verification process, Without an adequate
means of cbtaining this data, the jmprovement in
performance cannot be precisely judged and
potential cost savings will go unrealized.

Mathematical analysis might be inaccurate or

even impossible due to the complexity of large
computer systems., The enormous number of vari-
ables that must be considered, makes the

mathematical analysis a tedious work and inade-

quate for this kind of problem.

More accurate tools for performance evaluation
of operational computer systems are the hardware
and software monitors [1-3]), There are seversal
important advantages of a hardware monitor (HM)
over a software one, The HM does not result in
an overhead to the monitored system since its
operation is transparent to the observed system.
In contrast, a software monitor may consume 5%

to 20% of the aystem resources [2] ({e.g., CPU
and channel time) and thus degrade the system
performance and produce questionable results., In
addition, a software monitor must be specifi-
cally designed for the particular computer sys-
tem and the operating system in use, while a
hardware monitor is portable and its operation
is independent of the particular operating sys-
tem, Some system performance parameters cannot
be accurately measured by software technigues
while they pose no problem tc the HM with its
high data rate. Examples are: internal CPU work,
memory use, I/0 interface activity and contrel
unit or drive activity.
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Measuring the behavior of complex systems such
a8 multi-processors or multi-computer systems is
software tools,
The HM has the ability of monitoring the paral-
lel work of all the CPU's without being affected
by the work of any of them.

A number of hardware monitors are offered com-
mercially. However, after examining the avail-
able monitors the decision was made to design a
more advanced and flexible one. This
microprocessor-based HM has tc be programmable
and enable interactive operation for on-line
analysis of system performance parameters.

The HM was designed to meet large computer
system's requirements. An example of such a com-
puter system is shown in Fig. 1. These require-
ments include monitoring of single/multi proces-
sors, slow/fast I/0 processors and devices,
shared I/0 units, communication channels, etc,

The HM must be able to measure a large quantity
of slow/fast signals, and be capable to display,
print and store processed measurements. Another
important requirement is to enable the user to
prepare and run measurement programs for
analysis of complex situations.

Some other unique features of the designed HM
are pointed out in the following sections,

2, BASIC ARCHITECTURE

The HM that was designed has two major units,a
Data Collecting Unit {DCU) and a Processing and
Display Unit (PDU), each controlled by a
separate microprocessor, The basic architecture
of the system is described in Fig. 2.

The DCU contains a microprocessor that controls
a special hardware network which samples and
counts input signals, This hardware 1is fast
enough to measure accurately signals up to 20
MHz. The input signala are obtained through
probes which are connected to points of interest
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in the monitored system. Up to 256 such probes
are connected to the DCU through a logic panel
which enables the user to combine several input
signals to form new ones of special interest,

The DCU collects the measurement data and con-
verts it intc a standard form. All the measure-
ments are done in fixed intervals varied by the
operator. It is possible to measure activity,
time intervals, and count pulses or events.

The PDU is a general purpoze microcomputer. It
processes and displays the information sent, at
each interval by the DCU. The display is updated
every interval or retained on the CRT for any
period of time. Using the monitor's peripheral
devices, data may be

1) recorded on floppy disk for playback and/or
post processing by an analysis and report
generation program,

(2} printed on a line printer, when hard copy
is needed,

The user controls the monitor operation via an
alphanumeric keyboard and the functions are
defined using preformated CRT frames,
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Fig. 1: A hardware monitor in a large computer system.
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Fig. 2: The basic architecture of the hardware monitor.

3. DATA COLLECTING URIT

Hardware Structure

The DCU consists of a Z-80A microprocessor,
measurement hardware and combination panel. Its
block diagram is shown 1n Fig. 3. The DCU sen-
sora can monitor signals produced by almost any
logic family including ECL, TTL and other spe-
cial types. The maximum distance between each
sensor and the DCU is 150ft.

Up to 256 input eignals from the monitored com-
puter system are connected to the DCU through a
combination panel, Thia panel produces G4 output
sjignals to be monitored by the DCU, The 256
input signals may be combined withln the combi-
nation panel to form new signals using a set of

decoders and specially designed modules, Exam-
ples of the latter are: (1) A sequence detector
which receives up to five input signals and
detects a predetermined {by the user) sequence,
(2) A testing module producing variocus known
signal sequences which are used to test the
DCU's operation.

Sixty outputs of the combination panel are wired
to the DCU while the other four can be selected
under program contrel out of all 256 signals,
These four signals may alsc be combined to form
any logic function of four variables whieh is
determined by the user interactively. Such a
dynamic generation of 1logic functions 1is not
possible in most existing hardware monitors,

The measurement hardware consists of a sampling

interchangeable modules, These modules include
logic and a set of 64 counters (16 bit each)
standard  IC's like logic gates, encoders, that carry out the major part of measurements
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Fig. 3:

Block diagram of the Data Collecting Unit {DCU).
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done by the monitor. The counting is not limited
to 16 bit 3since overflows  of the hardware
counters are accumulated by the software. The
basic sampling rate is 2 MHz but can be
increased up to 20 MHz. The sampling clock can
also be supplied from an external source. The
special measurement logic includes hardware for
measuring time intervals (between 200 nsec and
99 _sec), wmomentary states and word mappings.
These types of measurements will be explained in
section 5.

Software Design

The DCU software controls the execution of meas—
urements and the transfer of results to the PDU.
The software can be divided into schematic
blocks as shown in Fig. 4, The main program rou-
tine interfaces between the PDU and DCU, and
controls the overall operation of the DCU. The
DCU executes a special set of high level
instructions designed for measurement purposes.
These virtual instructions sent by the PDU are
decoded by the main program in the DCU and exe-
cuted by a set of instruction execution subrou-
tines,

The program monitor executes measurement pro-
grams {of high level instructions), thus minim-
izing the system overhead which might be caused
by sending single instructions,

The measurement monitor monitors the executions
of a variety of measurements, It has been effi-
ciently designed since ita operating speed
determines the maximum measurement rate.

The diagnestic monitor tests all the Dcu
hardware and it can isolate a single falling
card, It insures that the DCU is operating prop-—
erly and includes integrity test of EPROM's and
RAM's3,

4, PROCESSING AND DISPLAY UNIT

The PDU (an 5-100 bus microcomputer) controls
the collection, processing, buffering and out-
putting of all measurement data. It is composed
of a Z-80A microprocessor and standard peri-
pheral units. A block diagram of the PDU is
shown in Fig. 5. A CRT and an alphanumeric key-
board are the interface available to the operaZ
tor for controlling monitor operations and for
the display of all measurements,

Two out of the four diskette drives are reserved
for data recording, while the other two are
reserved for the signals data base and the moni-
tor software. Two asynchrohous serial ports can
be connected to modems allowing remote terminals
to be connected to the monitor.

Software

The major part of the PDU software is a dedi-
cated software package designed to meet the
specific requirements of the system., It uses
standard I/0 and file management routines which
are part of the CPM 2.2 operating system. About
B5% of the software was written in BASIC-80 pro-
gramming language and only 15% are assembly
language subroutines, including interrupt rou-
tines, DCU interface, diagnostic programs and
peripheral drivers.

Main Program
(PDU Interface)

Program Measurement Diagnostic
Monitor Monitor Monitor
Instruction

Execution

Subroutines

Fig. 4: The structure of the DCU software.
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The bloek diagram {in Fig. 6 1llustrates the
major modules of the PDU software. The monitor
control program is the main routine that coordi-
nates between all other modules, It decodes
operator commands, displays CRT frames and
manages all disk file accesses.

The measurement program collects and processes
the measurement data transmitted by the DCU. The
data processing includes minimum, waximum and
average® calculations. A software automatic gain

Mopitor Control Prog.,

Operater Interface,

CRT Display, and File
Management.

}
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Block diagram of the Processing and Display Unit (PDU).

control feature determines adaptively the scale
factor of the graph's y-axis for maximum reada-
bility of the displayed graphs, according to the
changes in the monitored signal.

It is possible tc enter measurement programs
written by the user in a special high level
language and those programs are interpreted and
executed by a user program monitor. This feature
will be detailed in the next section,
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Fig. 6:

PDU software.
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DCU - PDU Interface

A set of four 8-bit parallel I/0 ports consti-
tute the interface between the DCU and PDU. The
PDU and DCU relationship is a master-slave one
resulting in a very aimple and straightforward
communication protocol that insures high relia-
bility and flexibility for the PDU-DCU link.
Consequently, the DCU can be connected to any
standard microcomputer that has parallel I/0
ports. It is also possible (with only a few
changes} to adapt the interface to serial ports
with some degradation in the performance of the
hardware monitor,

The virtual inastructions originated by the PDU
and executed by the DCU enable transmission of
data and programs from PDU to DBCU, configuring
of signals, initiation of measurements and
transmission of measurement data from DCU to
PDU. Most of these instructions are 8 bit long
and only few are 16 bit long.

5. CRT FRAMES

The monitor operation is controlled by the
operator through a set of preformated CRT frames
that allow simple and convenient activation of
all monitor functions.

There are 16 frames which may be partitioned
into two general classes., (1)} Display frames (2)
Control and service frames,

Display frames

(a) Activity display: This display frame con-
tains up to 16 vertical bars showing the
activity of selected aignals. The activity
of a signal 1s either the percentage of
time that a signal is active during the
time interval or the number of times the
signal is active during the interval. The
display 13 updated at the end of every
interval,

(b) History display: A graph showing the
activity of a selected signal is displayed
as a function of time. Every time Interval

a dot is added to the graph, Statistical
values of the signal are also displayed and
updated every time interval,.

(¢) State display: Momentary states of 12 lines
are displayed after the DCU is triggered,
The trigger source may be an external sig-
nal, the user keyboard or a program in the
FDU,

(d} Spectrum display: This frame can display
two basic measurements,

(1) Time distribution {(histogram)
A signal received from the logic
panel 1is timed and the duration time
of each pulse is classified into one
of 32 consecutive time ranges. At the
end of the interval, 32 vertical bars
are displayed, showing the number of
pulses for each range. The size of

the time range can be varied by the
operator from 1Msec to 10 sec.

It is also possible to measure time
between two pulses of different
sources, and display it using the
same procedure,

(2) Word map

Thirty two vertical  bars are
displayed corresponding to the 32
combinations of five bits. Each bar
shows the number of times the
corresponding  binary combination
occurred during the specified time
interval, This measurement allows
sampling of data busses or special
signal groups (e.g. command code,
address register, etc).

A display frame of any type which is currently
displayed on the CRT can be printed and/or
recorded.

Control and Service Frames

The control and service frames include signal
configuration frames, display configuration
frames and special frames,.

(a) Signal configuration frames
A set of three frames allows the operator
to build a signal library. He can define
new signals using existing ones and keep
them for future use, For every new signal
that 13 defined a file management program
checks for proper configuration and

validity prior to¢ measurements, This is
another unigue feature of the presented HM.

(b} Display configuration frames

Associlated with each display frame there is
a display configuration frame used to
define the signals to be measured and
displayed by the corresponding display
frame, Those signals were configured previ-
ously wusing the appropriate signal confi-
guration frame and stored in the signal
library,

For display configuration the user needs
ohly to indicate the signals to be measured
and the system will determine the way to
measure them. 5Self explained CRT messages
are generated in response to  operator
errors.

{c) Special frames
The apecial frame group includes :

(1) uUtility frame

{2) Playback frame for search and display
of prerecorded data.

(3) A diagnostic frame for overall test-
ing of monitor functions,
The system is self-tested, and
appropriate messages are displayed or
printed allowing fast detection of
faulty cards for minimum downtime.
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(4) A program frame through which the
operator enters and runs programs in
a high level language especially
developed for measurements, The
language statements include all the
monitor operations, I/0 commands,
mathematical operations, etc. The use
of this high level language i3
extremely convenient when writing
programs to analyze complex situa-
tions, where static displays or batch
reports are not useful.

As an example of the usefulness of the measure-
ments language consider the following situation.
Deadlocks in large computer sysatems may be the
result of a complicated sequence of events. Such
a sequence may happen in a relatively short
period of time, not allowing the system engineer
to isclate the reasons that resulted in the
deadlock. To determine the causes of the
deadlock the system engineer may prepare an

appropriate measurement program for monitoring
sequentially a set of relevant signals. Devia-
tion of a signal from its desired value (or
duration} may result in a branch to ancther sub-
routine designed to monitor another set of sig-
nals and so on.

The monitor can record the sequence of events
for later analysis and it can also be programmed
to send appropriate messages, for fast detection
of hazardous situations. The monitor can alsoc be
programmed to execute measurements requested by
remote terminals.

&. PERFORMANCE MEASUREMENTS

Various system performance measures can be
evaluated and analyzed using the hardware moni-
tor. Performance improvement can be achieved by
optimizing the use of system resources. Possible
improvements are 1in configuration management,
equipment utilization, operating system and
application programs runtime, data base manage-—
ment, ete. The following examples show how the
HM may be used to achieve these goals.

Configuration HManagement

(1) Balancing the use of system resources to
increase throughput and eliminate
bottlenecks.

(2} Objective umwmo«uma of equipment and vall-
dation of vendor's specificatjons.

Software

(1) Evaluation of tradeoffs between main memory
size and improved performance.

(2) Identification of application programs
which utilize heavily ecritical computer
resources and detection of program sections
that their optimization can improve system
performance and reduce cost.

Data Base Management

(1) Elimination or reducticn of underutilized
resident file space.

{2} Better allocation of disk files for minimum
arm movements. ’

The following example shows how the hardware
monitor can be used to improve performance
through configuration management. One of the
main reasons for performance degradation in com-
puter systems is contention for the use of a
resource {in particular shared disks and control
units} . The major question is to decide whether
or not the current level of contention is
degrading service, and if so, how can 1t De
reduced. Several measurements can be made by the
HM to analyze this problem. For example, supposde
that the monitored system consists of a dual CPU
with shared peripheral units as shown in Fig.7.

The following measurements can be performed:

(1} Activity of the following signals (activity
display).

a) CPU 1 busy £} CH 2 (CPU 2) busy
b) CPU 2 busy g} CTRL A busy
c) CH 1 (CPU 1) busy h) CTRL B busy
d) CH 2 (CPU 1} busy i) CTRL € busy
e) CH 1 {CPU 2) busy j) CTRL D busy

A measurement session as described above
ean detect poor utilization of CPU 1 due to
extensive use of shared disks by CPU 2.
This fact can be detected by correlating
the wait signal of CPU 1 with the busy sig-
nals of the CH's and CTRL in the other CPU.

A measurement session as described above
can detect poor utilization of CPU 1 due to
extensive use of shared disks by CPU 2.
This fact can be detected by correlating
the wait signal of CPU 1 with the busy sig-
nals of the CH's and CTRL in the other CPU,

{2} Waiting time for disk service at each CPU
(spectrum display).
This i3 the time elapsed between the I/0
request made by the CPU and the initiation
of the data tranafer, Monitoring these two
events using  a spectrum display, (in the
range 0-320 msec with a 10 msec resolution)
enables the evaluation of the service time
and the number of interrupts. More than
three missed interrupts for most of I/0
operations can be caused by a very busy
control unit and it can explain poor CPU
performance.

(3) Paging activity as function of time (his-
tory display).
It is possible to count the number of I/0
operations as a function of time for a pag-
ing disk, Excessive paging transactions can
be the result of a too =mall physical
address space or software problems. The
graph in a history display can show peaks
of paging activity allowing the system
manager to correlaie those peaks with sys-
tem activity.
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(4) Main/alternate path utilization (spectrum
display).
For computer systems that have two access
paths to I/0 devices, it i3 desired to
improve the main/alternate path wutiliza-
tion. Using word map type measurements it
is possible to display for a disk string,
the number of I/0 operations for every disk
from both paths. This measurement may help
to decide whether the two paths are neces-
sary and what are the tradeoffs for elim-
inating one path.

7. CONCLUSIONS

The architecture and software design of an
advanced hardware performance monitor have been
presented. The hardware monitor is & dual-
microprocessor system especially designed to
measure the performance parameters of complex
multi-processor systems. The unigue features of
the microprocessor-based hardware monitor have
been introduced and examples illustrating its
usefulness have been presented.
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